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=11 FEFINAE

HEMARMBEARFEE Z, WHENZEAEFEZERRK. A5, (L3RI B ITIR

SRR, SoR NIRRT — TR I A TR AR I,

12 B

¥1.21 Alice 5 Bob

ZHREN, RIMNMTEAZSEELEMAFTEIEILT 2T, REH A B ZEM
ok R8I, FEARBPRNA Alice. BobFAZKERXEFELENSHE

(F1-1),
x1-1 EEPFHIERE—R
ZW b 1:;
Alice —RAae
Bob —Re
Eve BhE, I5MAEARE
Mallory FHWEHE, THBBE. MEBERE
Trent EME=A
Victor WFE

T122 RiFE. BUENBTE

AR —T Alice [ Bob XML TR R . EXMgstH, KLHMER Alice FROVEIE
# (sender ), TYLEIMEAFR) Bob MIFRAIEKE ( receiver ),

TEVHR LA . BCE AR R, IR X A0 2 e Bcfll TR, (HSC PR b Rk A
FWCE XA ARIE R HEEIFAURR T IR, SFENSAm D D ANGEFEER, &l
B B AR A EEE, MEEBMARRIERE. B4, #ERENEBANBERNE
B (message ) (& 1-1),



Bob
(Bl )

R -

(HE)

BB
(FHE)

B 1-1 Alice [5] Bob &EHpiF ( £ixE. #HK#E )

MR i i B BE R M Alice AYTTEML &5 F] Bob HITTEMNLAY . 76 & EHRIFE, HR{FE2d
W2 GiTAENAEFI ST, XY, ML SIS ( eavesdropper ) filE
Flroaraett (FE1-2 ),

Bob
(E )
HR 1 HE 4
(42 ) > e

Evedi UTdp {4

v

B
(HR)

Eve
(BUTE)

B 1-2 Eve BEEHHAE (HFE )

57 W7 & B9 S0 4 eavesdropper, RIFRATT4A ke T —A~ & & ML B2 FWU4E Eve,
GINT#H Eve JFA—ERAY, AAIRERLREFRE LEMEIUTES, el gERELRKTE
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R PF KA AR AR 55 e L AL LE R
JRAE WA N AR AR I 12 A i A AN P RE , (H SR AS R B % 58, A
TEBE =7 IE AU .

1123 mMES@E

Alice AMEIERAFFMRAFIAZE, TR EHEIREHT TN (encrypt) FH AL %
g Z 5y iHE S FR A BASL ( plaintext ), HN%E2ZJ5 B9TH B FR M EE 3L ( ciphertext ).,
A 178 I8 ScnT LLHE g P g & S0, A 28 SO o B o ag & X

WX BX
; MIWC T ix
1{]‘%3 JZ/I\E i Y- 3
R BAER e Pt
BRE e
° 1%+ #TKEHo

B1-3 MAX#EmMZEZE, RSTENBETENEL

Bob Y3 1Tk A Alice BN HRA:, (EAFEEECE i Bob LR JuH: HH M B2 % (Y, T2
Bob 7 Z X SCHEATIREE ( decrypt ) ZJa PRI iEE . 2 U 2 SCHK B RPH SCH I R

TX i
MIWC" T ix 3 ; wREF, X

- E‘K%vse_:'hﬁ ﬁg_ HARBATEST
Lfu*-Rityj-t5 BIng
14-8TKEHo ' :

B1-4 FXEWEZRE, RELFRKHAILT

ReH SN 5 A X B0iE, BB gs W, SiUTE SRR FOR® SO, i O A RN i
AIRASCR 2
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Alice Bob
( ZiXE ) ( Bl )
[}
B3 —{ﬂu&*)—» B

3L

\J

53¢

Eve R BE%7 UT &I % 3L

v
#X
Eve

B 1-5 BEEMZFERENE, FFEREGIEX

1.24 BHBRFRIETHBHNZY

£ BRI, Alice FHHRASEF %, i Bob WIHET s, XEEMAOEM, 2R T AILE
W& Eve IZHUHB{EI % . Alice Ml Bob i#idiz FHZHRS ( cryptography ) £, FRIE T HR{CEHIAN
Z ( confidentiality ).,

T1.25 wWiF
HEATINH 2 I, Eve RAEMFI#C. IR Eve oAb nfil A il WIS P28, 7% 2RI

AT Bk SRR A 3,
E S HRECE B 8 SO JF R A SCRR Y “fR ", (BRRICE LA LA A G DR 5 S0 ik B
3, WFRAZRBRETE ( cryptanalysis ), [FFRNBEE, AR AZFRBSH.
HEATHER A PR A REER (cryptanalyst ), BEIFHEIFA—ERIFN, HHYEMIRE N T
R (BRGSO FMERR R ), W X ER I TR, TERXAEMEN T, Al
AR .

| AMe?ﬁ%i%%ﬁﬁ#%?Bﬂcﬁ?Tﬁ%AE@ Wt SRR AN SE RS
m@,ﬁEWﬁﬂﬂﬁ BHRERY.
EXMHES, RRENERESNRIBR?




8 | E1E WHEEHER

mmm 1.3 MBS LPER

3.1 FiEx

FF i 24 A0, WO EE (algorithm ). MBI SCAE sl SCHABBR, i
WHEIR, FOh CINERLT, MRE AR RN “RERILT. IS, MERRLSTE R

SRR NEREE,

1.3.2 %%

SIEF . R, BB EPRES, R 203554728568477650354673080689430768 X F ) —

22K (5 DNUE S

BA3C

zg O—a

203554728568477650354673080689430768

g, AR
BRRINER
BRE,

=X

(0=

2035547285684 77650354673080689430768

MIWC T ix 3
FKEEVEE -
Lfutr-Btyj-£5
11+ #TKEHo

“x

MIWC Tix %
FKEEVEE
Lfu?-RBiyj-kb
|1+ #TKEHo

BA 3C

REF, X2
HAR BT 3
BIRE,

B1-6 mME. BES5ZH
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T RN B R TR, AR EHE .

IE AR AR A RL AT LA GR P ORISR TR AF B i SR — B, B P A0 S T LA P R A
R BVEEORIG RS AR [, Qi RG1ALsE, WIH R R EY S BoeiE. R, RATd
AR A A LR A S A A BT

KTHY], BAOPEIES 3 ERAIUHE.

1133 MMBBSLAHEE

MR AR E i, o1 LUK B 43 ol X FR AR B AN B B R P A

SHFREEHS ( symmetric cryptography ) AHE7E I FIfR A A IRl — 4 R

KFXIFRERD, BATHAES 3 TS 4 TR .

1M ZY$AEEG ( public-key cryptography ) W 2F8FE N2 Fff & 0 AR A =0, Hitt,
NS FR A IEXTFREED ( asymmetric cryptography ),

MNFRERD D, H0E AN EHF

B ANE R EER N
hEEy O= BEEN
|203554728568477650354673080689430768)| | 203554728568477650354673080689430768 |
ipe X A
e, & MIWCTixi R4, X
TEHX | FKEVEE - hE PEHX
AR i Lfut-Btyj-t5 ey AR
T 11+ #IKEHo BHIE,
AIREED, N0EMHAEAD
BERNERARTEN
nEEd | =m mewy [=5
| 5616055241092041065474167023449213| |914761565128636063131090079844486 |
B 3C Z BAX
R, X ﬂLtV+ éZlSJl RyEF, X
TEEIR TEHX
RAEH - e Un . AR
g W, 9 We I

1-7 NFREBRELAED

O st#HFRAH EAI L, wAEFHF (common-key cryptography ). &4 Z 8 ( conventional
cryptography ). FA$H%EAS ( secret-key cryptography ). H£EZ$HZEH ( shared-keycryptography ) fr o
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IAEERSRTE 20 2l 70 SRS BAY, KR OTIETERT ARG R T3 E TS BT
Xk R 7S U ot N | N il o 1 e A A
KT RPEN, RAOVEAES 5 TR .

"1.34 BATRES

KGRTFR B A RN A B2, Gl e (1 % 05 7 AP R B B R R 4 ( hybrid cryptosystem ), X fif
AU T X FRESFIASHES M 1
KTIRGEMRG, RN 6 FIEMIHRT.

714 RALEEEA

WS LA PR IR I AR T HMS R ILETE, HTRENEE S E S8, L
B B 5 R A A N IE S AR R B H R (B 247

T1.441 BEEYEY

AL — Pl BN R0, ROV FEpE, &SR/ & BT
HVER AR P — A — R ? A AR ATEAR I A T — S R AR P e

T B RS R BE o, A A R R R A B S AR A R R e 2 A A A B
B, EOME S #5] &5 ( one-way hash function ) 185 H ke A%

THEZBA AT LLATTIHHE T FEOCHEGME, R5 S8 E A& A0S ek T
X AR PGASHOE 3%, WA T 0 SRS A A T R A I SO AR TR

B[] B PRECT (RAUE A I AN RAL S, M2 SEBM (integrity ). SE8MEFR AL B2 IE
MR TTARARE R X — PR, (o F S ) o] eR B, it ol ARSI s e 2 75 e sl

FL HLY RBUE — R ORIE e B S EAR . E TR m s i, FRATEES 7 FiE4N
PR

1142 HENER
AT HAE SRR B IR A E TS, AT LUE HTE BIAIERD ( message authentication code )

(D #3544 (hash ) XARMAE ., FREIEF ( cryptographic checksum ), 4L ( fingerprint ). 4 BIHE ( message
digest )
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0 N
I EIAUERS, ANMEREEFIANEE R EHE Y, M H RS HIANE STk A i
HEXS, WEUEG, HEAERS ARSI TR, HABSHEMLIAE ( authentication ) HILH .
H B RS & —FhBE S (RE 2 B AR L UE M B E AR . X FIHEAIER, RITEAES
8 B TEAM AR

"143 HEEZ

Bob NIRRT —Ek A Alice BUHRIE, NZR “LL 100 J5 TR M A8 K2R &

Axd, XEMRFEKEA R Alice R AEHWE? Bob {UE L FEERRF N Z, 275 AEGE K
BRI E Alice g7 WBFAY % 1%#H ( From: —REMINEA ) IRAES #ithis, FIHhSrE7E s
A1h%E ( spoofing ) A% Alice AYXUBS .

fBisk Alice A& LR, (HZ Alice B HMAFEMZ “LL 100 J7 TTHIMHE L%
i 7 R AR XU, B Alice JEARTS HJE 1 TTC”,  MEEMBARA% a0 4 3 i Hh i
eI ORI AGHST T8, B 1 Tocell 1 100 J5Te?

Sk Kt A XAE—FiXUKE, Bl Alice ELAY[A] Bob &% T INZ R “LL 100 J7 TG HY 4145
LZRE " BIERE, HFEK Alice XL T, FRMERR “FYPBAE LS IRE MR, 1%
XA EHER A CeRT EKMIT R, FRAFIA (repudiation ).

RERERG IE iR fhae . BTN ERI AR, SEBFESR (digital signature ). 7%
AR B R P B2 SR SR R P EAR, ERE—-FEENELEA.

FARIA BBk, Alice FTLIXE “LL 100 T CiI A& A% R & BN AEIN EEr2E 4G
PR R &%, T Bob AT LAXTZEC T2 2 #HATHNE ( verify ). B X HEM =, AEATLL
Rl i Oh e MBEE, IR RERE D IE 35 HIA

BTS2 — MR s iR e B . REEGEIFIE AR ERE AR, L TFRFES, i
WEESE 9 BTEAN IR .

= o

[

“1.4.4  POBERIE RLEE

{HBEHLE 4 A 2§ ( Pseudo Random Number Generator, PRNG ) J&—FiHEGEHLLL = 4: FH LKL
SIS L . BEMLBCRE S EORG &, XU RF ] B BB b, B 52Pr b BEHLE S5 A&k 40
HERZAER N EE T BN Web hiEfT SSL/TLS it 2R —MUH T 2400 {5 il
W (2IEEH ), XN EE T OABE LR BRSO o A SR A R Bl L) B0k AR
BT B AR HEI &8, I R IBEPLEYE TR KBS

KT OhREHLECE s UL R BEDLE 0GR, FRATPEAESS 12 TN .
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L="15 EEERMNIAH

FELL EAAET, EALH TREZFEAEILA, H LUF AR AR L EZRI1E

® X PR

o N

® ]I pRi%L
® JH EIAIIERY

® WF%H4

o ChFEHLEE AR

fEAA, AT LRAFEARG A BRERNTRE .

AT B Z AT BN R, FRATIRE B % 2 T AT A% -5 FH R I 4o 1 26 il i 1 B B R
Z IRl K 7 i — ik ROk Fn ok (& 1-8 ),

B 2L E G SRR S R 3 B B L A
KRR
P Li .
(BB ) L
INRERED
(%gﬁéa) £ 42 % 51805 2
(ﬁ%ﬁgﬁaﬁ%%) TMIE R IAIERS
B i
(EERATEER) Fea&iME BFPEZ

B 1-8 (FRE2FTE RIS R XX LA Z AR A

O “FHmPRGIAM" X—itkd f (RE4E 0 %40 A48 ) (Secrets and Lies: Digital Security in a

Networked World ), # &3 » 365/, 2000, P LHa sk Tk H a4t 2001 59 A g, Z#8 5§
FiE, EEIE
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=" 1.6 BERKSHFKE

FHEIRMC S, HiGE—FaRE LN B N E 2R MR, JexmfE
cryptography .,

BritZ4h, HSGAA B —FEAR, EARIEHEE NS EELERE, e REHE R
AL, XFHEARFRABRER ( steganography ).

FATHRFE A ERRBT .

Ao & —Bl,
RESBREARATLL,
R LB ARG

WAAR 218K 75— A R AR X B
PR B IR — MRS R,

X B R R E AR — M T, AT FEHRE—F.

H—N D& — B,
R—IRESFEERHATLL,
E—EEAR A HIRTEL

IR—— WA 22 R o) — A A BLA
PR——R 2 BB HAR — Rl RS AR

RN T LB, JER bk B b ks 7 — e —— “HARERIR” .

FREARR B ZEEEGE BAS, HURGEE T AHERITE, Wl LIEEEE SR
RE. Hilt, BREAFAEAEED.

FBREAREITEI R OA —ERNH, FlinEiEfEFKREEARSEN TRERITE. &
FOKEN R — Rl E VAU A & B SE 3 B 5 B AP RIER . BRMUER T KEIEA R
AR BT IR E R, IR E A AR &

i, HEHMBEARME S ITERREH. &%, ROTHEERARSCERTMEIA
RESC, RIS THE BB AR CRREE B Xk, BIMEA AR T # SO, i
TR ATk AR SCEER N

FHREBHNENT, REABRRENRHEEAS., BilHEMNSEEARMES, salRlFF
P A B B RROR
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"1 EBE5ERRLER

TEARZE PRI N ZAT, RAOTARN A 2O THMAF IR NIRDF LR T B8N
2 AR I JLAREEIA AL, RO ENTA S TR — B,

o AEMEHE N EWRE

o i ISR B 19 B 05 LA HEA T AT i B fa B
o (LAl B — KA 2 B

o W FUR(R B & 2l

1.71 AEERARENEEEZ

TRZ AV ARA T HX AR AR

“HARH O A—FMEHEL, IR ORE, XFEREIRIE L 4.

SRIMT,  BCRERAEE B AR, (0 OR A A ER R R TOA ARAS o 22 PR RS o

AN TA RLZ AV Sl FAE AT % i B Bk, TR ROZ(EHIIREE E 22 0TI . BN ok
FERR RS

BRI R EEA LT M.

e BREZNBEREBRSAE T

M B, BEEENRERA LM E LK. 1999 4F, DVD H&FBH %
PEER. 2007 45, NXP fdE#: IC F MIFARE Classic 3 B 0mif ., XS E kR0 EE
PRAERY, SRMAT & AT LG b ) TR FBO Halt a8, IFRBIRI T TR . RSA AR
K RC4 RSB ILEY AR, [BRAEEA —(IEZANTIFEHAITF T 5HEHNEF .

— HEEE NGB REE, KENEEEEAR S TR FE RV E RN BN RS
gk AR T, Rz, ABSATFAYE N —IF LR B AR R, RIS R 24
AEHIFENTRRE .

ue FERRBRENEREEZSEEEERN

BB A AR s AR R XERY , PR OA B S5k 58 BE AR B RE W] DL AT T
AUER - Rk A 5 B R R SRR R, Rl R R 2 B R 22 T AR A
WA, UL R Rk A5 BB

IR — A RF ARAE SRR L “HCHEMNRE". XHFNESEIMTE RS
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AT, (BAEL L e AR B, BRI R BT & T2k .

BUE TS EATFRIBOA s BEAS R RS s, LR 20 B Bl R 2 i o
RMAAE TR, Bk, MRIAH 26 B RN RS LR A TR EH R G HR”, I
HiEiRd TRk B ARIBEEN T,

T B A A B AT IR BRI IR E i T N, — AR N IR R 21 ( security
by obscurity ), XFT NG H BT

B A, K # i A B R (R B L SR RAUAD A A 40 Ll S R, JF HL AR
GG B B SOMUR SCREAS, A SRAE SRR R IR B0 T B33 — B A 8 SR AR ZEAE AR 2 I I ],
LR I 2 R o P A A o

(172 ERREENZFEIEAHITEMMNZEERR

e O BES SRR N Y R (A N e o V1 s o L = R g =<0 i = | o
fERIiY |

EB YRR R - 5 LA SR 0, R A — TR A AT T 2

X EERM TP A W7 X MERE—f ERE 2R, W TP R, %
PREEMBRGREIC, WHEH “FEREEESINE T X—HI™ER, X a2TEMH
PIFEAL B —SEHL R 5 AR BRI AR

WA 16 e, HRtpY7pes =2 E IRl U BOA ARERE R B SRS, IERHRT
MEBEERE, WRRRSI AL TR A RS TE TR, APOREE B0,
it A ok b Tk A

1173 EAEHAE—RBLUHER

QRN RS = A EAR A AR TR AN BRI IE T, IR AR A XA
i ARV T AN RS T, 3K R A 4 X AN 2 R gt X A 2 AN A AE Y o

T PR B A AL BT AL R 8 S0, R A BB A B el —|, A —X
ARG K . R, B SCR R EEAE TR I (], 55 BELR R i B SO (B2 TA) AOASU AT i i A5
FERERE.

FERG AL, 20X N S A it ) S A R LSRR AR, IXFPBRE RO — IR AR AR (one-
time pad ), {HEIAR MBS IR TG, A 127E 3.4 WTEAHGT

@ A (FEHEF ) ( The Code Book: The History and Exploration ), % « F#, 1999, p.72. ¥ XM d
Hpd HRAL 2001 SR 10 A iR, koD EFF FHE
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Ah, B B —REEARBOA A T REE S R HEREAR, P EEFER. LTET
B, FRI144E 1541 TN 4.

"174 FTHAREERSN—HS

TATEZEF] Alice 45 Bob KX MBEHELFAF . BMEA LM BEGR L, WKRGIRZ
TGS HIE Alice FF R ERIBRAAZ

Ban, HehE AT DAL E R R I AR, TR sl Alice 1 HL AR AR U % 2
HI A HIBAERA 3

i, 34T (social engineering ) Bt IR HATE R . FlAN, FMAZ AN B TENE,
R BEBE: “REF, REITH., A TFRENEWBRRETE 20, 50K FMilke Sy
XR2315." i SEhr L3R ATHIE A T REBLRE — & B0k # .

EmR B st T B, #EEMRREZEL LR,

BEHERIFME SN, MTHERR "R X—BMEARS0ER. EXRNASHE b
A A TAEHE R EESR, R HL, #AMAS N H PRSI AmHF. ik, &%
(1R 5 88 BB R L e A i 553 1) B 1 SR E

BRIEFFHATIFAREN, MEAXAC. XTRXNEE, RINSERE—FHEITHEAL
B%,

!mw’l-s EEME
ARZRRATNE TSR Pay—se FEH A, [Fi a7 s itgng “wiR,

FESFHEBFENH, OIS ERAMS: T XEEROR , Rtz ar, iEFfTek B—F s b
W 22 (P ) R N

SE— m&m?Mﬁm@o RN FIHE .

(1) B e B MR D N0

(2) X RHEARRRAKIE, 2R EIERAOLIE,

(3) R BT R EE ( | From )—-#"E’JW-&, T BES T 5 KU MR IR & Y

@) EXFHEDS, NEHNEAOREBHEHRERN,

6) AT HBEEAS SEHFANIE, BERE AT EHRENERELENES,
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L2719 PMUEMHER

INEE 1 HER: BidWER (1.2577)
RIFEFBFEEEE Alice,
AR, REEENERK Alice, MEWREEMEZNE Alice, hELZL, Alice B %
NRIELT RKEKHEC,

MRS 2 HER: ERMAMIAHIA (1.8F)
O (1) ¥ B HEH 0 B X SRR FRA DB
x (2) BISCREAKEREEIR, MRS ENERABIE,
| BXRESGHRRERRRIAEN, BXOATERIGHENEROSE.
x (3) RER TR L% (From: ) —RMNZ, BAETEHBEMES IS B,
%%M“Hmn‘—Wﬁﬁ%ﬁ%ﬁ.l%#T%ﬁﬁ'Hmn ﬁ¢%ﬁm%kﬁ%ﬁ2
s e :
S Ry
‘Eﬁqafm%mw@ﬁ@@%m@@%%m@%;@&ﬁﬁ@mmmﬁ@%@%g ,
x (B) AFHBRE LSS BIRANKE, BLEHECATFEOEEHTNEETNRSE,
TE%D%&ﬁ%mﬁ%ﬁxﬁmmﬁﬁxﬁﬁmm&,ﬁ @%aﬁﬁﬁ”* *
_%ﬂﬁ%?mpl b
Tﬂ,%mﬁﬁﬁﬂ%m#Tﬁ% ﬁﬁﬂﬁﬁm ﬁ ﬁ%?k%&ﬁg,g,gf




.

"



s D=

58 _E RS
S—RHI B R E
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53$4+#1305))6*;4826)4+%.)4%) ;806%;4818960))85;1%(;:¢*8 /T
183 (88)5*1;46(;88%96*%?2;8) *#(;485) ;5*12:%4(;4956*2(5*-4)
8Y8+%;4069285) ;)618)4++;1(#9;48081;8:8+1;48185;4)485t
528806*81(49;48; (88;4($?734;48)4+;161;:188;%?;

KREFCXUANEZE, —KIER, B Xt a 28w Re—
JUHARE A X A N AR AT AT ) BN A X B A A R R SR, IR
AEUL, HOMABARISRMENMT!”

H
—&f - W (EHR)

=721 FEEINAE

ABERNVEN BT 5 EIUME 2 B

o {SfiEs
o R R
® Enigma

BeAbh, FATLFE PR AS A 7k (RIS e LAY AR B 2 S0 T B 3C
AT Do

o RNUGE
® BRI

TEA T 5 TR 1K B8 D Sk 5P Z A K R o
ABMNAHFEBERNBELAHTAEN T, HEIFHBEBEB AN TE . BOREDE B
LARCESEE SRR RRENE, XS5 K BRI RAER

a"22 HMES

BG, ARG —Fh i B S ——IE R
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"001 {tARiEHE

TEMZ S ( Caesar cipher ) & —FABME LR ST - 1EH0Y (E A, 1EHF 20T 100
FEARAETHEY S, B—IEANEBESIN,

BRI B 2 R I SR B R B PR R AR BB — e 3 R R TINE R . 7E HiE
(BlnFE 2 ) & DUE (FIDGESRS ) FrdunT DU FIRE A B sk s B a s e, Bk TRk
WZE, TEX BT RS,

AZ, A THRAE, BITA/NEFH (a, b, ¢, ...) ¥FRHL, HAKEFR (A B,C,..)
TR Lo

BARNTEE TR 3AF6E, T2, WP a ENEEHAER T 5H MM 3 78
D, LISEHE, b BN E, c B F, AR G vAERY, wBK 2z, T x WEEBFEE
HITFSKTIAERE A, MR, v 2B B, z ZEAR Co @it 2-1 AT LARE 2 g “E&" 1
AT

THIN TG

21 fEHERPRFER “FB”

"222 |SHTRDEYINES

XHE, RIMBTERENFEEN yoshiko BN AWML T, BITHEAETXNZFIHIR
REFE-MELH LM, £-RERE—FEES, REEHEEERERRES T ER{EIGE.
et , BHSCEE T 7 AN,

yoshiko
e P RIA TR SO B FRE B — TN .

v—*B
o—R
s—V
h—K
i—=L
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k—N

o—R

XEE, Bl yoshiko St T % L BRVKLNR, yoshiko XMAIFR{IREMSEE, (H
BRVKLNR $LE A T .

fefEm T, B ERRP B MR E R B WA R L, 1T A R4 A
FEH. £ LEFFo, FHR3 (E2-2),

#4

3

BAX X

yoshiko ‘b[ AlERENNE )—b BRVKLNR B

E2-2 RieHEZm#tiTmE (ZEH3)

"223 |LHMTEERE

WAE, BN ET 2R 7% L BRVKLNR, HTEXAGEREAEN, HLT6ER
S

AR A i e Rk T 55 el A ) ) 2 B A T R 1) R R AR . FHIRIA B9 S0
HER [0 FH 3 R LURE T .

B—y
R—o
V—s
K—h
L—i
N—k
R—o

XFEFRA A3 T B3 yoshiko,
fEX s, WEH 3 U A ARINCE e e
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Z9#

X , B3

BRVKLNR  PRsTERE yoshiko

2-3 FEHEDEHITRE (FHAA3)

1224 RRNBRFAMELH

i EEA U, RAOTAEX TR % E AEREE I E S % S, Bl Rt TR
#, & EE 7T LA i3 & % yoshiko X &RH B .

M4, EUCELISMOA CEIRAGESH] 3 1A ) FER % S BRVKLNR 5, 75 ARAE 1 I 5
H3C yoshiko Wg? tFLEUL, TEMCEEES IR IED?

EEHUEN S, HHMETFRTFBNFE. HTFHERRE 26 M7, Hiuns e
PAHA 03] 254 26 F (OF-# 0 TR SCPR A FRA IS, (BIEX BIRA TP X Mg %
15378

T IR AT X 26 FhEEEHER R i .

BRVKLNR — Fi%%H 0 fi#% — brvklnr
BRVKLNR — % 1 % — aqujkmg
BRVKLNR — %4 2 % — zptijlp
BRVKLNR — %4 3 % — yoshiko
BRVKLNR — HH#4H 4 f#% — xnrghijn
BRVKLNR — HI%4H 5 % — wmgfgim
BRVKLNR — H#4H 6 f#% — vlpefhl
BRVKLNR — %% 7 % — ukodegk
BRVKLNR — W% 8 f#% — tjncdfj
BRVKLNR — % 9 f#% — simbcei

BRVKLNR — %4 10 fi#% — rhlabdh
BRVKLNR — %4 11 f#% — qgkzacg
BRVKLNR — %4 12 fft% — pfjyzbf
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BRVKLNR — H%HH 13 ff#f% — oeixyae
BRVKLNR — % 14 f#% — ndhwxzd
BRVKLNR — % 15 f#% — mcgvwyc
BRVKLNR — H#%H 16 i#% — 1bfuvxb
BRVKLNR — H#4] 17 #% — kaetuwa
BRVKLNR — %4 18 f# ¥ — jzdstvz
BRVKLNR — %4 19 it — iycrsuy
BRVKLNR — %4 20 % — hxbgrtx
BRVKLNR — % 21 f#% — gwapgsw
BRVKLNR — H%4] 22 % — fvzoprv
BRVKLNR — HI%#] 23 f#% — euynoqu
BRVKLNR — %% 24 f#% — dtxmnpt
BRVKLNR — %4 25 f#% — cswlmos

F—R2ZJE, BATRS AL EH R 3 6, TR A B P8 yoshiko, Xk
ERERNTOOURIE 2 SCRUHE T AR SC, XA ESA 207 1B LE R K
Mass 17, LRI EZEARE.

FEA AR FEEE S, RS TR EHESR SR, X TERARAD
i ## ( brute-force attack ), HI TiXFP ik A T2 MATA MBS B IER 0%, Bk R
J55 5B F ( exhaustive search ),

BIRIRKET T AR MEBNESNEY, BETONEE (FEOFEN), FRER
BEX, - T

723 HEHRER

1231 fHARBBBRER

HE AU B 2 A A B S B (S ) P B R A SR A U SR . (B, I RBAT R
19 26 58, 05X 26 DT RA B HAN X — X RIE R, B4 TG IR — Rt 56 R g AR



23 fEEBHBE | 25

A LIVE A RS F o X AR B ST rb Birfd ] B - B R 4 R D) — B R R 0 B R AR O 1o B ik
# B ( simple substitution cipher ), TSRS L AT LI (A7 PR A —F
Flhn, B 2-4 gt — AR R R R (B ),

ooEnoEnnannsnnonnEnEnEnRnE
S S~ s\\_ =
N

A |[e{c]lo (=] J[e Jla][x Lo [ Jlx J[m ][~ ]lo )= e[~ ][ I = Jlo v [[w |[x [ +][=]
@ BN XRRMAEZENER ( ABHER )

HEHEEEEHEIHEEHHEHHHHHE?HFH

EEEEHEMEEEEEENEEEEEEEE;EEE
24 ERESREDLOEHRE ()

1232 HEFREDAME

i B RS % X I A AR R UORE BA S P ) B — S RS TR R B U — 7 i
flan, FATAT IR 2-4 rPagE R, MRIAEREET ST P yoshiko #ATINE .
SR 2-4, R BT RAHTESR

Yy K
o—B
s—L
h—T
i—J
k—S8
o—B

s nl PATS 3% 3 KBLTJISB,



26 | ®2E HRENEE

1233 HEBREBOBREY

SR R ot e fok P 0 B et AT B i e, T ALK ] SR R R B RO A T 1
1 FHE ] PO R A A R b, BB iy B P A RR e 2, PRI A3 4 R 42
A e R A R, X A AR T ] B R T A B B

1234 EEABREBHEHESE

yoshiko MBS (%8R 3 ) N5 1% SO BRVKLNR, i H ] LB (94
N 2-4) IR B % SO KBLTISB, JCig /& BRVKLNR it/ KBLTJISB #h 2 ik H A 47
B, EX— S LMY, NG SC LR, FRATIICH:FIT H AR ) ) PR 46 % % )
JFC AR — o SE MR A ‘

TR ARG T LU )5 BRI, (R RERAEE T R AWM REIE. XEHNY
fR] R R o] LAGE FH A R, HiE s B 2R 2,

AT A — 1, FRADRIT R — T A S 40 i vbon] LUBE AT A % 8 B R0, — R e fg
M A EHNES” FRVZBESIE (keyspace ), FTA A 8B B B0 % 8 25 (8] 1) K
/o BERHZS RIBRAC, T A R A R

A PR S, WISCFERER T a ATAXERL A, B, C, .., 23X 26 DNFEREPEULE 4 (26
F), b ATLAXTRIER 1 a Byt 5B LASM R4 25 DN F e R —> (25 ). DIk 3sdE,
FRATTET AT S a7 S R 4 A 1 1 5 BH B R -

26x25x24x23 x - x1 = 403291461126605635584000000

BT T 4 JRA9ZY 100 JkA% T, BHIROEEIEE K, IR I R AR R
XE. ROV RMERARESIR DT 10 {288, 208 Pise i IS @ ZAE 9L 120 {24F AR Ta],

WA FRBOFH i TR, WiF e — Rz Sl RES IR B (ER R &8, HEad ki,
s ] 22, Wi EER — O RERR B ETR R B . I FEk, SR PIE A%
LT EAEDR 2T 60 {ZAF AR [H] .

1235 FRESWRBITTH

SRR T ) AR AR MERS P (o) OB Y, (R AR A SR ST B RIE 5 7%, FRBERS
TR (o] B B R D

@ 1RFF1 54, B 107, ZEHMHEG R ERRBRYTALLLH 4x10"°, KEuHh 2",
—ifFiE
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,

23 HEBRwn |

27

ARG AT T B SCHP AR 0 HH BB R 5 B SO R B R Box . R
e IRES, HA TiERF A BIHOREIMEGE, A LSRR R — B UE,
ERBPRIGE] T R B S, S MMSCRMSES R, I R o ) B e A T i n
(HRARATEA A AR . P I LEF A R B 3

MEYLGVIWAMEYOPINYZGWYEGMZRUUYPZAIXILGVSIZZMPGKKDWOMEPGROEIWGPCEIPAMDKKEYCIUYMGIF
RWCEGLOPINYZHRZMPDNYWDWOGWITDWYSEDCEEIAFYYWMPIDWYAGTYPIKGLMXFPIWCEHRZMMEYMEDWOMG
QRYWCEUXMEDPZMQRGMEEYAPISDWOFICJILYSNICYZEYMGGJIPRWIWATIHRUNIWAHRZMUDZZYAMEYFRWCE
MRPWDWOPGRWAIOIDWSDMEIGWYMSGMEPYYEYHRUNYARNFRMSDMEWGOPYIMYPZRCCYZZIOIDWIWAIOIDWE
YMPDYAILMYPMEYMYUNMDWOUGPZYKFRMIMKIZMEIAMGODTYDMRNIWASIKJYAISIXSDMEEDZWGZYDWMEY I
DPZIXDWODIUZRPYMEYXIPYZGRPDMDZYIZXMGAYZNDZYSEIMXGRCIWWGMOYM

B, RITEGEIT—TFTRXBEE TSN FHHMAOHE, b, RIMNEZH—-Ta81MF
AR T 20, g5R N 2-1 i,

ik L E P IR REN TR e, X—RMEA ERASHR.

Y — e ff, OPEESCRR Y 28RN e, FHFHECUT .

x21 EBEXPEZFEHMAMER
FH i ¢ Fi ¢ F8 ¢ F& N F8 |
I 47 4 G 27 4 c 124 F 74 24
Y 47 ™ Z 27 S 17 L 6 B 04
M 45 4 P 26 N 10 H 5
W 354 R 22 1+ U 104 J 3 i
E 334 A 17 4 K 8 1 T 8 1=
D 30 0 16 X 81 Q 2 7

AT RBENFRAER, HANTERE —F B CEPAIEHA 7R flm, &
f& - #m (W) IR SCF R IR BUBURHE P U4 R 2 : e, £, 8,0,4, 0,8, h, 1,4, 1,
ucm f,w, g,y 0 b, v, X 3j, q zo EMUFRIEGHHSGENARSAEL, BB

F2-1 P REREOMAFE T My, RIOBRZEMNPHHED D E e HRIR

MEeLGVIWAMEeOPINeZGWeEGMZRUUePZAIXILGVSIZZMPGKKDWOMEPGROEIWGPCEIPAMDKKEeCIUeMGIF
RWCEGLOPINeZHRZMPDNeWDWOGWITDWeSEDCEEIAFeeWMPIDWeAGTePIKGLMXFPIWCEHRZMMEeMEDWOMG
QReWCEUXMEDPZMQRGMEEeAPISDWOFICJILeSNICeZEeMGGJIPRWIWATIHRUNIWAHRZMUDZZeAMEeFRWCE
MRPWDWOPGRWAIOIDWSDMEIGWeMSGMEPeeEeHRUNeARNFRMSDMEWGOPeIMePZRCCeZZIOIDWIWAIOIDWE
eMPDeAILMe PMEeMeUNMDWOUGPZeKFRMIMKI ZMEIAMGODTeDMRNIWASIKJeAI SIXSDMEEDZWGZeDWMEelI
DPZIXDWODIUZRPeMEeXIPeZGRPDMDZeIZXMGAeZNDZeSEIMXGRCIWWGMOeM

B P AR Z MR the, FILRITTLISH—T L e 85RH 3 7 HHI4H

A gk

Has =H

xR

HKATEH MEe X 3 MFRNAH G RET I, TH MEe HRTER CHIFL, HitMEe RA
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Al RERLAZ the.
FE&, iIHEREM—t, E—h,

theLGVIWAtheOPINeZGWehGt ZRUUe PZAIXILGVSIZZt PGKKDWOthPGROhIWGPChIPAtDKKheCIUetGIF
RWChGLOPINeZHRZt PDNeWDWOGWITDWeShDChhIAFeeWt PIDWeAGTePIKGLEXFPIWChHRZt thethDWOLG
QReWChUXthDPZtQRGthheAPISDWOFICJILeSNICeZhetGGIJIPRWIWAIHRUNIWAHRZtUDZZeAtheFRWCh
tRPWDWOPGRWAIOIDWSDthIGWet SGthPeeheHRUNeARNFRtSDthWGOPeltePZRCCeZZIOIDWIWAIOIDWh
etPDeAILtePtheteUNtDWOUGPZeKFREItKIZthIAtGODTeDERNIWASIKIeAISIXSDthhDZWGZeDWthel
DPZIXDWODIUZRPetheXIPeZGRPDtDZeIZXtGAeZNDZeShItXGRCIWWGtOet

ibIATIzh 5 A S A RSGE RN, 7 A SCF P FRATRENAH G, AT EI P EH
—~1d] thPee HLF AT 5E, X MAAZHE threell (P—1x) ?

theLGVIWAtheOrINeZGWehGt ZRUUerZAIXILGVSIZZt rGKKDWOthrGROhIWGrChIrAtDKKheCIUetGIF
RWChGLOrINeZHRZt rDNeWDWOGWITDWeShDChhIAFeeWtr IDWeAGTer IKGLEXFrIWChHRZt thethDWOtG
QReWChUXthDrZtQRGthheArISDWOFICJILeSNICeZhetGGIJIrRWIWAIHRUNIWAHRZtUDZZeAtheFRWCh
tRrWDWOrGRWAIOIDWSDthIGWet SGthreeheHRUNeARNFRESDthWGOreIlterZRCCeZZIOIDWIWAIOIDWh
etrDeAlLtertheteUNtDWOUGrZeKFRtItKIZthIAtGODTeDtRNIWASIKJeAISIXSDthhDZWGZeDWthel
DrZIXDWODIUZRretheXIreZGRrDtDZeIZXtGAeZNDZeShItXGRCIWWGtOet

W EmmE ST, RATTUEMBLEM he, re, re, ter XHNBEREENHE,
WX AR S, RATFTLINE P — r BUXT R R NZ A2 IEA

ETREIPRBEE XHARR, KEBHAHE oet FKE bet, get, let, set, ... X
SeZH A A E—FhE? BATEBIR E R E WA HIE get (0— g ),

T HFEATZE 5 H TR A S LR RS R R

thethDWg ii/i\?ﬂé.‘. AA[fER the thing(D—i, W—n),

grINe XM HEG, #l— FFRATUKBBLZA]ERHIE, lgrace. grade. grape,
grate, grave, gripe, grofe, ..., XAJA S M, IRITERIE 1 — a, REIRATATLIE
lgreater XIHFMASE, W1 —aiZ2EMM. HHORKREN—Cc, WEHH
tricening XA E, XTHRIAEABTBUMEEEE, FXN— c BHEIRMN.

JEP IR SN TR, B o A HBAERN B . X, %30 hBl
R Em TR, RRARBIXNERNA ¢ flz, &I%EREG— 0.

{97 b 1 BT A B R T R e — T S

theLoVanAthegraceZonehot ZRUUerZAaXaLoVSaZZtrokKKingthroRghanorCharAtiKKheCaUetoaF
RnChoLgraceZHRZtriceningonaTineShiChhaAFeentraineAoTeraKoLtXFranChHRZtthethingto
QRenChUXthirZtQRothheAraSingFaCJaLeScaCeZhetooJdJarRnanAaHRUcanAHRZtUiZZeAtheFRnCh
tRrningroRnAagainSithaonetSothreeheHRUceARcFRtSithnogreaterZRCCeZZagainanAagainh
etrieBaLtertheteUctingUorZeKFRtatKaZthaAtogiTeitRcanASaKJeAaSaXSithhiZnoZeinthea
irZaXingiaUZRretheXareZoRritiZeaZXtoAeZciZeShatXoRCannotget
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WENE, XFIFERREBHIL T Cannotget MMM A, M4 c— chiZREH T, BHR
c—c, BARIARNBER N— c BLUEfHIRN T .

Shich X TG, At which I (s —w),

B A RELASE B AR R Q tn] LIRS — LA S 5 o

#i0 thethingtoQRench XA, NiZf& the thing to QRench, &FFMLAIA
quench XF—1Hia (Q— g, R—u), quench & “ffiR" WERE, KECEHINELETE
TR AT

T RS A hotZulUer XA, KR hot summer B (z—s, U—m), UHELE
HEL T PR, XE— P IOCHEEER, mEM “fE" 1L SOl A S

successagainanAagain RPN IZJE success again and again(A—*d)O

triedaLter WiZfE tried after(L— f),

whatXoucannotget W i%Z/& what you cannot get(X—vy ),

thefoVandthegraNesonehotsummersday /% the fox and the grapes one
hot summers day(V—x, N—p)

FH T A R R R SO, FRAT R I INE AR LU IR IR I, X AR E A
bR TR T A,

thefoxandthegrapesonehotsummersdayafoxwasstroKKingthroughanorchardtikKKhecametoaF
unchofgrapesHustripeningonaTinewhichhadFeentrainedoTeraKoftyFranchHustthethingto
quenchmythirstquothhedrawingFacJdafewpaceshetooJarunandaHumpandHustmissedtheFunch
turningroundagainwithaonetwothreeheHumpedupFutwithnogreatersuccessagainandagainh
etriedafterthetemptingmorseKFutatKasthadtogiTeitupandwaKJedawaywithhisnoseinthea

irsayingiamsuretheyaresouritiseasytodespisewhatyoucannotget

BT RBA Y2 LR,

foxwasstroKKing
fox was strolling
(K—1)

hetooJarunandaHumpandHustmissed

he took a run and a jump and just missed
(H—3J)

(J—k)
hejumpedupFutwithnogreatersuccess

he jumped up but with no greater success
(F—Db)

butatlasthadtogiTeitup
but at last had to give it up
(T —v)
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WA B R B s — 17 B

(B—z)

PORERRAT B 2R T W Rk ) IR .

P1111111111 1.1
1111111111111
W G N Q P Z M R T S V X B
BSCnF

thefoxandthegrapesonehotsummersdayafoxwasstrollingthroughanorchardtillhecametoab
unchofgrapesjustripeningonavinewhichhadbeentrainedoveraloftybranchjustthethingto
quenchmythirstquothhedrawingbackafewpaceshetookarunandajumpandjustmissedthebunch
turningroundagainwithaonetwothreehejumpedupbutwithnogreatersuccessagainandagainh
etriedafterthetemptingmorselbutatlasthadtogiveitupandwalkedawaywithhisnoseinthea
irsayingiamsuretheyaresouritiseasytodespisewhatyoucannotget

b B RS2, ORI SIET .

"The Fox and the Grapes"

One hot summer's day, a Fox was strolling through an orchard till he came to

a bunch of grapes just ripening on a vine which had been trained over a lofty
branch. "Just _the thing to quench my thirst," quoth he. Drawing back a few
paces, he took a run and a jump, and just missed the bunch. Turning round
again with a one, two, three, he jumped up, but with no greater success. Again
and again he tried after the tempting morsel, but at last had to give it up,
and walked away with his nose in the air, saying: "I am sure they are sour."

It is easy to despise what you cannot get.

BRI BB R (FREF) P IILAA ) s .
it bR R, AT LRSS T RIESE.

o BRI, IR RERE N R

o Ik S RREM UL R, i Binl Z (] 9 7 B R AE RS iU 2k 3

® WM B ¥

o [i] T EEEL I B BN AR R (X E WTER PR &N, R TRERRERT
IR I B4 57 — A~ R R E AT )

© X P3| AR AKM Ly kLA,
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® IR I 2 R AR

TNV T — R, wiakas TiX A ZR9RR, AR an R 2l e s, i1
R MK — A S FE .

PRl — YR AT LA i, ISR S04 SR 3 ] B e B0 0 1o Tl bl O A R AR R HE

MATCHIIT R, A1 B B S (e L A AR O I [A] B — B H TR (S . AAMIERTRLA 534
KR pAEZ IR, ZRESIRE 5 ma® 1.

FEAFTI L, BATTIH T ER - SR/ (R ) Pl B —Besc, Xt g —Fhfi
BT, MRS T R TR R

ELANRF P, RNERFEWc—C, g0 X, BXPHFFRBRATHAF
FHBEXOHR. TR Alice B, MRBEHRPFHAXHRERNEETENER, BLB
YR %S ERWEHIFI? 159 Alice #yBXERIT?

gt 2.4 Enigma

PR — T R R R SRR —F 8 “Enigma” #ERSHL

"241 {t4£ Enigma

Enigma £ i 8 E A PEE - /R L5237 ( Arthur Sherbius ) T 20 42407 % BH Y —Fh GE % 2
I Mg ERER LS . Enigma X2 FEMEIERZ “pk” MER, 85 LS i e
o) B AN B, QIS T AET DA G S8 MR B A . 7ENIRIAZ M ZFR, Enigma
BAAE T R, JEoRE TR, EEER AR T Enigma, B HMBEHTE
FHE.

¥242 P Enigma #ETINEER

Enigma Jje—Fh i, W48, AT AT s pLas , ladixX— S LA AT LLSE AU
R FHENCE % A PA — 1 Enigma. AX#F ] Enigma $FUI SO, KA sUA) % S0 i
KL AR R ERGE . BIGEHHERIER % SO B C /Y Enigma %, AIMS2I 3,
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1 T A& ik A CE 70 HIAH R ) % A AR RS S8 UM dE (5, B Ak A il &%
S E| B EZRBARNM 7. EEHENATICR T KA MEREEANSEE
RG, Kk ARG T B R B4R ok 5 Enigma.,

H Enigma #E470%5 8 (5 n9 i F Qi & 2-5 s .

B EZDADH)
R=1=R 2T

He

&S (88X )

BT BB

ESEZNEDH
‘BEEBH"

2-5 F Enigma #tfThZF @B EHRE

"2.4.3 Enigma Rutlis

Enigma fF55& NP 2-6 JIT7~., Enigma BB XTFEE R W 26 A~ (EE TN %% R i 25 B0k
Bl FERE S, XEEFROEERTER 41,

AR L — 185, BESHSEdE MR, skt HeTia. & 2-6
Hifiiee TR Rl AR O XTI IE .
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iTa & .
(8 ) (A ) Bk = HF2 53 538
N
O—f T ol—==
O i — =
2D
©— =
e C
D =
o d
\_/

BXEH FE—K ®HFT18FF BEF28E F%T
EE—XK  f@EkE #®B ® B, %
1/48 F 2 giies: T 3 wiiE
1/4 B 1/4 B

B 2-6 Enigma B9#3iE ( RF 4 M2 HHER )

% F Enigma B8, BRI, #R4F Enigma BT LATE SR A [R) s
KT L RTAT  ) FB, SRIGHE XA TFREETEAR b XM REERGEE MRS, EE—
)R s . HERREEEANKT LAY R — T, 7E Enigma FRT LRISE 2 R 75 R 52 U
IR MARAE T RFAEE 2-6 P B A [ E—H B AT DL B X B T,

HREMR ( plugboard ) 2 — i i A2 Bek 77 JORMUE F-REXT RS R BURRF . $eti LAYk
28 7 SRR [ B ZE R A 10 4 H AR IR E R, E—RZPARME.

e, RITEFSAE 3 MRONEF (rotor) B, TR -TREIRAEE, HMA
) iy e i, 2 )5 S R R AR . R BN TR I AU U, BT AL
W A—ANFEEE B ShERE . A — TR, ¥ 1 plieEt 174 18 (TR T RA 440 F
BEWE ). %7 1 WEss | B, BF 2 BURESE 1/4 18, TEEF 2 BEERE 1 B, BT 3 aliERE 1/4
B . X 3 AN FERE T LAREIA, #EX) Enigma #EATIRCE M AT DLERRSL T H9)0UF LA S B89 %)
MR E .

B 2-7 B T — A5 TR ORE -



34 | ®2¥F BAELNEH

PSR Bk
a—B
b—A
¢c—D
g+

He#E1 /4B 5 v Bk

> A a—D
b—C

c—B
d— A

E2-7 #%F
LR B AR (75 Enigma FRAMRIGE — M REM SIS “RME" ",

1244 Enigma By

THERARFEM N —T Enigma ROINELTR. H 2-8 BR T AL &EH —TEE SATHY
515 B8] nacht (& ) TN I AR A 2.

@O  ##HA ( ghost leg), BAM “FFRE", T—FHATHRFREGN HEEHEX, EAKXRELE—
A5 e B A MBI R B 6 75— A58, BAREALERaH, —FHiE
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B EZNADH
“FHZN"
' i )
(1)i% EEngima =
EEE | | Y=
EHNBE | BEEWN

ZLpsv ATCDVT

(IEHTi% BEnigma

i ey MEED
‘ piobs IS L BEZHD
wey | NES
58 Bnacht . : wie |—{ s ) R > aENRE
“ S | 558
KXNWP

E 2-8 H Enigma % nacht

TEHATIRAR Z A0, Ak MR AU ARl B E B s A, EPFFEEmAHICE 7
HIE A RN e I 0B H

me (1) % E Enigma

Rk FEBEREGFEEGA, RPN RNSEEE, JHEIZEDHENE Enigma. B4k
U, BUREELR LR, IP 3 Tt TS

me (2) MEBREES

ok, ARETERN 3ANFEE, R EmE. X3 M FERBREEE,

M E RS ANt 2f it Enigma 52N, BUR X FH EHENEGEN N psv, MEAXET
PAE Enigma AYSEE FETA T GZA ST, Wl R UL 24 A psvpsv iX 6 NFE,

REBHBMA AT, HPRahEst, FRTEREE, ZEFICT Sel i LT 6 R4 L 1)
FhE, AT 6 NMFEHZE, BREEMICT T e B %3, 7R BIRAMERR % 0
ATCDVT ( # X RE FHERFR ),

mo (3) EHFrizE Enigma

2k, RAERIEEEEMEHIE Enigma.
WEEM T 3 DFRR AR T 3 M IR GIE . B TR LA T
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AR PRI B FRIGAE ., BEEWN psv IRATFEREF 1. 2. 3 2 5l5 5
p. s. v XN NI E .

e (4) WEER

A, RIEFENEEIATINGE
REEBHEE () BTN, SRJE DAT i rp e R X R () R 3 g s R ok, X
B ZHi A nacht5 N7, JRESE T RIXTALAY § A6 (40 kxnwe ),

ma (5) Hf#E
TRk, RiEE NSRS S ATCDVT 5 I ENY B kxNwe AT HHE, #
ATCDVTKXNWP 1 Ay e, 3Gl o Jogk e 3% 2 .

IR Enigma #EATINE BOFRVE IR, B R R SERRBTHY o

245 SHEBSHEETD

RENZEES T, 7€ Enigma THILT “&H&HME" M “@EEEN" XPFFARGZH

5} H# A2 M B, iR A 2 E S B meiEul, 9 H %M —FH
KNNEFHANEH . XEEREH, —BFVZHEMEZEZS (Key Encrypting Key, KEK ), KEK
EIARERRE H, 7550 6 EMIR SR A P s il —iE.

ZETVECR W E N, BB RIS, HE SR A s, EEA
FFl— S N O E, SRR RMASEE, HRaEr Mt SH RS .,

1246 BEEEHER

EREEMRME TS, ROFEREGER psv EZM AWK, Bl psvpsv. XZHNTE
i F Enigma BYBHY, LB RERZE, A4l AR R (5SS g e L
%, BlE WG RGN A, MhESESEM AMKEFEN (psvpsv), BT
DIXT i (E AT A S, gl R A — T E AR08 (5 AR 3 MR ERE X R
e,

"2.47 Enigma IR
NN ¥ FEF Enigma SZ U] (18 2-9 ),
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E P E R A b #
“4§ H 5"
(e Ral )
L ey
B VP
Eﬁﬁﬁ (KNEER
R ) psv
Iy
MEFHEE
Enigma
BEE ; WHATA
wnE 5 -
PE | e il
£ £
® 2-9 H Enigma 8%
il R E RN
moo (1) 5388

5 i 3 5 1 W 3 B0 R S A R R PN BB 4y, BT Sk 19 6 Bk ATcpvT FIE R 89 B
KXNWP
me (2) i% & Enigma
Pl A R E B E A A H R, R IR E Enigma, X— PR EH T
PeE AR
we (3) BEREEEY

BET¥, BlcEENEGEHEESNATCDYT #HTE%E ., #HEUCETE Enigma FI5ER A
ATCDVT iX 6 P8, SRIGE R AL TN A7 psvpsvic Fk. HA psvpsv & psv H
EMREIE, BT RAECE v AR T {5 B A R A AR

o (4) EFZE Enigma
BTk, SBCERIEEE %N psv EHTE Enigma,



38 | #2&E BELHEED

e (5) REHB

Ik, BlCE X H B TR

PECE L ST ARy kXNwe B — TR, SRS WAL ROFIC T ok, Xk
FBARE] T nacht X 5 58, WHLRSE M T R IEH KX TH BTk i A2

TR R IR

"24.8 Enigmali55A

E SR AR T Enigma BOFEE LA SO B FIAR B A0 AR Gl E R, EAINZE £0]
P13k %] Enigma AY—465555 1 .

Enigma A ATERREARY, 81 3 DM FRUBER R SUERLES . PRI, TEEE [ Ehsx —
HELE (BIFH 6 KA ), Ebr b BAETF 1 20ef, 92 Enigma BI85 52—

BBEBRELSANFTRIFMEZLZ 558, EAFEBBIEETLIEE, B30Tk 6
AT AR 2 SR SC—E 2 3 M FEREREE MR IE,

BEFHEAMEENWE A5G, FOYIEE WSO8 GE0UF M B0F F e ik, R
MBS A ik E A T REMH aaa, bbb XFERBNEN, LEFAAHNABCKNANET
MRS, AHEEE AR, 2R A FA{E Enigma #2080 IR 78 PR A
R EEME, BWERGE PHHFHHAGRR ARSI, 00N 2Z {4 H o il i Lok
R, TR, FRATRESS 12 BETRRT .

WATRTR % [E B E R RD AL AT AR — N 55 5. WURBCH BB EE A, gtk Enigma
P, AR E P E AR BIAT B, SRS RKRRG, An S BTE i Y 1 B 4%
R ARGE A S, Wi s T A, S E BRSNS A I R 2, R
B xXANmE, fES TRV TR E SR P RAE R EERN .. X TX U,
TP AESS 5 B BB EABLEE i8] & iE 4Rt

" 2.4.9 Enigma BREIE

it, Enigma B K RE—FCEBIRABISHL, K 7% Enigma, BN BB HHFE
FNHH TERBSE A,

e, RN [ ) AL R R A (R SETE sh A5 B TR Y Enigma BUHE . AT, BP
f§HLE 7 Enigma 97, WL RICEB# Enigma B9, XJ2EH Enigma &I H AR
F “BafgELLM” (security by obscurity ). BIM#SimE & 135 I Enigma 4L (4 T%
W), HEAKIE Enigma WE Y THH ), SAEBGRE .
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41 Enigma B¢ PRFT 387 5 T A2 3 2% A S5 69 1R % 2 HE R T8 ( Marian Rejewski ), FHB
REFEARH] T ik ER A E BSZIE, IFFEERA 3R 758 i %SGR 3 B H B 1

o T8 H &R E - RZ P RASUEY, FHMSSRHE —RNIrBERN A E, 402
FE— A TN . T H, e SR — I s, AR E A E AW
K. LAaTcovT R, FATATLAHLGES 1 DMFEASE 4 NFEE (ARFI D), 52 PFEEEE 54
FR(TAV), 5 3FEAG 6 NFEE (¢ Ml T) #Z HAH R R B SCFREINE S 2R, Ak,
AVERGE, 725 | DFRAE 4 NFRMINELBRS, ¥T 1 5eds 17 3/26 B, @il FRdEse
PAR R B, TR HR R % SR HES A & 38T TIRARIBTSE.

3T RIUFIA 3 x2x 1=6 FHATRE, 3 e RIBERE (I BILA 26 x 26 x 26=17576 F
fo WEBRWTHENBIET 6 GHLER, APBIRTX 17576 Fhel & #EATR A, @ fl X L85, fbAE
RETPI/N R KB F SCIRE T 1 H S,

B FHLOA AR BN IO 4 330 Enigma BRI R Z —1E, B el SR flh 45 e
EAkE. T/, Enigma BOFR9E S, NG 705, HEAA, 5 0RO
PHBRT .

PE M EN L ZAFEAA DA EE P T T Enigma FBEFETAE, Hb, BAGTHEILZACHT
2« B R (Alan Turing ) 2B IFA G —5 . ERREZBTFTIRGAOEMRALENR, X T1E
1940 4EBF i H T B FR%% Enigma BIHLES . Enigma X —HLAS 01 1 THELARE IRAO TS, (AEA
ik HE Enigma B)HE 7 —G 4%

Enigma MUREIRE R+ TT R AME S, TEX BICETFEAN A . MBS E H S0 (%
. AR B8 ) ( The Code Book: The Science of Secrecy from Ancient Egypt to
Quantum Cryptography ) [Singh] LA B {316 - B R {&: Wik i) ik # ) (Alan Turing: The
Enigma ) [Hodges].

ﬁmrkﬁﬁ-ﬁh‘ﬁﬁhy ﬁgﬂ’ﬁﬂﬁ‘%ﬁﬁKT B Enigma 898X, fIRIMEZEXPF
fkﬂ;ﬁﬁtﬁﬁ% %ﬁ@ﬂm#«%ﬁ%&ﬁ L E-—$9§?§Jﬁﬂtﬁ THAX, BAAXBRE

*Zﬂf?;’? : . - s
( KIJ\MPEE’I‘EE Rudolf Klppenhahn Fﬁ%’-ﬂ’} Code Breaking: A History and Exploration —
b iR AR TR )
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g 25 RBXE

| A AEBEBEEMBEAS TR

RATEN AHMAGR, B0 “FREEL00, BHEAA", W, RiITGE
VU X B R T T X 4. FRRITEES T, BEBEnEmEssrsicata
=0 & A

A RFN 2 — FABN BB RGN BRI %47,

we (BRI

BRI E KU ORI TR RIS E T RO RS
8 PR TG

we fE EAEIRERD

WREE . B TR R TR
= Bk

o Enigma (B{EZBRMNE )

BEE: ) Enigma WL, @ B4R 3 M TRINY . 0515
R B X PR T R
T (SEHEW ) EEUELTT. 3T . B0 T BE L E

me Enigma (B{EBXHME )

BREE . [ HEERAR ALy UM 3 T T [E € 1Y Enigma FASHL, 4% AT
A TERE (o B TR T 4
Z9 (BETR ) . B E

PR — T M EHREEMEHNA S AN, EEMHRE P LREFENZRDT,
X LA AR R AR Y T8 HEMRLEMESE R, Ik aeiE 1.

QSRR B RS20 A — BT R T, IR LR 1. X T &R ) —Fh i
R, RIVBEAEEEERMEH.

KWL ME AT E SOETE T, BEERETRELMMN, EAEEEMMHR—
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MR R, RRRERIER T
REVE L TEZ#T G K. P, AT
WA kP e T — s ARy, IF
7 45 I {7 I AR X ER 7 A A E AT ek
AR, X AR R A e
BEMEEMEHIFEIE , B (:)
kT HBEEER, EEEERAS
18 o JXL B 5 1 XL
AR, RIVHATHE L2 M210 KEBWENEAHFESE
ZWEHEIAR, BRI EAIIE
MOAAFESEHT, BEFEEEMA, HESH SRR AR
BAE BT DA — AR L BB R . IRtiF 248, B PG B P SR
2T RESARIEALIR? HACBOF AR, HAKEE — FRAZ ATV BB H IR — AR
R ETE (17179, frdefbnodest, (S EMBEREIEN A/ VI & . BH5cmA
o BiEZidbrdift, % 3CmpLatE 2 AR, R D ERREIEMEHRD TR,
FHA RMENORE, Hik, EFBEARS, nEREHR-IEENRE. XTHY
EH, FRAOTKAESE 11 IR .

A NER AT LAFTA A R el , B AR AR, Bt R AT —
BT AR A AN E A4S, T LA R 2R AR T REAE AL AT T A —H
EPRERVER

—— AT - Wiz IR (R 1E B2 B ) ( Schneier, 2000, p.117) "

BRBRBRELN

EREZRERERAN
BREE

.l- 26 FENE

AFRRANAT L - EFAREW R 1SRN, & REREM LI Enigma. X
FTHWEBOIFHEAR, AR T 2B MRt mis k. 1ok, RALEEHET %
SEANKFRIT TRE

J T Wi Enigma, FEFA1HEL TRESEHIHTE e BAILE, WX —53 1 8t
THRALAREA: et T B R TTRK

MWF—FE, RITEFFRN AR RIS SRR

D ARE3XHE (MAEFLEL2MAM) MATIORS 51 T, FH#8, 535§, T kit diig,
—iF&RE




42 | #2& FHEIHEZn

g 2.7 MUBHER

NS 1 B (SR TS (2.2.43%)

T AR NWRERIEIE, NEH 0T 256 BE—#Hf721H,
H#%4% 0 % — pelcgbtencul

PELCGBTENCUL

—

PELCGBTENCUL — M#$H 1 % — odkbfasdmbtk
PELCGBTENCUL — F%H 2 % — ncjaezrclasj
PELCGBTENCUL — fH%% 3 % — mbizdygbkzri
PELCGBTENCUL — %4l 4 % — lahycxpajygh
PELCGBTENCUL — F%4$ 5 % — kzgxbwozixpg
PELCGBTENCUL — f%4 6 % — jyfwavnyhwof
PELCGBTENCUL — A%$ 7 % — ixevzumxgvne
PELCGBTENCUL — H%% 8 8% — hwduytlwfumd
PELCGBTENCUL — H%H% 9 % — gvctxskvetlc
PELCGBTENCUL — F#Z4$H 10 8% — fubswrjudskb
PELCGBTENCUL — FZ4 11 % — etarvgitcrija
PELCGBTENCUL — f%4%A 12 f#% — dszquphsbgiz
PELCGBTENCUL — F#%4% 13 % — cryptography
PELCGBTENCUL — %4 14 % — bgxosnfgzogx
PELCGBTENCUL — FI%4A 15 8% — apwnrmepynfw
PELCGBTENCUL — FA%48 16 8% — zovmgldoxmev
PELCGBTENCUL — F#%4%1 17 2% — ynulpkcnwldu
PELCGBTENCUL — F%4%] 18 8% — xmtkojbmvkct
PELCGBTENCUL — F%$] 19 % — wlsjnialujbs
PELCGBTENCUL — F#%% 20 8% — vkrimhzktiar
PELCGBTENCUL — %% 21 % — ujghlgyjshzq
PELCGBTENCUL — F%4$f 22 8% — tipgkfxirgyp
PELCGBTENCUL — f%44 23 8% — shofjewhgfxo
PELCGBTENCUL — M%4H 24 % — rgneidvgpewn
PELCGBTENCUL — %4 26 % — gfmdhcufodvm

#HA 13, BPX(NFEEER ) 0TF.

cryptography

g2 "N XM,
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NS 2 MER: BEERZFHN “BR” (2.3.5%)
RiEH, R, Alice B "BR" I FBREBERZHET.
ZHREEFEEERNEXTIHNENFTE (0A) NZBRBABNFEE, XN, WREH
Alice 89 "BMR", HOTgEMNIZHE 26 i, A, £ Alice ¥ "HR" &, BT A BTRoTgEX
K oaty, BEEEEFEEMN—FFIERe UG a HilrE, MAEZEF T 25 FMaTsEMmR T T,
XETFRATHEFEE —FATHENER,

BEXDMFF—HE, NHEEHT "PIFRR", RUgRISIIReUEREEE,

NSRS BHER: BB LHEX (2.4.97 )

PAXE—BRAEFH1IHAXT, 1111111, REZENENREETENHNAEXNE
RIEUT BB FE

AMHIEIEFF0E Enigma MM91E, RILIRELIRWMEL, 3 M EFHINFRNE T
MR B e e, WANFEREEN T BB ZFEE G BEBEXPEE L IX—
FX, HOEIEE MM HAXTERE—S 1

SN, BEADAE I E A RS RIER L VHES B S AL T8 FE, MMEEI#N Enigma 895
LARFE FRESHNER, ,

RIEXFEABTHBLHEES, ARMARFERHETER, MER—T, HRX %I
iEE A0 Mavis Lever, B—1 I,






e "

wm%m(n;%m@m)
_HHMﬁ%ﬁHMaﬁﬁﬁ




46 | #3E MNWED (HEZHHEN)

Lu" 3.1 BIBESMHED

VRIS Ao sy KSR XS AT PR B, RIRH IR S XED T ZREIE S
SAEFRERMER T, BAHREARERT, MmN T —HREY.

(PR R AT N, A EA R il R T2 TR A9 WA SCORTE el i
FLER AT REMAT AL SC, XAEARER BN #) H 1Y

KOG EERPER G, T SCTELA LR Lo, TR RSOR, BRae &%, RERE
oA BRI RS, W RERE X HHE TN T,

SR, KRG E S PRES A —RAKRIARE, ARSI E IO FRF R AGE, HE
SCHIARTRESE LEHENCGE TER M AT, P, iR RS AR &, WIARERRZ NN,
A4 —Fh B IR AR & 77 K.

732 FEEIMAR

AR LEFFFIERM XOR 28 . XMMEEATREIEdRGE s wE H 3, H
WARNEAEAEPRREN. RF, BIENH R —KEEBANEL RS . —KHE
WA —Fp s X TR NS, X — SO S8 8 T,

ZIE, AT RN IR FRFIS T, 46 DES. —# DES. AES DA H At —2b %56
Wik BUa, TATHER—IRTER L XTFREE ST b B N2l R — b

TEEENR, BHEREEAMESY R EEN LRI B R, RHAEE AR
LR R, —EEAEE — TR LA AR

"33 MXFPEBILEEIES

9331

AR FREREAETTEIRGZ Ry, ORFTICA BB EAR R X,
i H MR WARE 4, AEBhITALAY 88 ok 52 U Ak 8 A A

RV RIEN R AR ICT, M2 o F 1 A5 m R e s s, RigRXF. FiR.
AE . BUE R, TEREIURER A AR IR . PATINERIER R, JURRR
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1 BH SCHY FE AR 2 e d ol s 3 SC ) LIP3 o
g IS SR (54 7 P B R H AR 8 A B R 4RA8 ( encoding ). Bl midnight (%)
AN, FRATAT RO H A B R — i TS, X PP SRS ELINI Y £E ASCIL,

01101101
01101001
01100100
01101110
01101001
01100111
01101000
01110100

m—P
l—)
d —
n —
3 —=
g—-b
h —
t —

FEXEA m— 01101101 X—FE#RIFEARINE MRS, SEEANLRER o F 1 WFF
IRFHE A A PIRE, BIHEALAT L B X EEFH], IR Db SN BT R R B 455
H & midnight,

z%ﬁ%zsﬂf“*
ﬁﬁ?%ﬁm ﬁ%?-”'

“3.32 XOR

N TIERFEE LR B, IDPRA 41— T XOR 128, XOR HYEFKIE exclusive
or, fEICEMERS., REATFHEELRESR, HXFaRAS— ST,

@ 114 XOR
1 4~ R XoR s B ARG T .

0 XOR 0 = 0 (05 oM xoREHR K 0)
0 XOR 1 = 1 (051 XoR4H 1)
1 XOR 0 = 1 (15 o0RIxORE5R N 1)
1 XOR 1 =0 (15189 xoR45%H N 0)

INSRKE o AR NEC, ¥ 1 BRAE AT B, AT LUK XOoR M— i ks HAF R R
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B8 (o) +B% (o) =%k (o)
B (o) « 2% (1) =H% (1)
AEC(L) + % (0) =A% (1)
AE(1) + TFE(1) =% (o)

T XOR s BARMM, Rk—MH + FO4 & MR AT 5 Ok KR XOR,

0P 0=0 (05 oy xoR&EH N 0)
0@ 1=1 (0 5 1M XOREEN1)
16 o-=1 (1L 50y XOR&EHE N 1)
1@ 1=0 (1 510 xoREHN0)

AT EINE AR XoR, RZE T LIS — T REH (BEDH) pagfl T,
BATRE — M FREFRIR (ORBIR ) BE o, ¥— MBS —mEE 1, B4 xoRr
18 U Y T K PR AR — BT R T R AR AT

AEEE (0) B A8 (0) = AHlF (0) e
ABEE (0) @ BIFE (1) =845 (1) —BET—R
B (1) © AEEE (o) =B (1) —B TR

BiFE (1) @ M (1) =AFfK(o) —BRTER RETREBE

Bt bR s, KENZRES XM, MR MERREE#ET XOR BRMER—
EA 0, FWHLT B U — AT SR B 45 R — R

oo =0
161 =0

o EE4FR 5 XOR

EEBAIME T 1A REZ W XoR B85, MR K LR FAI 2 [ xor &5, AR
it H A AN X R ) R T XOR BRBEAT LA T B FRATH 01001100 X HAFIFIIFR N
A, # 10101010 XAAEFIIFHK B, A4 A5 B B xOR EH AT LM T X AEZE— X &1
FERR AT . AUNRIE B AR A2, XOR HRTT B,

01001100 - A
b 10101010 B
11100110 -+ AP B

T A (R B HGHAT XOR BB ML R — 2 o, HILWRE A & B SRS B LTy
XOR &%, WESREAEE A, Wi, M NARPH B SHELIKH.
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11100110 - A B
P 10101010 B
01001100 =+ A (ZE[ET A)

AREAKELKRH T, LHETEMINE . BEPRIER L

o REHASC A %Y B itATINE, BEIE LA DB
o 4% L A D B H®H B 7%, BRI A

Fbr b, REEFEDEEMN B, (UXFEH XOR BUAT LASEI— 48 5m B A o

Rl —A~ FEAF RS BEA TR XOR Z Gl B BIRAIHPIRES . BATAYRE —RhRE 1
HARRIE R, MRFHENSEN o, BRAHSERN 1, BBA—RRAEBRBATLIRRA 0 #1 1
BIHERFIFS . FRATMESPREIR, —REAR%EXTH D, H—iEH o M 1 ZZEHSIE A
FIER (500, XPIKEERA xorR & ZERIREFUNE 3-1 fizn . MEIRATLAE ), $IT—IKEE
WERAESG , FORBER R (#E) T, MRAT PR EBERIERE, R LIS B FE 9 &

1%TG
B
L i T
0000000 PYox Yok YoX PYexE YoX XoX
000 eeO0O oY XoF Xof X 0000 ®®O
0O0000@0 R 000000 @ eeCOCe000
oooooooeaooooooo OCO®®00 O
0000080 e0e0e0e® - 0000000
0ee00 @0 X Xof XoX Xo 00O®®00 O
000 ®e®0O0 e0e0e00O® ee0e0O0 @
O00000O0 oY XoF XoX X6 0000 0®O
W N E g =15 alip
£ (38D
Yol XoX Xo& "YoX Yok Xok 0000000
0000® @O0 oY XoX XoX Xo 00 0ee00
0000000 XOR 000000 @ 0Oee00®0
O0®®0 00 X Xk XoX Xo Oee00®O0
oooooooeaooooooo . 0ee00@0
0O0® @000 X Yok XoX Xo 0ee00e0
ee0e0Oe® eCeOeO0® 0000 e0O0
00080 e0 Y XoF XoX Xo O00000O0

3-1 XOR XfEgaHEE
YR B s TR 52 RRUR 52 2 BEPLEY LEAF 731, T X oRr AT LLKE ROR 89 B/ R #ERiE K . B

ISR SRR P B EEAE PP B HES R AT ARSI (ke py, R4 S b R B R IEf R . W T
FIEARYL, AT RAEEEEN — L. R A A B A LA RS, X TR



50 | #3F MNRHBE (HZTHPBE)

AR TEGEE KM, X RS Al FU 9 Eee e 5 s AR b AL . O TREDLEIR I TS AESE 12 7T
7S

_e"34 —RMBHE—BNFEWHIENER

TERAPRN AR EEE A, fE% ] — T X0R 125,

1341 HHAR—RMFBE

R B WA B A (A TR T, TCie A% SCEAR — R WA RE S W e SR,
AP EN AR —REBBEA (one-time pad ) A& —Fil5b. R 5 8 ol Dy B4
HaslE), —IRTEESA AR TR

1342 —REBBAME

— KRB AR —F AR B RSN, EREEE B S — B EEYLE RS T
XORIZHE", B MAEEREA o, RENZA 1, WA WS m st GE 6% ™= A4 X — S bl
PLEY LR 51 .

FHEFA T L midnight XANFAFE T ASCH #E 74 I r=H — 8 ELRERF 51 .

m i d n i g h t
01101101 017101001 01100100 01101110 01101001 01100111 01101000 01110100 midnight

TEXH, B CHi S h— 1K 64 HLEFII ELERFSI .

RIBBERNTF R A — P SCKEMRIA 64 LLAFRIBEPLLLARFES, XA FFI 80 XOR Ml
WIS, T XA HERFES, SEIRRINIEE T 64 UCE AT AR 1 .

01101011 11111010 01001000 11011000 01100101 11010101 10101111 00011100 5

TERA PR S BRI R F ST XOR B, IR —HHM ILRFY], XUGaH
ZERA R — RS A B 3

01101101 01101001 01100100 01101110 01101001 01100111 01101000 01110100 Hi X “midnight”
@ 01101011 11111010 01001000 11011000 01100101 11010101 10101111 00011100 w9
00000110 10010011 00101100 10110110 00001100 10110010 11000111 01101000 %X

ORE A B EU R R A AR B BT L L, IR A BAREIRE L AMBEALNS—F, K
W S AL BOR O TAE, MRS I R R AR
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18343 —RMEBANBE
MR EIEST . LR, S ORI BT Xor IEF, SEFTRLBSINIX.

00000110 10010011 00101100 10110110 00001100 10110010 11000111 01101000 W
5 01101011 11111010 01001000 11011000 01100101 11010101 10101111 00011100 ]
01101101 01101001 01100100 01101110 01101001 01100111 01101000 01110100 i IS 153 IH
midnight

WX RS BN EL R R IAE AL SR AR, AT LIEH] midnight XA4F
FERT.

1344 —REBBELTEBIEH

IEGn E AT gF B ARAE , — IR MBS AS S — AR B TR PR A . e TR BR A R ) s AR TG
W, X EREIEABERFTE ., X BULATCIEBE, PRI TE S i LA, 124
B A — Rz S RE N 055 KRBT ENL, AT RAZE— W) P AE 5/ M A Zs 8], WA ek
B

AT A— IR MBI AR L N TRIE BRI YE Y FRATR B — IR B A 8 S A T 2 )
Wi, o 8A —REMNSZEBmBERHRE RS, CeEmE L midnight, X2
W B R HE T RT— F X — S AR EE——RERA TR MR % 1 midnight XDFARF
B, R TEAERT2IEMAIBAS .,

B R FE R — R R Az 1 R T, TR 64 ARSI S AR, X H
hEE 26 5 1% aaaaaaaa. abedefgh. 22zz2222 XFERIHINFAFER , th2&fH midnight |
onenight ., mistress FH LHIA, A2 E $Ta_AjvX, HY (&JY!z, 5), ER#f6 FHMN
RS T SOh A TREIHES A AR S th B, TR IR AT I T A W e i — A~ A 2 TE A
IR SC (e IR 80 A RS LE R 2 ).

FITVE 2 A, BRI A BT A A IR e, A R A5 2 A=A R I A I S
(. SR, WA, TR ANE 2 R AR EFRY I SC, i — ok
WA SR IR

—WHEEE AR 444 ( G.S.Vernam ) F 1917 4R Y, F3K45 T L], DRtk XFR N HE4H
F 85 ( Vernam cipher) (XL Bt AW )e —IRMEBE A LR — Rtk 2 i &4 (C.
E.Shannon) T 1949 4 jifi s $2¢ F kM AME I M, — KM EM AL EZEHF =T £
Y ( unconditionally secure ), FEERi b2 JCiEREIER ( theoretically unbreakable ),



52 | #3FE XNREN (AFHHEN)

U345 —RMEEBEAMHLZEHER

FEBEANTRIR T — KSR A G 1 7 T (X B e R UL R AN B 7 18T ), SR A2 B 3K
e, JLFBA AR — RS TEA, ROAE R MR AL E, FEHRMT,

we FEHRIBEDE

BRI EFE T RS BLI%

EADRBAE— FHEH—-RKEEEARTEFEN SR, RiEE Alice (i F— R MBI A A iU
SOFERE Z . BRI E SCEMER T T # Eve MR IIE C R, HA— 05 A S 46 0 o i 1%
i

FYE Bob YL H| T Alice A A% 3L, Bob BT, wAME A Alice BT imamt
RIS, i Alice 40K % 4L & 15 4 Bob, HIZH MK M UMM . (HiXRERL
PR T — A E——WURGE A — RO R e k% %, IBA SRR LU FRER
Ty & A b A2 3 B ST N9

e EHRARNRT

TE— KPR AR, B YT ROIR EELZU RN B SCR I BEARSE . T EL fh T3 B0 3 2 B SC i L
W, NI ZE R, AREEEITEGTR. A, WREBEIIELLBE S
KEVES, AWKAINEL2RFVISCA S T wilZil, N—FFRBITRARATE
GAER

W — R ERAIE Z )5, (ER SR AN ToE B B Sy, BRI B X 2 SO AT
PRAF. BRI, A T RIS, B ERPAISC RN ES .. BHARMEBREZFE, Jh
AR, EREPMERT W0 watRi, WOTHZK “RFPIsC” X—
AR T RIS R B e, RUEDFA 13 B S B R k.

e EAMER

BeAh, FE— P E A XA REE A 2 AL M BEDLEE R R 3, — IR PSR A iy “—
WPE" AESE TR . SOR PN R B0 LR 51— BLIRE , R A AL (R N Ak
ERHOE (RIXEIVTE Eve (RAF T LT A HEFBNE ).

we MRS

— R E A IR 2 R R E S EE Z I E AR AR, Y SR, — R
AR FEPL2RE TR, WERBASCR—D KA 100MB #3CHF, W&EHK Kt —E 2
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100MB., i AR @ E R, k& AU BB AR P 9 SR VP (R TSR0, 7 S
B LR B BT S AR Ok i

fE— KA, T SRR YL, X B BRSO A E AL A
ThBEALEL, L6202 JC T B B B IE R

HF LR RAE, GRS — kMR ARR), RAIREYLEEELS T, HAl AR A E It
HRNTRA O ECE BN A B, PE R E 2 E AR T — A, X
LTS TH2A TR TR AR FHNES, WilEU, % THREREILLR T B
ACENX T

i bR, —IREE AR —F LTS MRS, R, — KA i B R4
B TIRER ( stream cipher ), JiMS{H A Z EIEMREVLILRTS, T2 O BEALEA: s
PEA R RS . P AR AN R OB, H B S RE R DR RE LB E A, WURE
W ER RN EE ARG, XTSI PR 4 PRI, CT PhRELEA: i AR 6]
WEESS 12 BRI,

H—RMEBAOBTEGESR, THE s
15(a] Alice tWBGAEMID?

.="35 DES

1351 ft4®RDES

DES ( Data Encryption Standard ) J& 1977 43 EERFR(E AL BEARE ( FIPS ) HhRITR HH A —Fil
X FRERS ( FIPS 46-3 ), DES — B LI 38 (5 LA S HA B 8 ) B RERA TS5 12 6

SR, FEETTEALPEE, BUfE DES CLA MBS B B, SRIESRINRT 1o 20 4R,
RSA A |26t 1% DES %43 L€ ( DES Challenge ), A1 LAFE —& RSA AR EHAME
FEFELE R . 1997 454 DES Challenge 1 1 H T 96 Kk iE=4H, 1998 4£Y9 DES Challenge 1I-1 5/



54 | #H3FE WM/ (EZHAHEN)

T 41 K, 1998 4EfY DES Challenge 11-2 1 H 1 56 /B, 1999 41 DES Challenge 11 1 H A T
22 /AT 15 43

H1 T DES (9% 3C] LATERE S A N i, DRUHBR 1 F B R A 2 LART I % SCLASh . BRAERAT]
AN Z S DES T,

"352 mMETBIRE

DES J&—Fls 64 HLAFRIE SO AL 64 HERRR) XTSI L, ERB KRR 56 b
Fio R MAIHE oKL, DES MK ER 64 todF, (Hih THEMR 7 HAFSRE D H TR
A begE, B SEm AR 2 56 i

DES J& LA 64 HARFAYIA SC (LLAFF S ) A— A BAR BT INE Y, XA~ 64 HE%Re Ay i 5
MR, —BOoRUL, DA R B T T AL B A S S A PR R 4 AR FD ( block cipher ), DES #iE
SreH R —Fh

DES K HABN% 64 Lrersdis, WiREMEMI SO, ST %X DES In# ik
fORE), mERAEAT AR ANER (mode ). X THEATRNTSA 4 ZIFAHE].

ZH
56 L4

WX ' B

4
56LEE4F

FX BA
BALLYE [N =

3-2 DES WImM#EZESMHE

| 35.3 DES #y%# ( Feistel % )

DES 1) 3 A 25 ¥4 /2 i Horst Feistel #5211/, At FK A Feistel B £& ( Feistel network ),
Feistel 543 ( Feistel structure ) 2\ Feistel 5 ( Feistel cipher ). X —&5F) AT DES,
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T H AR Z H Ak A R .
£ Feistel M5, K& AE (round ), BN i FR g2 78 T U0k G
. B 3-3 RELAYSE Feistel ML —42 A1 HFE. DES &—FF 16 #1EFF Y Feistel R4% .

A (BALEEF )
/ o R
32tt4F 32t4F
Zr il A=
F#Z4%A

L
XOREFEJT\L G BESS )<— i’ﬁiﬁl‘:ﬂf
XOR

¥ v
&S 8 Z il =
32LE% 32tE4F
C - )
B (64Lb%F)

3-3 Feistel M4y —%

FHFRA1Z B 3-3 K UHiE— T Feistel /2% 1) BARSS 1)

T BN T HE IR Feistel R4 b —5E 0% A (B3 ). S A ROBAR B 50 0 22 A2 51
TR, fEET, RS AT, AEMaEE A,

TP HER R ARG M (S0 ), MRS aEE &SR AN, 45
SEE AT

HE i “FEE” FE AR I T H RS . 7F Feistel W25, R —4 a0 M H—
PAFEMFEH. h T FEHEAE-RPEH, ERE2 -TMREEH, RLARAHAFESR
( subkey ).



56 | #H3E XNREH (HFZTATH)

RERBIEHRRIE A0 FFEHAE RS AW TN RS, ERENR
GRL . WA REIHEIL S “ZEm” #fT XorEH, HERME “MEFNLEM”. it
Ui, O xorR MRS “ZW" #7783, MEAR A" W2 588 5
i A

BE—T, —RHMEMATELRIT,

(1) Refas A SRR M 2 A PR A o

(2) R AR A B Ak B e A

(3) e AR M 2K T 5L PR KL

(4) FeREARIEAMBIEFFES, TR H—$BE L XML LR,

(5) K5 L—BARF| 0 LA S5 A BT XOR 85, FRFE AR I f5 2.

(B, XH—k A" WMAREAPINE, HLIERNITEEHARE G FEH 5k
HEA TR, FFERE AR A 2 (DR 2 04 () B B diE 2 1

P 3-4 REL T — 3 48 HY Feistel %%, 3 3B AT EHAT PR A X . XS HEEM
RZEBAT, BRIF—RERZIE AT EX .

Feistel P42 RIS, Wi RO G TR R A I — K e

B2, Feistel MESRLZANAIAREEWE? BN, FefT2al— T4 50 0% i & 45 58 H A R Y
THEAEIIZIT—IK, X Feistel M EARR? SRTREIEE S NS, Tt R A
WREERM 4, il B BRERRRE B B SCER MR T A S (18 3-5), X TFiX—m, KEA
LI xOR HIPERR ( P [ O RO T XOR BUGESR—5ER 0) T 8%

AEZNRHEN TR —FE. RERUE, Feistel M4 %A N 2 BEAH BRI >k
(ERTFREHBAT LASER T, T Feistel M 457 B B 254, 76 I &8 1% 25 ik #0258 4 4 [8] 1Y
(& 3-6),



=

i Y

# Y

A=

FE A2

RS

FE4A3

R ZEEENHE

>-< AR 2L

BE—RELETHHE
Y

A

—
i

B 3-4 Feistel M4£ERIMNEE ( 3 %)

35 DES

57



Lk

RBEE FRAER
BT R TIRR

% e
74
L
E}e{: REH 1 :%——
XOR
‘L v

A o7 1
g '
LN =1

Y

4

\

:

€9+%C-%Eﬁf-:F——

Y

A

B 3-5 MHERTFEHRIEITHIR Feistel MK AEBIG B ER
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BN

=W Al

(LR iFAr- P

Wiz EEE M

FE1

% Y
:
XOR

BE—®RELETHAE
v Y
= &

- _J

BV
With

3-6 Feistel MEHIMARE (3%8)

FHBENTEEET— T Feistel RZEHY PR
RS KR — R, Feistel MR ETMEREM, Tiksfr20R0METH,




60 | 3T MM (HFZHHE)

AL R e ToTk R B RS L

HK, ROTAFTLAAZI, MR TS RE MR BIEA BRI T LERBE . hWili,
BRIV FH % oA 50 i ) 45 SR 0 505 1) B R A B (B RS 7E R pR 8 ) s m) . 42
PRESCRT LAJC 5 IS AR 3 A0 ) B, T DA TR A 4

Feistel P48 SFR @ M Sk il a0 A BTie oy b 34 sl — A58 pR B8
HEffiH Feistel M4%, sURBSIRIE—& ] LIRS . Bk, BN EEMARES ikith e
WS AT AT o

7, MEMBERAUATLSHEBMSEMREI, X W Feistel MM —MFEA. fE
Feistel MG —FEH, A4 5Lhr A A TETAL R, XAk aE Rk RS, H
HIGRIE T AlfdEtt, PONSE A s T A, R ird®nGEE. hTm
wAfE ] LU e A R R 25 R S8, U 15530 DES B s i AR S 55 1.

ZE FRR, KB RATMAE . [EAT4 sR%L, Feistel MLRFES T LA AR ] 4 235 44 52 30 i 35 01 i
%, HInEmssRy e e i .

IES2H T Feistel M28 &t 7 (ERVFREE, EA RS HOY 2 UM AR . 765 map
KA AES SRR LR 5 MERZ P, A 345HE (MARS, RC6, Twofish ) #fJ&fdi
T Feistel W%, $R1f], AES k59 Rijndael BLi:H1%A [ Feistel M4 . Rijndael fT{diJH
HILSHFR A SPN 454, FATRAE 3.8.2 Wit 4.

U354 ENSHERMSN

£ EE XRS5, BRI 1 Biham 1 Shamir B4}, FUE R
B — MBS SO AT A ST TR Z ™ B i, BDERASC LM HA, O A
HEDILRT %% AR AOE . TRt S DT 3 SO TR TP O , T LA P AR R

WA, SEA— (L AT AT A RT o, BRI TR SR, LB
SRV SCHY— 368 7 RS HEAT XOR FFHHFEHAE RN B AR ", s B RO BaHLYE
UL —SE) SCRISE SCHUXE R FLAIERT XOR S5 R IO IZ A . WAL RESSHEI A s
OERAY, TITT A ILARAS e P AT B, MINAPETE, X T DES R 27 41 SCf
W SCHRBENE SE RN, LA it 2 MBI, FTARrOs R R T AR

2GR RIERPE AR — R4 . IR R AR 6 4 T LA AT R SO 45 B3
FERZER, XFECGE T PR IERERA SCIE ( Chosen Plaintext Attack, CPA ).

Ll AES HICRMB MBI, FEit EEGEIE T HR22 0 T R MM (5 4t

(D Mitsuru Matsui, Linear Cryptanalysis Method for DES Cipher, EUROCRYPT '93 Lecture Notes in Computer
Science Volume 765, 1994, pp 386-397.
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_="3.6 = DES

BL{E DES B 25 0] LA7E B3 A ] Py 0l 2 F s, DRI TR AT 75 2 — A Tk 248 DES 9404
#fY, —H DES s T XA~ B ot & e .
"36.1 {t4AR=EDES

= DES ( triple-DES ) &) T #/in DES W32, ¥ DES HE 3 YRR —Fh#id Rk,
Kk TDEA ( Triple Date Encryption Algorithm ), il % 455 & 3DES.,

1362 =E DESHmME
— i DES fyhns&pLs an & 3-7 Frs .

B3
G =Y
f‘
DES# A1 DESHI%:
=%DES ‘
( DES-EDE3 ) th#&43 % DES# A2
DESHES DESHn®
e

& 3-7 == DES Wymm#



62 | #3F HMBEL (HFZTHEH)

BA3C %% =K DES 2B A GEAE i /5 W% 3C, 1T DES BRI B SC i &2 56 HorF, |
.= DES MEHHKIEIME 56 x 3=168 HFF.

M 3-7 i FRATRT AR B, —H DES I A R#1T =X DES % (& —mm&E—m%E ), m
ENE BT INE R, EmFRE P MARERELARERAT BB, bR EX A
P IBM AR RA, BHEER Tk = DES fBEH A8 ) DES.

4= DES H A P EHHER, = DES that %R T %A DES T . XEH NFER
P ME—REZ G, BRI RERIMHI ., EHik, LIETH DES &% ¢, el Lafidix
F X = DES ki 7% . thaiRifi, = DES % DES H& [ F3AM: (H 3-8).

BAC

DES#4A

=X

3-8 = DES A[LA{EH DES k{EH

£ DES i n#A1E £#EFid, DES W& MgE g EUE T FEARUY, mLhr
FEATHIAL B AR

WER AT F A E AR B LR, MEHES R 5558 1 DES 2554,

WREY | MEHA 3 MR AES, TEH 2 EAARMNESR (W REH®R DES
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WEH ), iXFh =71 DES #t#i N DES-EDE2 ( & 3-9 ), EDE FK/RHIZMN% ( Encryption ) —fi# %
( Decryption ) —/l1% ( Encryption ) X MiFE
B, 2., B 3 &WEHEARS HAFFSIK = DES #f5 DES-EDES,

BE3C

r’
DES#E A1

DES-EDEZB’JE"%%

DES#$A2

o

=X

3-9 DES-EDE2

¥36.3 == DESHMBE

= DES W& B EaR, BUSH 3. &8 2. %49 1 BIFHITHES
R HHRAE



HEN)

b
B

64 | FE3FE XRBE (3t

X
i
i D
( DESE4A1
=EDES \
( DES-EDE3 ) #9144 DES®i42
DES%4A3
\_

# 3-10 = DES ( DES-EDE3 ) H)f# %

' 3.6.4 =& DES Ik

JLE = DES HATA#RITEVMMA, FHAMEE AR, B TR ER TR
TEOLLASE, R8T H & .

6 HA BB B 2T 2013 4E & A ) (ol T RO CH AR R h 2% (% s 3 )
H, CH B R A SIS B — oK 3-key Triple DES f£20 64 HLRRr41 %155 T
K. (H%EF| NIST SP 800-67 HRLE, VA H L RMER AL, XAERNEDSN T “HArg
HARVHET" (i

(U #p {CRYPTREC % # % # ) [CRYPTREC] : http://www.cryptrec.go.jp/list.html.,
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_«"3.7 AES Mz

AT A TR S RS R BT AR HE——AES.

ATHINAESE [ Rijndael JFEFHWELE (REINERE ( AES) Bk Rijndael BT )
( The Design of Rijndael ) "', A ] NIST %AGfH (6T R EHINBFRRE ( AES ) (9445 ) ( Report
on Development of the Advanced Encryption Standard ).

7371 H4RAES

AES ( Advanced Encryption Standard ) ZBUILRTEIRAE ( DES ) 1B Bbm ) —Fh X FR
W, SRS A FEERIRA T 2R EMRILIEN AES MEE, F%FE 2000
AE IR BEE L e Y T —FF 44 4 Rijndael FUXTFRERGE Y, R H#E N T AES,

1372 AES MRtz

HELAES S H TRk G E 1Y, & 58 1 — > F5 L LA ——NIST ( National Institute of
Standards and Technology, EZRFREFIAMIITT ), ZHM PR BB, Ky EE W E
FbniE, BIBCHR(S SAbHbRAE ( FIPS ) (FIPS-197), M8k AES R EEMFrME, {HH DES —#E,
BRI R

ZN AES FEiE A R, XM kR AES B RSSIUTE 5 1 e # 1k 4
TH A

WAL, ShNFE LA FR R TE A% . LA ANSI C Fil Java 45 (1932 BACAS LA K
LB R B VAL A L. B, SN TR A M B A, A TEAN U LT AR AR
TAENIFREI T, WA CRIEEE = B 58 B, X B A4 T Bl o & 2 1% (security by
obscurity )

AES (4R it F2 2 X AT, SEBR b, XA B H R & f NIST k52 i fy,
o At G Al Fn g i e g A R se iy, X Hrh 4% AES et S . Higifil, &
TIN5 e Y B A A S S N TR N R B 2t L R A T o . — ELpl 4k 3 55 215K
EWEZEMTIERE, WISInE S8 & BE S HRHA SR W5 0, JFm 2
SPEd MG TIEM

BRI TSR MARE ( standardization by competition ) 152, [ERBMEE AR
AIIERR T2, i A SKOoF B B 2 3k ) 2, AR AR REFR 355 0, RA RS

@ Jone Daemen. Vincent Rijmen 3. P UM drif ek o R4k 2003 43 F hie, Bk XiF, —iFHi
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A REGSUE A —Fh S A 50 S

1373 AES R&ABLEENMES AES WRARE

1997 4F, NIST HUR /A 354 AES, 1998 4F, & NIST &K, WS ATEH X%
0 B A 4 A 154~ ( CAST-256, Crypton, DEAL. DFC. E2. Frog. HPC, LOK197,
Magenta, MARS, RC6. Rijndael, SAFER+, Serpent, Twofish ), H E2 #iE P H A4
Y

AES HESR AU IE—FRR R BT, BENEE ., LA S TS OaRES
IBTEEN ., AUMEA SR EER, HHESNRERRESE, b, XFEEELHGER
FERFEE AN, UdEEhEE. 8 L CPU ZMMAE & LA R TS B &,

1999 4F, FEHFEBNW ISNHIED, ASITHEABT AES RE&RIEE XL H (AES
finalist ), AES FeZIER K24 UK 3-1 Bk,

2000 4F 10 A 2 H, Rijndael JyJEREME, #% NIST #£5E K AES i, dumiRvd, A
%#% Joan Daemen 5 Vincent Rijmen FF HF &K ST, W T EEMERRE. EE2AT
NIST M) Frix BRI ZSEAM, RNBMEABL Ah . R EH AES ( Rijndael ),

®3-1 AES RAREHERS (RREXFHHF )

&R RTE

MARS IBM 23]

RC6 RSA A F]

Rijndael Daemen, Rijmen

Serpent Anderson, Biham, Knudsen
Twofish Counterpane ‘A 5]

. 3.8 Rijndael

“3.8.1 f+4£ Rijindael

Rijndael J& /i H Fl| B % #5272 % Joan Daemen # Vincent Rijmen 5%+ /8 BB E 5, T
2000 L R B — AR HIARAE RS I ——AES. A5 2 MOk 22 (1 S0 R S R

Rijndael AYr 4K E MBS AT LAy S0 LL 32 Heds R i fE 128 Hed3) 256 HeARAg s Bl N
TS, AAE AES B9FUAG Y, A BEE E R 128 Hedy, WECHE R 128, 192 il 256
HORE=Fh o



38 Rindael | 67

¥3.8.2 Rijndael HMEFEE

il DES —#¥, Rijndael Hikt 2t 28K, HAH S —%47~ SubBytes, ShiftRows,
MixColumns fil AddRoundKey 3t 4 ~E3%. DES {#i [ Feistel PZ84E A HIEALEH), 1 Rijndael
%A HF Feistel M%%, T2 T SPN £y,

Rijndael AU A SR 128 HoAF, HBURE 16 717, Bk, TEZENFIHRT 16 F 1A% A
¥ diE#E1T SubBytes 4b¥H, FTif SubBytes, FiZLUEANFEATHIE (0 ~ 255 BIERE ) AEFI,
M—5kH04A 256 MAEREHE (S-Box ) PRI EMA ., iR, BHE—1F0H
EEBAS—D 1 FHHE. XNPRAESRMRLERE, KETLUEEEREES 2 &
A 0 A AT R e Y Y 256 N F R RAS . 1 3-11 BTR O 4 x 4=16 717 (4 $04 ol i

S-Box ##f: 1 FH I ©,

a90 | @1 | 3of2 | 0.3 boo | Po1 ¥0,2 bo,3
ajo | a1 || @2]|213 Dio | P1a || P12 |P13
a0 | 321 | 322 | 323 boo | b21 | b22 | b3
azo | @31 | 332 | 333 P3o | P31 | b32 | baa

B 3-11 SubBytes ( EF¥i# )

SubBytes Z J5 77 %17 ShiftRows 43, X2 LA 4 FATHBRAAIT (row ) FeiE—&E
FIEL 22 E %, BT ERF N EUEARRIR, & 3-12 FiR A ShiftRows H%f H A —47 it
AL FERETE .

@ B 3-11 ~ B 3-17 Z44& The Design of Rijndael [RINJDAEL] ¥ # B #1145 f s 84 .



oA ¥

Al

B1

C1

D1

B 3-12 ShiftRows ( 1T )

ShiftRows Z J5ii Z3EfT MixColumns 4bH, X — 24—~ 4 F A TH T, %
HAS R FHA—A 4 FA5E . B 3-13 fizn A MixColumns H&f HA—%1] ( column ) #E1TALFHY

THIE .

ago | 40,1 || @.2|] 202 boa | bo1 || bo2 boT
aro | a1l a2]]ais bio | b1 ]| b12] 013
azo | 21 || a22]| 223 bao | P21 || b22]]|b22
ago | ag1 || @32|| 233 b3o | b1 |]|baz]|baa

& 3-13 MixColumns (JB&% )

I, 28 MixColumns %0 5% 87517 xoRr, BJi1T AddRoundKey 4bHH, [&]
3-14 Jii7n A AddRoundKey Hoxf Hirp 1 ASFEAT A TAM BRI . X B, Rijndael B)—5Euisd ok
T PR L, 7€ Rijndael PREZEEREHIT 10~ 14 $11HE,
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a0 | 8,1 | @, | 803 boo | bo1 | Poz2 | boa
a0 | a1 || @1.2| o b@ Byt | D1 2| | P13
a0 | @21 | @22 | @23 b2o | b2 | by2 | ba3
azo | @31 | 332 | 833 bzo | b3q | b3z | b3g

E 3-14 AddRoundKey ( 5% #Z$i#1T XOR )

i b SR FATTRT LR B A BT HEREE— SRR S e g . g —FR AR U —
ek ALY Feistel ZEAHLL, SR XA SETEF INE BT 2R 8CE >, oAb, XFi
b5 — ML #, B SubBytes. ShiftRows £l MixColumns A] L4 LAET . A1 F80) A s k47
HATiHE.

fE Rijndael &SRS, B8 THIAIER .

SubBytes — ShiftRows — MixColumns — AddRoundKey
MAERE T, A% BEAH S I e A T, BRI
AddRoundKey — InvMixColumns — InvShiftRows — InvSubBytes

Hoh, AddRoundKey 2 S4BT XORESE, HILK —SAE AR AIN 52 ARG, )
FHS BB A FHEEAA v, XFR 5 EUE S AR R EE . P 3-15 ~ [ 317 BiR
AL HETE
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|

BI3IE MWREN (HZBHAEG)

3-15 InvMixColumns (E&7% )

a0,0 | @,1 || 802|203 bo,o | bo,1 ||Poz2||bPos3
ajo [ @1 a2 ]a13 B1o | b1 ||P12] ]R3
azo | 32,1 || 322|223 byo | ba1 ||b22]]|b23
azp | a3 33,2‘ as3 b3o | b3 ||P32]||b33

B 3-16 InvShiftRows ( FE#&1T )

S-1
ap,0 | 40,1 84'1 30,3 Bo,o | bo,1 \30,2 bo,3
a0 | @] @2]]213 bio | b11 || P12 |bP13
a0 | 321 | @22 | 323 boo | P21 | b22 | b23
ago | @31 | @32 | 833 bso | b3y | b3z | bag
B 3-17 InvSubBytes (EFTE#k )
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% - 3.8.3 Rijndael HIfKF

X} F Rijndael i, WRES HILARDFAFFERFT B E T REAFHEREW K, B
Rijndael FEIET FAEM™ENBCEEN, MR\ SCR % iR 2 ] L2 ARk
Rk, XRVIAMETEBEREERARSMER, WH Rijndael M2 RE M i $52 2 Fok K
fift, ARBLERE K Rijndael BEWSE I B L AR, WXtk m oo A=A 42
fit T ATk,

i, Xt RER—MEEmE, Lk DRI IEREA B X Rijndael B9A B .

B384 RriZfEFRBFI FREADIE

BIE AT T DES., = DES #ll AES ZXFREM, AR -4 FRAT120 5 N 2% (8 FH W — Fh 4 #5
B TR

B 5%, DES AR AP AE, FRMEITFEE AN SEHRIBRED
ZREMSAE PN A E] PN 7E O DES BOMEE . (HR, 7ERSbiEi P B EARRS IHA KA
bl

Hwk, Wb EEHEEE =% DES AT AT, REFE - LEAMRAERIFE HE
USR], (HE 2% AES Iritt.

PUAE K FENZAE AR E 2 AES ( Rijndael ), FAE%E . i, mHEBBESFEE L
TAE, Mk, BTt RMNBEEEFEEN AES BT AKIIEIE, FIEMET — & EA 4
BB, Huoer 24 m At FOH B R Xk Sk

AES S#RIEEENIZ ] LMER AES BI% . 1 Rijndael —#F, XEEMRLEDWERZSDT T
FERg M, B ¥R LB 5 . (B NIST Bk 00F5E R A Rijndael, FHEA B HIATDE
HAh R 2 B AR & skl

TEHAR, BHRHEAHRSIEEZERS ( Cryptography Research and Evaluation Committees,
CRYPTREC ) i3 %t 45 Fi 0 £ R ATl . 2013 & A ( CRYPTREC HSiEH) i, ¥
3-key Triple DES ( 64 AR/ FHS5: ) LUK AES, Camellia (128 HAR MBI B ) FIAT
“ LU HERE(E P LTS R

— ki, IATAROZM LM BHOZMEZ, MRENMIZHER AES. B AES fEHikE
AR, &t T &R EWEEF TR @R B RAE TAE, X B 0 R AR
FTIXEE R BHIE



72 | #£3E XRED (EZHPHE )

'ﬁ&W%ﬁﬁmmﬁﬁ%ﬁmT;f~:

ﬁﬁmaﬂﬁﬁmuﬁAﬁﬁ
.—#ﬁmmA+ﬁm L
-mﬁ%ﬁﬁmﬁmﬁwﬁim,x'

# ?ﬁﬁ*ﬁﬁﬂﬁtﬁkﬁrﬁﬁﬁj} B’J*'Hm"Fs ﬁﬂ%ﬁ %ﬁﬁﬁﬁiﬁﬁﬂiﬁﬁﬁﬁ@ﬁﬁiﬁ"@%ﬁﬂé},
ﬂﬁﬁ%#ﬁﬂﬁ%)’“@]ﬁé%@ﬁ%ﬂ%"‘tt‘ﬁﬂ)%’? i%kk?ﬂﬁlﬁqﬂﬁétﬂmﬁﬂ’lﬂ%o '

%mzw%m%TO

(B BLBE 1024 b,

(C) ZHFE 4096 b
D ELIBEA Hl:b%o
’f&ﬂmﬁﬁﬁﬂT%m

g ﬁ%ﬁﬁﬁﬁ%ﬁﬁ%ﬁ%““iﬁ%%%ﬂmaﬁ&zT,ﬂﬁﬁﬁﬂ“*“ﬁ
@Tmﬁuz gEEE, $m¢%ﬁh¥%%ﬁﬁﬂﬁ*ﬁﬁ,?%%ﬁ#ﬁﬂfﬁ&ﬁo

m%% 3.9 ZFE/H

AREPRAING T AFRERS, LIS DES, = DES, AES FlHfh—ssm i ik,

i FH—Fp s M Bk, HAETR I B A 55 a0 B RRE RS, ] LA a2 SO o £ I SR
MUYk, ERBE S 2 (W RENS AR ki, Bk 1WA 55 00T AR b2 A i ks

SR, FHXTAREFE I T ER, S I HRBCE IR, B anfaDie 25 81 22 e sth & R 25 4%
W R TR ), IRATR EAAEMTIR ., X THYECE R AHES, Fi]
WS S T TR . BeAh, BRSBTS AT LIS AL M, (BAUE X — SR IR A RESE 2
Bt BN, SR S TR IERR AR, AR kR Al —~ “HEE T BIHE
E%%%ﬁ?m%%ﬁ&%o@ﬁkﬁ%ﬁﬂ%kﬁ%m%&i,#ﬂﬁﬁﬁﬁﬁ@%%ﬁ%
WG E . XTX—A, RIMETE 8.5 TrhiEanvig.

AT LT B ik ﬂﬂ%%%A@Eﬁ@m%ﬁﬁﬁm%oﬁﬁﬁm%
(B S B I 2 B, RS B A I T N R IR A PR RS S 4 4 i AT
A
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“F@J]HEEP, 1‘%?"&%3@%1..140 _ ‘.

Rﬁ‘ﬂ'@ﬁﬂzdﬂ ﬂﬂ@ﬁ’]@%ﬁ%ﬂﬁ:%ﬂ’}@%ﬂ%#ﬁ%mo : '

(2) 53k, éifrﬁ#ﬂ%ﬁi%‘éﬁ%ﬂ?ﬁ‘ B, adﬂlol?* ﬂE%E’qE’T kﬁ%ﬁiﬁiﬁﬁ@io
WSm%%%ﬁﬁﬁsewﬁ mam%ﬁ@ﬁﬁ@mm@ﬁﬁam“
 (4) BEKAES m*ﬁ?ﬁﬁfﬁ%ﬂﬁﬁﬂﬂ%ﬁ@ﬁ% {E?’:E“@Tﬁﬁ I‘E»R”F% =

"(sﬂﬁmmjuﬁm%mﬁ@mmmﬁo.. i

(6) AES h/&ﬁﬁzﬁ%ﬁﬁ%‘@ﬁ%ﬂqf’ﬁ Rundaelc,

ﬁﬁﬁﬁﬁ%@ 

7310 DIRHEE

INEE 1 NER: FEOBTFHBRSEEED (3.3.17)
TEAA 3 MIEMEILE ST "0 3 Gk 26 KRE" WEE, MEXRRE, 2RAS
BE 23, 24. 25 PN M F RIS GEIS EFNRE F RT3k,
FAVE B — N F R R B E 1R A plain, &8 G # 2 8 X R A E 58 A cipher,
M 240 plain 3K cipher 89204 .
cipher = ( plain + 3) mod 26
Hep, mod @R KRN EEH,

INEE 2 ER: —RMETBARSELR (3.4577)

FIEH, BA—RAMBNRNBALLEBE T ERER YT EHETESE,

FEHRHNERRE, SHERASEPHIANTRNESERS, FBENBRAREN
iR, A —RMBIEARERANEARENN, RPRESEMIRNERRI. RiIKiR,
MR FIREBHWELE, MIRBEFR—TREILNLESFI.

NG 3 ER: MREENEATESK? (3.8.4 %)
FHERE (A REL12 EFRE T
Bk, ?&ﬂ]ﬂéfr% FHEZLM, B8 —x, 8—FH 366 X, 0.
366 x 24 x 60 x 60 = 31622400

RIE, RIBERNFHETLUTEH B2 NRA DL
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NSS4 RE SR SREDREMAIR

| #3& FRES (HZHPH)

10°x 10" x 10%° x 31622400 = 10"’ x 31622400
=3.16224x 10"

AEBNBTE—TKERN 512 0% 25,

2°% = 1.340780% 10"
INEH, 512 LN BRA LM ESBE T RINREBEENZFHARENEZEHXNERHE
T, EHET (A REHESR,

LN BLHNFEAKEILT 512 tERFE, BASENZRHAKEN TFRSVNBMERIRESEE
BHALBRMEART, RMASUEEZNRETE,

(3.9%)
O (1) SRR, NEORATRENREZI8ZH0,
x (2K, HHRHOHIEN RBWH, RPN R E R IED O,
 HENMEHNES, SEARE - AMBRALRNEX. 000 e_,_ v
* () WREH KN 56 L5, WLFRNBMEL EHT HREF 1935 s 4 2 %,
(2 HKE LEARE N 56 LA, BERMN TN, T

‘ Rimes o0

41 ””‘:agx%m§$aaxww~'.-
X (4) Bk AES BT BEREHIRETEE, AL TRRA NIST LHRIH.
- S HALMEMEMBNS, THUEERAEA, ' |
O (5) Bi7E DES o DAZE TR SE A9 B [8) I 4585 1%
O (6) AES FREFTIEE B Z 1S B 7% 0 /£ Rijndael,




24 =

SAFBRRT

— S HF B UTIECRY
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BT
T
BT

BT
Bf

"T
BT

. “UFATERNE "

: “BRF[EE, LAY

A, IRBT T 128 R AES N SRR, (H4F] 20— E S
Py 4111 N & 571 ) 1 Kz o ) RREELL

“EARET IR

“FRALL R B SCR RN Z AR LR, {BSEPR B EHR AR 16 757 500 B A B
a3, B rER,”

65 27 28 03 55 CO BA 7A 8C CF Ce 99 95 FB 12 5B

65 27 28 03 55 CO BA 7A 8C CF C6 99 95 FB 12 5B

65 27 28 03 55 CO BA 7A 8C CF Cé 99 95 FB 12 5B

65 27 28 03 55 CO BA 7A 8C CF C6 99 95 FB 12 5B
65 27 28 03 55 CO BA 7A 8C CF Cé6 99 95 FB 12 5B

: “IRRE MR T ECB #E,”
. “Ben ECB iz 27

=41 FEEINAE

AR — F A Bt v,
RATES 3 ZFrp /214 DES FI AES 458 T4 41505, 01 R Aehn e B K g rm s,

R Zhn

FHEBRKEOVSC, BT EX T E B TR, T2 B AT 3R R 4 4

R “ET,
THETEA RS, MRRREEAE Y, MEEFRIEILEYE, fln, R
LR T B AR 2169 ECB B, BASCAR A —SB R AT LA i 3 SO ok

AEE

T, AR B S RS SRS, RS IR o 4 B 9 £ 2 (ECB.

CBC. CFB, OFB. CTR), EJaF¥EZE T RN IZE B —MER .,
HRBERPGERABRIESY, WTBdAZNNE.

O AFFPHFOHNEAET LGE LT EN (M IPsec) —F, BFELH (A5 ) 7 Psec), BEf

(2016

F6A)REABAPLFEL, —iFHiE
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"42 SARBMHRN

Y421 SEFTBSHHE

RS 0T LA R 32 B R0 2 i P e

S EFER (block cipher ) J& 5 Y H A AL BHARF 4 B I — B8R 9 — RIS 0%, XL
“—H R 44 (block ). AR, — N dH ) HEEREGRFR 4y 4B B ( block length ).,

fil4n, DES fl—=3 DES B4 K EEERE 64 [LFF. XECBITR IR RGBT 64 HRFAYA
3, FAR 64 HEERRIE L,

AES B4 128 b, It AES —IRATIN%E 128 HRrAIBA SC, FFA4 AR 128 HFFR
W3

FEEFD ( stream cipher ) X EHE R AT IE LA B —JCHIS T . TS ML 1 HodE.
8 UG 32 HoF4 Ay B30 AT I A A% -

ST AL B SE— N A RS R T, PRI AN TS 2l R AR D SR 2 R s AN M,
TR X — BRI R A T A B, PR AR RE P RAR A

TESS 3 % “XRE” P ANEE R, A - RKEFENAR FHR%EN, @ DES, —&
DES. AES( Rijndael ) % K ZHI FR B E AR T H %0

8 LT 1 24, T4 128 ST S 082

Y422 HoR#EsR

SR TR AR 18 A, (B TR TR Zh0 & A9 A SCIK BE T fig & a7 41 3
PO A BE, XA E L AR A TR, DMER — BRI AW Scesin e . ik
R SRR A TS AR ( mode ).

Wi EX L, REEF RS “WIRSCRAYS, KU SO GS T HEE A
WAL, 77" S B AR AR AR, B SO FUR AN HIFE AN B 7 ik FK 9 ECB
R, R A RS S (REE TR ). XPRRA AR T AR R 7R 2R S g B i 22
WA ECB B, (HRE e R Z ] A SRR . PR R BH O T 7 A RE(E AT ECB
[ 52w



78 | #FaE SEBLOHER

BEAAREMA, NMETHEEREGLT 5.

® ECB # 3 : Electronic CodeBook mode ( HiF#H AL )

® CBC f%3{: Cipher Block Chaining mode ( %54 2H B4R = )
® CFB f#3{: Cipher FeedBack mode ( %% 3 Jz{#f#K )

® OFB #%={: Output FeedBack mode ( #iiti s i5i& K )

® CTR #=: CounTeR mode ( i+&#tR )

%423 BEXHESEXHE
FENRBRZR, A1SekE T HARE.
B 43 4 A2 45 S I v o S B L OIS, W00 0 K 5 4 L B R B 1 5

R B AHSERY
BSOS AR G 202 RS TR A SO N 2 I P A RSGRY 3 3

B A B 4R
l A
w4 —b(ﬁﬂ ﬁﬁéﬂ’al)‘fbﬂ@) #H —»Cﬁ o ¥ﬂli§ﬂ¥)
l “
BX A XA

41 HAXSTHEHSEXSE

AT RREREMEZ, USRI “HaEBBRENE" MS5RH “NE", JHauxE
PR

Y424 EHYEE Mallory

AP SR FOME—F s E . GE Eve LABwsh b ToiWr, 1 EHH
7 2 AT LA 3 sh A A K26 A R s Z el fl (5 2, JEAT RS 8 15 s & R B U A D
XA # — R Mallory, XM AFATREREKRE “EEM” (malicious) —id, AFHIHK
fi 1. {# A Mallory X4~
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L,="43 ECB =X

RO SO E RN 77 SR ECB B, XFMEAR R R 8, (H b T 55 n PR Il 7
A=HAER

1431 4R ECB#R

ECB #&31)£FK 2 Electronic CodeBook ti:. 7 ECB &/, BN SEMEZ EH%E
RREERAZIHAE (F4-2),

ECB#EA #h®H

B AHA 1 B9 43402 BB 4483 WxamEs | | 8%

441 B 43482 B 43 BIHEL | | BX
ECBERMME
34483 BXAE | | BX
5 F - —F —F |
(#e D
443 mxsds | | BmX

4-2 ECB#RR ( B FEBARERN )
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i ECB f=Chnagast, AR BH o S Al R B SCore, st Eie, FRATAT LUK
IR —AE RKE) B SCMH—% 0" ioxtnie, [Hitk ECB fRCtFRoy B FER AN,
%ﬁﬁf¢%iﬁﬁ%Wﬁm$ﬁﬁﬁﬁw,%%m~%%%mﬁ%ﬁﬁﬁﬁumm%u

"432 ECB#ERE4ES

ECB U gt rh e fi] B0 —Fh . ECB A, WASCOrH 58 S0 R —— X LAY ¢
Z, Ft, MRHSCHAAES AR RSO, WX SEE SO 4 R AR B e D H R A
SO XMk, REWE—TE, $ol IAEH XA BN EZA S, HFalLibit
HEREFRWFFR, FHitk ECB # AR AE—E WP .

"433 % ECBEXHH

ECB &=, SIS0 AR A s AT s A, (HX 2 — MR AR5 5.

fRanfFErE E3h i di & Mallory, MRESSBURE SO HBINT . SHENCE X SGETTREERT,
H T 30 4 U 5038 1, PRLMOAE O 99 B SO A OB 2 g i i . st ide, &
Mallory ZTEMWIFHEHMAEBIRMAL . X MR F, Hl#& Mallory AT EREER, BA
o LA S F R, M R ERGER A 4LE R T AR RS (BRI SCRORE ) BEaT LT o

WAVPRE — T BRAB . BRI BE 128 HAF (16 717 ), FRMRAT S WA R EdE th
AR 3 A~r 2l

SR 1 = AR T IK S
43 2 = WGR A WIARTTIK 5
e 3 = K&

BATEW RN MR RS , S B v 48 22 10 8 BTN 1 Ik P 5 4% B N Y ik
P, BARSEDE, FRATATLAEBRBIVE— “M A-5374 1K P ) B-6671 T 550K 1 /20" ROFEIk
WoREAE, H 16 #thBERRIT .,

HASCAM4H 1 =41 2D 35 33 37 34 20 20 20 20 20 20 20 20 20 20 ( fiI&# A A-5374)
AHSCAT4H 2 =42 2D 36 36 37 31 20 20 20 20 20 20 20 20 20 20 (Y& A : B-6671)
BHSC43413 =31 30 30 30 30 30 30 30 30 20 20 20 20 20 20 20 ( ¥ W4 %i: 100000000 )

T EFRA T BB A ECB B TN, W5 iR 2 A SO A

LS4 1 =59 7D DE CC EF EC BA 9B BF 83 99 CF 60 D2 59 B9 ( fiJikA: 222?)
W44 2 =DF 49 2A 1C 14 BE 18 B6 53 1F 38 BD 5A A9 D7 D7 (Y A: ?2227?)
W44 3 =CD AF D5 9E 39 FE FD 6D 64 8B CC CB 52 56 8D 79 (4K 4%i. 2222)
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Tk, Wdi# Mallory %5 04040 1 1 2 B ST XL

WV4rH 1 =DF 49 2A 1C 14 8E 18 B6 53 1F 38 BD 5A A9 D7 D7 (A ?2222)
W42 =59 7D DE CC EF EC BA 9B BF 83 99 CF 60 D2 59 B9 (UL A: 222?)
W4 43 =CD AF DS 9E 39 FE FD 6D 64 8B CC CB 52 56 8D 79 (#MK4Hi. 2222)

Mallory H2 X T8 304 1 2 BB, FHEA REBGREN ., MRt k(s B %
Ji, e Xk
BHSC4r#H 1 =42 2D 36 36 37 31 20 20 20 20 20 20 20 20 20 20 ( fifzA: B-6671)

BASCAY4 2 =41 2D 35 33 37 34 20 20 20 20 20 20 20 20 20 20 (YA : A-5374)
BASCAY413 =31 30 30 30 30 30 30 30 30 20 20 20 20 20 20 20 ( ¥4 %i. 100000000 )

JEASTE R P B2 N A-5374 T F 0] B-6671 K 6K 1 4250, BAEEIZERL T M B-6671 K 7
0] A-5374 T P #EK 1 4200, EeMR) B XAEFRATAT LA, ECB &R — K554,
AT AEAE R U L TR 3L

WIAIRNTE T —% 3 DaEHBH 2 ARG, MXeEZPI0H, XHENTF
AT LGB A . 78 ECB s, HEBXHMTERES SOl b f TR, AHRL Y B SCor a2 gt
e, Hehh, Mallory FTREMUPIAA{CRR T8R4, fln, AnSRfs &g SCoraa iR, DUIAH R i 8 30540
WARBMIER, RSO TR, WARN SO A SR

Mallory %t SCAT BT B R, ATLLEESE 8 ZENAME S AIERSAM k. R, aniRfd
FHFR ECB Z A M=, Af4 bR B A—FF iRt B AS AT RE S LAY .

ARG RRREHHEE Mallory, TARMEEMHENRGEHNOSIHRMAECBE
REFTINES, BXWT, iR
BX4MA1=1D C1 6A 10 8D 52 2E 04 01 D4 B5 53 47 D6 E0 37 ([P 1 8B )

WX 2=AA DE F1 DF 96 79 8D 22 4F 65 B8 49 9E 11 3E 0D (BP180%)
WX4ME3=8E DO E3 40 91 6C E7 75 E2 8E 83 BE 29 E8 3D 56 (AP 2898 )
TXAEA4=1E 96 43 46 CO 71 91 74 F4 97 D9 5E 1B 02 68 F7 (Mr280%)
BXH 6 =42 35 8D D8 A2 CF 86 99 5B Bif' Al 26 9C A7 59 06 (Mf3MEHR)
X6 =65 27 28 03 55 CO BA 7A 8C CF C6 99 95 FB 12 58 (AA3MOL)

MBERXMTENRGHTHRE, NZOAREXM N0 HER?



82 | F4E HEBTLHER

_s"4.4 CBC 5

PRI A0 o H BB/ CBC Bix, CBC B KAl — 1% 04 5 2 i
B SCOr AL N IR SR REA TN 1, SRR AT AR SR ECB B 55 5

"441 f+4R2 CBC##st

CBC &3y 2F5& Cipher Block Chaining i: ( BX AR ), ZArAix~4F,
SRR S0 RAR B AR — R L A2 Y

£ CBCHEXH, BaXRMRANTASH — I EXHSA#HITXORER, ARBHITME
(1 4-3),

CBCRA 0
B A1 B 44H2 X A3 PXAE | 8K
4 l 4 ) 4
EBxo:a | EaXOR XOR 69XOR
h 4 A A 4
Cme ) | Cow ) | Cow ) | (m& )
-w = v. _____________ | y | 1 ----------- ;
DIADT I Sl 5 & T 542 B3 EXHE4 | EX
CBCHE toiR
tsamv— | mxsEr BX 52 B A3 wxHEs || BX

E 4-3 CBC#z (EXoAEEEER )
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R — N B R Ay B sk, AT AT IR 2 5 bbbt ECB #0R1 CBC £k
X ([ 4-4 ), ECB #=C Hkd7 Thnd, 1 CBC #R=NAEIN % Z At T T —1K XOR,

ECBHR= CBCHER

B4 B35 4H

s
XA b B A

METEXMARMEEREN, Eit
WHIRACBC ( TR ) BX

4-4 ECB#3(5 CBC #XHILLE

T442 PEKEE

NS — NSO, B TAE “Al— NS, R ESEAES M RIER
— AR AR P ORACE R — N S, X R AR D #1%E4E B & ( Initialization
Vector ), BH4EE M IV, —FEUL, Ut E2BEL 4 — A B AR5 R AP LG
dni @

# CBC Rt , RNBESANTHBERR— SO E, EXHOERT, BHEE
E 405 D BB ERNL R



84 | #az HEBEMER

$4.43 CBCHERM4ES

A EZ R —ESS “Ai— 4" #17 xoR B, HIKRMEA T4 1
2 MERAHSERT, 23004 1M 2 AW —E 2. X3k, ECB &R HEFEAE CBC
BEPEAELE T .

Tk E4E —F CBC B, 7 CBC A, IRATITELBMIT— 1 [H]
IR SO BEAT NS . fildn, AnSREA g A4 3, WIBEADTFEEFHICHH 1, 2, 3 417,

FANIHRXER CBC A MM F IR . AR CBC #N% % 4 A — 4R
T (Bl TR A S B SO M E A A T MRS ), X RS, REH Ak
A KA, MR Z Ref 2 DA Z 8RR Em (F 4-5),

MEERAN D AHBXHTRER AR (CBCERR)

wxsmr| [ mxsds
12 ifeipm t |t il

..............................................................................................

migterm | | | R yEs
IV ; R

E 4-5 CBC #E:AMBHEBX S EBAE, %M 2 MEXHSE

i CBC B & S04 A — L8 U AR 1 (AN T30 {5 85 0% 5 S8 W B R L8 b
%), MBABLRIEE RBR T 1 ke, e SEE SO AMKEREAZ, HWEBH KRS
i, XE—k, B HRFANLE Z R R SO sl 2 AR T (1 4-6 ).

"4.4.4 3t CBC#RAMKE

(B 3= shTiti # Mallory B9 H =i i B 20U E SORBRIH S IS B9PH 3C. ISR Mallory HEGEXS
PIfR A ) B b A R R T SR (B 1280 o, o A8 1), TIBASCA (fi iR 15 B
WASCOME ) AR Y HeRr L U e . X R FINTE CBC B B2, B— Ui



44 CBCHX

Fiw G e & i#4T xorR 28 (& 4-7 ),

MNEP1TPEX S EPFEEFREABGHTRBN NS (CBCRR )

yxamr |  [wxams|  [exama|
Pwsennl|  [[Ensewel|  [IEeGewel|
A '

............................................................

>€aXOR

Vs LR Cwscnms || [mxsma | e gy
v Uil | [lsaseawel| T [Tawserei|

B 4-6 CBCRAPEXSFHFERKHLLSR, ZRNAERAXSEBEZEIRN

BT RAG 1k ) B AT LA R SR BA X M A T R R T ( CBCARSE )
tEd R %

mﬁ%mg. | BICSMA2 B4 AL

EE AR I
B 4-7 3 CBC AWM T ( MEH mEH bR RE )

|

85



86 | ®aE HEZTHHER

XAE, Mallory AT LAXT o)A b BEET TG, (AR AR X 3o 4 ok A7 [T RE ) e AR
WIRMET o Bhn, Wik Mallory #4595 SC/r40 1| IO LUREAT 1 RA%, TIBA ST 2 AR
[ ARt 2B S, SRR 1 R A0 A8 A 202 X i 285 B B S04 1 rR i 280 Lh e s T
g, R SO 1 Mallory AT R I Rr e HOAR A A 28 A AR PRI HE R

YAk, A 8 EE AR AT BONIERS, A RERS I RO A A e

"445 EFEETHEH

1HFE 4R R ( Padding Oracle Attack ) J&—Ff H1 /41 %05 b B 5058 3B 0 sk A7 B 19 7
o TEATHEN T, MUSCREA N K E AN, FEAERG 1 rdhEE R
WS — AR, EEERAEEE, EESRE R —BRE L, BRI ER AR
WA MBI T VPSR B FENCGE (R4 ) FE L BRI R 2R Pl — P HREE, I
o i X — R T B T LAIRAS — 3 5 SO IR B X —Tuli A O0FAUR T CBC £
3, Wi T A T B T oA aR. 2014 X% SSL 3.0 i i FE K2 E) POODLE K
bR bl — R AR G (14.4.3 97 ), ERIEXAIEGE . FEXE SGETIAE, BffX
B SRR h B i i % R LB SO A AT R T AR R

(446 IMBUEE(IV)HTRE

WA & (TV ) D625 FHAS o] B A BEALE . SR 1ATFE SSL/TLS 1Y TLS 1.0 fitA fhil
IV A AN o] B BRI, TR 11—k CBC B I i 5 q — 1524 T By
i E R AT ) TLS 11 L ERIREAS Rk T 040 B M55 IV ( RFC5246 6.2.3.2 ).
KTV, RATEAES 12 BrhaE Tk,

®4.4.7 CBC #&sthy Rz B L

R BN L B fF UM Z — SSL/TLS, Bl CBC BACR i S [E ML tERY, WnfE
FH CBC #isX = DES #J 3DES_EDE CBC LA CBC #:\ 256 H4F AES ) AES_256_CBC %%,

U7 7 CBC R MM, Alice 18Hh 7 —F%0 CBC BAMBIMAT, 0 4-8, ZHER
B ERHIRER?

(@ Moeller, B., Security of CBC Ciphersuites in SSL/TLS: Problems and Countermeasures: http://www.openssl.
org/~bodo/tls-cbc.txt



44 CBC =

Alicefrig B {ACBCER BB EHAMRR?

B304 B 43402 B3 414A3

aivil S > 20 BXHE2 BXHA3 mxams | Ex
B 4-8 Alice iZ#8#1{7 CBC #3{
E#: CTS &R

SRR IR —FpE 0 4E CTS 43K ( Cipher Text Stealing # = ), HEHEZWD, 4
BXKEFERITEKERERN, BE— 10 4EREEH#HTER, CTSEIAZFHAREE—15
HAFT — T EX AR RHATETN, EEEFECBERAUR CBCEABRESFEH, RiEx

BE—1"HENEEIRFAE, CTSEXF/LIHMARAAZEE ( CBC-CS1. CBC-CS2. CBC-CS3 ),
& 4-C1 #0E 4-C2 R =882 CBC-CS3,

WX HE o | P mxmER FXA4  [pop| P BXMKE
N-1 ( REDBRKE ) N‘IT ( RNRSHKRE )
L 4 ¥ —— i
:f\ =
“OR

GO

=7

HE

BXHH
N-2

-
- -
- -

-
- -
-

“\
E: A & Ny 1” E. %’?Im;ﬁ% \i‘ - »
m%%ggffféa R a (REHERE) “ve---”

BE4-C1 CTS#EXmymEdiE B 4-C2 CTS &£ ELE

87



88 | Zam HEmEmEER

B 4-C1 R CTSRANMNELIE, Hep, ZREBRTEXTHEHBRART —THE, X2EF
ABMNBER "BXHEN-1" NBEH—5 (E4-C1 ey X5 ) BE "BBXIEN" 8
HEAZR, EXBoHFAHAERLNT D,

TEFASEUEIFTETEEHRE, HLAERBEA-C2HTERITUBRET. BA
BINAERET "BXFEAN-1", RaSEINRNEANLESFIIX 7,

Gu" 45 CFB &%

“451 {t4R CFB#&Est

CFB #& ()4 F5/& Cipher FeedBack # = ( B X RIR#ER ). 7£ CFB =\, Aj—% 4>
o pik B S E LM AN PR, X BRI E AW EE.

crRMgsteybO®?
X BX X WX | gy
481 542 483 544 | |

AR
Y%
CFBEE tofR %
X X X WX | lgx
5481 53482 #1483 sea | |
......... [ Y. SN J.
-0 Dor i)~ ;
{ FRME ) (FRMBE ) | FRBE ) TERE )
A AXOR 1 AXOR AXOR
........................................................... 1).,..,_._."‘, R —
T [ Ex #X BX BX | imy
\Y L 4r4H2 4483 SH44

_________________________________________________________________________________________________

B 4-9 CFB#&:X ( FXREER )



45 CFB#= | 89

£ ECB #:0f1 CBC #irh, BASC/reHE0 R E I BB AT R, SRif7, 7F CFB A
W, BASCA A IR A i i B R Ok BT TN .

ME 4-9 FTLAFE Y, SN SO Z R A 2t “nE” X —4 3. #F CFB #i:{
H, BSOSO 2 8] A —A XOR.

ATH¥ CBC 80 5 CFB AN tb—F, sl IR E HPHERT (F4-10). 7F CBC %
A, B O 2 84 XxoR M E LM AR, Mife CFB &N, B 41
W ST Z [E ) A XOR.

CBC#ER CFB#ER
B 4E BASC 4r4H
e '
FH— ‘4\ = T R 9
BX R YOR B OR
piliE
Y
BXHHE B

B 4-10 CBC #&:\5 CFB &Rz aIxftt

“452 EkEE

TEA S — SO R, R TAFERT— M A e, Rt E AR mE (1v)
HFAUE, X — 2 f CBC B RAHRI . — ok, TN 17FHFZEATUINER AN — DA L
HAF P8 TR dn fl i B

"453 CFBH#5H%H

(G B 4-9 WiFie A KA 5 3, HA CFB A S5 M SIRATLE 3.4 WA Ik HE%
WA RAR R AR . —IRPER AR @R 3 5 “HEHLILREFS" E1T XOR Iz R A AL
“ECT B, T CFB BN RSO 5 R R T T XOoR s ROk
CHESCME” . FEd XOR FATINEX — R L, PIE AR ALY

fE CFB KLU, S STA B0 AR S T — PR B A P B BEAL LR P91 i T Rk
AR, PR EIERRENLE (PRI 12 5), itk CFB BUAT] BER—IK T
WRSAIREE B8 B L A TR AR



90 | #4E HETHHER

CFB #EXH th B A 5 B A i) USR5 U R I B $AIR ( key stream ), 7k CFB BiUrh, %
L UAE 24 T R A il B U A DO BE AL BSCAE A, T 00 e A i) B R >4 T O B AL 0 A s 1
. R TOBENLECE AR T, FRAPRAESS 12 SRR,

fE CFB BiAr, WSCHOE AT ARG HEARF I, 3R Ta] LI CPB B F 1R —F{ER
AT EIRMERL NI

" 454 CFBHEXHES

CFB # %S 52 WA 4-9. CFB BT, 758 iF B0 % 5 B iR 1
TrinasdE, RO E N R E R A R

455 3t CFB X MIE

X CFB A= n] DAL i E A I i ( replay attack ).

4 —K, Alice [ Bob Kk T — &M E, XAHLHINHEXHAAR. Fahh#H
Mallory #iZ i 8 PG 3 PECHARIE T Tk, 5K, Alice 3 [H Bob &% T WA 4
AN (FATMBGE Alice i THIFEI A4 ). Mallory FHIE KERAF T 3RAY 3 AN SO 4L 4
RKEEZEWIG 3 18 ST TR,

FH&, 24 Bob fiR#Ht, 4 ek RAS | AT RIS SOER RO S0, 52 Al
B, 3 ASAE 4 4R R T #E Mallory B4 i 9 78 (i R IE R & B SCN % ) ()
4-11 ), Mallory BA BEMEEES, 0 AR K AT A SCIR AT Be SO, I3 2 404t 4 3
R TE (AR, A AT T A AL WE?  Bob SR TCIE MU I R SRR AR,
FE IS 8 FH A AT BOAERS

ERABEX A s PARTRYBA ST 4B DARTHYBA X 4R
X BX X BX | gx
441 WD 4483 sEa |
) a 4 1\

AAAAAAAAA

A
\%

B 4-11 X} CFB #{TEMIE



46 OFB#ER | 91

E7 CFBERMRER (B 4-9), Alice =47 FHMNEEX,

RNELTHER CFB R, (FHEE 'CFBREINNE" REE, WXHENBIHA
ZERAREE B X—$W BELEEISANE XA ESHBISAMN, Thit
LXBRBEIEE "NE" R’

BIRBE—T Alice HEE[0]IE,

_."4.6 OFB =

461 {42 OFB st

OFB &= 311 F7 /& Output-Feedback 1 ( #iitH RIR4&E ). 7E OFB iU, BRI
B E RO E M E AT (& 4-12),

OFB F o If A Ji il ok B 69 T o W SCE S TN 0y, i 2adable “BASCor e 1 %y
LM " I T XOR KA SO W, TEIX— 4 F OFB &N CFB AR H AL

OFBER K INE

i e e e e

B3 B 3C A 3C BA 5L BA S
434R1 4y4H2 434A3 4144

A v  J \
Wi D o e

“VXOR \VxoR \x0R FX0R

v L ] L ] wL

ZX & & X | mx
5Y4E1 INTD) 443 55484

B 4-12 OFB &= ( #iH RIGFER )



92 | #Ha4E HEBHEER

OFBER MR

461k o) & kS hoE nE nE
(IV) (FRWE ) TRRE ) (FRME ) (FRWE )

B 3T B 3L 8 3C B 3L

4541 4482 4543 sy | BX
A A A

D War D s
NPXOR NYXOR NOXOR T/XOR
3 B o

ST 422 43 ads || EX

E4-12 OFB & (R ) (&)

Y462 WALEE

M CBC#=, CFB A —#f, OFB#A P hFHEMHMBHUEE (1V ). —HkBL, AT
TR TBRINER AR — AR R BEVL LS 5 FHERIT AL ) &

1463 CFB#5 OFB XL

OFB #:A1 CFB = KA (U E TR 5L rH A

CFB#:\h, FEHEA LM ARI— 800, Wl s O iR SEE %D,
FMEA T BRI X047

FEXTH, OFB ARUr, RS A AR S Rk AT — 1, iR 2 14
wHEE, FRA T “EHReET X7

SR —~ 2l i kXt CFB AU OFB BT — 3 tk, #AlLMRES B HENZ
A2 5 (B 4-13 ),



47 CTR#E= | 93

CFB#&= OFBH&E=R
BE S5 4H B 3o
BRER S Y R EE 2 Y
:’J % ﬁﬁ%ﬂ/\fi \ :E%HUEL r\
[l > -
\/XOR \JXOR
\L \ /
BX X4
T— 4R H0 % B i 04 Ik T EIE R A IR
ML ABERENBGEEZNRA, N0 BE K R EI B E AR,
HL AR ACFB (%X ik ) E it EFRAOFB ( fmt &R )

F 4-13 CFB#:X\5 OFB &zt

1T CFB A 0 2 SO AT RO, PR Il S — A BRSO 2R T R 2 0 41 5
%, WHLRBICHERE I SCor 4 1T Sext S0 2 AT NG

FIXF M, 7E OFB =, XOR i B LLAF P51 (BB ) 7T LA el ad S 8k A
RSO TG, HER TR i B s AR AT, WAESEPr AR SCAE il SO R, altoe &
ATEHNHEHFRT, HERU S EHRMEIT XORBATLL T . M AES SFH LA,
XOR B H M A ZAEH R . XU RE R E AR AT & i B PTRat ] LB 52 s . 1 4
RESRE, A S AR EFIETT XOR 125 ROBRAYER Al LIFFATHY

_="47 CTR#=R

CTR #R )22 CounTeR i (T ). CTR X2 —Fhil & Ik R Ayt
SR TINE SR E N FARBRE (& 4-14),

CTR #irf, EAN A B — B K BB EER , I8 ok XRG4 7 8 ke 2 i 5
Mo iR, FRZH %S0 R AR TS IS 2R LR P31, SIS0 kT XOR i
135 .



94

BA4E HEBHNRN

CTREZRMINE
¥ TT¥ss s e
CTR CTR+1 CTR+2 CTR+3
e ik o e

XOR

CTREXHNEE
e #se T¥#se it#28
CTR CTR+1 CTR+2 CTR+3
p)ik ho# & hngg
(FEmE) [ FERE ) (FRME) ( FERE)
BASC BE 3L B3 B
434H1 44A2 A3 43484

B 4-14 CTR#&E (iTH=84&K )



47 CTR#=® | 95

Y471 EEMERTTE

UM FERER AR — D ARINE (nonce ) SRAE AR BIWIIR{E. 04 KRN 128 H
5 (16 519 ) B, HHEEREIRIER{E AT RERAR T i X AERIIE 3.

66 1F 98 CD 37 A3 8B 4B 00 00 00 00 00 00 00 01
| nonce B e — |

HAH] 8 4744 nonce, XAMEEGRIMER LAEEAFK. 58 MFEITHTHFS,
AR R 2B RN . FEMERE R, AR ES R T2k,

66 1F 98 CD 37 A3 8B 4B 00 00 00 00 00 00 00 01  HASCAMH 1 ATHERES (FU4R1H)
66 1F 98 CD 37 A3 8B 4B 00 00 00 00 00 00 00 02  HASCAM4H 2 HITTHELRR
66 1F 98 CD 37 A3 8B 4B 00 00 00 00 00 00 00 03  BHIC4r4H 3 MIiHELEs
66 1F 98 CD 37 A3 8B 4B 00 00 00 00 00 00 00 04  HYSCAM4 4 HYTTELAR

S BR bR AE IR, T DMBIE S G R EE AR T O R AR, B
AN PO RO T 0 IS B A M R R R A, ek R, SRRk R R A
P SRR A UL HE S 191

Y472 OFB#35 CTR &Rzttt

CTR #=0M1 OFB Bi—#E, #PB TIH&EW. WERITERAHmF SREL kK, KA
OFB #5501 CTR #:2 [A] (925 78 AR A 5 B Ay ([E 4-15 ). OFB #EA2H hn s i far i S it
FE A, T CTR B REHEEs B ER A

OFB#E= CTREER
nEFT—T24E ANBET—TH4E
Frd eI R iR BASC4r4R xitdag T R0 BASC 4 A
ZHR :
e =K\XOR ‘E%%g
v
X4

M 4-15 OFB #:5 CTR &Itk

"473 CTRERMEA
CTR BRI R T 52 AR ZEH (7 4-14), FULAERFSCH FIRE 5. X



96 | ¥4E HUEBEMES

— R IR A i B ) OF B R0 —FEY
seoh, CTR B AT LALIE FEUY Xt o LR 7 s A s, R0 A o 2 A fe o ik s 22 T 5
B “THEEE" BUMERT LA nonce FIAMARFS HAEITR K., X—MEFRE OFB BT AR &1,
RESE LUME B FAL 5020, SUERA R SCBUR TR ATt RS ™, CTR
Ry B AR H RN

T474 #ERESMEM

RSP m, CTR #H At E&M OFB A XAZHM M. ik CTR =A% X
HPA - HRFg R EE T, WEE RSO H PR SZ N RS i i, X—HiRA S
K.

5, £ CTR 80P, FEohBGhE#E Mallory W] LIGE i 5% S04 iR A S8 g, 5l
iR Ji B SC PP AR AR B A B o X — 555 05 F OF B AR A A9

Ait CTR L H & —~ 1 OFB B E A AR, 7 OFB B, QiR AT EH A — 15
L AT I I LA SR TS A0 AT R AR A, AKX — 44 22 5 B T BH A s 2 AR ] —(EL I AN
Wikt 5 . 78 CTR A H A FEAE X —[A] 8,

£4. GOM it

£ CTR 29T F12h0 “TAE" DhEERZFRA GCM 423X ( Galois/Counter Mode ),
X—BAEBAE CTR R ERFEXNENERATAMENGES, AAE "BXETRLEE
MBS RAEM" . BITX—E, BEENBEFLEHENT L, BMNbEZRIE "X&
BXRMWEN". XTF GCM BEXNFEARNBRIVEGES 8 EPHE,

Ju" 4.8 HMiZ{ERAERE

ENELN4 T ECB, CBC, CFB, OFB fil CTR %45, FmiFRf1xfx e a4 4 i
— T % 4-1 (B ERE) WRESZT (W% )" [Schneier, 1996] — I % .

D o SRR AR Tk AR AE 2000 51 A Bik, RE-b%FiE ——ifFiE



49 F&E)E | 97
F® 41 SAFBEALRE
B &R A T e PR #it
ECB |Electronic | & s PPN P MEEHI S RBRER X P TRLE A
= | CodeBook |e 1RiE o BITMBR. BHRE 4T AR B T
BFELE |« XFFTHE (NZ. BF) | BE
E M BEEFEFERNT NHETREN,
M EEHE
* REEIMEN G
CBC | Cipher Block | » BIXHEEHIIIF S RBET | N E S X LB RIEFN B HTREN, | CRYPTREC #3#;
3t | Chaining X F—NAENSIEEMRE— M ENE |( THEREE) #
BEXNEE | XF/FHTTE ({UBE ) NS HE b
R s EBMEBEETEEZ XA s MERXFFFHFTITE
CFB | Cipher- s REEIEF ( padding ) s MFBEAXHHTITE CRYPTREC #%#
== | FeedBack | XHHMTHE (NRE) o NESFLEERFNZT HTREN, $
BXRIFE | EBMBEREXHE — P EASBEFURGE— S ENER
= tEiF e HisE
o THREMME MG
OFB | Output- s AHEEFE (padding ) o FEFHAITE CRYPTREC ##
3 |FeedBack | TIBEMITNE. BEMNES | THHEREB XS AP HFE L L,
BHRBEE |« %, BREFEHEREH X HPEN NNt R
X N EEFEERLEFNEX
HTMEN, LEHEXPHE
MELEES R
CTR | CounTeR e NEEHET ( padding ) FHRHFEREF X EPNEL LN, | CRYPTREC #%;
B | TR | TEAHITNE. BEMNES | BBXSHPHEN M LEFthE R (LH®EE) 1#
o 0% . BEFEBIERAEM F
HNESFUBRIEBFNEX
HITHREHN, AHEXTHE
MM S
o XFHMTE (HE. BE)

B, FEREMERGMHERLN 3 ANFRAERMTANSS ., WRESICHEMEN
AR, SRS AL I P AR MR S, kR TE R BB T o

¢ LB )" ( Practical Cryptography ) [Schneier, 2003] — 35 Fh#fE#E(# F CBC #zUFI CTR
£, 1M ( CRYPTREC %% ¥. )[CRYPTREC] *l|#E##{di F§ CBC. CFB. OFB il CTR £z,

lg'4£’ AENE

AR T HE R,

@ B (2016 %6 A) HxrbAFLiFR, —iFkid



98 | #4FE HUEBDMER

SRR R R RAR 2, R AR B XS 2R T i P 7 fl
FIT B, 5 DL e R B ST R G WU 3 S s, Tk AR A 448 SR A 24
i H T et 21 ECB .

[FRE— S5k, RAE R AR AT LR, 2 M ATk TR, S FECEAE o a vk
REFIREAR, A I R SR PRI X S s Bt b A TiE .

TolstED, BEERNBAHEO, FENFHE x,

(1) 7 ECB 8RB, ABTHENBXHE, —CLRBHHNAERNETHE,
(2) £ CBC XM B, WREXHE 3 FIR, NHXHE 5 LT EERBREN,
(3) 7 CFB R MMBE D, Rl LU hEFLEINE i

(4) £ OFB BRMMB D, HABWE LA S LFRHTHENT R,

o410 PMNEMHER

NI 1 ER: 5T — (4.2.17%)
128 LEAF%ETF 16 £,
EH 1 2HEF oA, EHBLEERSRTUEH TS (128-8=16), HikE
128 LA OB KRS, AES TR 16 SHMBIHTING, HEMR 16 FHMHX.

NS 2 ER: X ECB RARIE (4337)

FERZHIMEFE, TOREP—MF,
BEXDE2, 4. 6 B BABEXHHE1. 3. S HTEE,

EX44H 1=1D C1 6A 10 8D 52 2E 04 01 D4 B5 53 47 D6 E0 37 (HFP 18948F)
=
ﬁmﬁ%ﬁﬁiﬁZ:w Cl 6A 10 8D 52 2E 04 01 D4 B5 53 47 D6 E0 37 (HEFP,1HO%)

BX 443 =8E DO E3 40 91 6C E7 75 E2 8E 83 BE 29 E8 3D 56 (B 2H48#H)

(
N4 4 =8E DO E3 40 91 6C E7 75 E2 8E 83 BE 29 E8 3D 56 (ffP280%)
BN 5=4A 35 8D D8 A2 CF 86 99 5B Bl Al 26 9C A7 59 06 (AP 3HEBRR)
B& WX 4H6=4A 35 8D D8 A2 CF 86 99 5B Bl Al 26 9C A7 59 06 (MHFP3H0%)

i, AP 1. 2. SHOSHAMMNNEREET, IHEO0SXHRA ECB EANBFR
IEMMER. ETX, RERNMEAFPE, RTMUNREESEZAFNSHHTERT,



410 WBHEE | 99

—MkiR, BPEERIEOSESHN, BERNIUEY, IMMENRENREMR
FERD,

INUEE 3 ER: CBC EXMMRLEE (442%)
£ CBC &N, RMNRBKzERERGMGLEE, T2, SAR—EAXNE—HX#H
fTmZe, FFFINEX—ESBRN.
Flan, ZEFEFEER-BALETRHERNEN, TR, THRFELTHRERD, o
TAHBTE . XHRFXFEEANE XM, BEROEXREREINEAXHE -8,
WRESRNBHEXTMNGLOBNE, BANERBR—FHANE—BAXHTNR,
hE DI RS RPRS B VB SCER B R

NSS4 BER: {7 CBC &R (447 %)

Alice #9iX M8, LH LS ECBEXRERFMN,

CBCHERPEN “BI—TEXHA" 5 "BHXHE" #1T X0R, T Alice 89#E= ( & 4-8)
bR "B—MEXHE 5 HEBENAER" #{T X0R,

£ Alice 9\, BT yE#ET THNITE,

(1) Figfkra & @ BBX A 1
(2 BmXHE1 QEXNE2
@) BXH2 DEXHE3
Q) BXDEI DEBEXAHA

(M ~@) OHEER, SEBENBXSE 1 ~4 BOEBREERTIEERENGREHE
M, iR, XTEAF ECB BARFRH,
Alice S CBC BATESSH LR, (BAI RSS2 AR PR,

NS 5 SR CFB & pimeE (455%)

BT, € CFBEXMNNET, BX/ESTX Az EFXBENBEX TSR, BRANEFAE
— N XOR ZENS B, AXE, XOR Ll AL THAEBTNENEE,

INRAG A A SHEHLLE 4 F 5 #4T XOR, MIBTINERREMINE XS4, CFBER
i A AR EE, L EMEMREMSHEX A EITT XOR EHEMNFEHH LR
318



100 | #ad HEDHEOER

INTISE 6 BB SR R MERENIR (4.9%)

O (1) £ ECB #ERANMZD, AFHERNENXHE, —ESHERRAATIERBRE X H,

x (2) 7 CBC X WME D, WRHXHE 3 HIR, NHXHE 5 BT EEHBRBMN,
BXAE 3 RIFE SRBXHE 370 4 TAME, BHXHE 6 RARBEERE,

O (3) £ CFB X mynzt, ol AN X A P [EFEINE.
EH, MRTRHEAM CFB =, ﬁﬁEiﬁﬁﬁ OFB #= 5 CTR #8035, ST LMK
EPlé]m‘*m%a

O (4) 7 OFB MR MM, HHARTF %A 55 STRHIT 1 RABHRIE,
EH, % CFB &=, OFB MR CTRER P, HEABREARARERBARY,
i, TRENHELRE, SARREERSRTHHRIBR0BIE (BHBE )



z 5=

YN GEART

1ASANE, ATRATARRE




102 | 5% QPEED

_="5.1 MAFNENERRE

TENFAPESZAT, ARV AW, S F AR XA

B, ORI FYE T N5, BAREMIRIMGIRL, BAT RO AF AR RH T KA
JEar e, A PRLRTCEIT I

HEAAMET, B AERATLOCHFYE, BHFPE—BH0CH, HEARMELEIT.
FITFEYMaT S AR, A RE T,

EUFRATATLAGE, MR XATFUENESR, mPNETAFmERNEA.

="52 FEFINAE

A PR S AP

EXTRRE I, T IS AR S AR, P aim ik B . TR
()AL L L A SR, X — RV B AR (LA, A S AN A, U TS ik
HECE A TS, R TR IR RE . T LA B R W2 T b A
i)

A, AR SRR — TR RV, SRS TR TR 2N B o T S o A phe 2 U
SR, B, AT R — R I A S8 ——RSA.

_«"53 BYREAE

"5.3.1 {tARTHEXEE

FEBL S R i TR, AT —E &BF|BSAREE B ( key distribution problem ),
R — IR T BEREAR XA AT A KA, (HiX A [l SR RAMEMRA 15 B .

Alice BiJLEAEM AR T Bob, BZEMARSZS Bob & —HHHEMF, i AR LERALE B4~
7, HIt Alice Y X FRELIITING , XHEEMERGIVTH Eve GIVr 2@ {F NS ML A [)E,

Alice ¥¢HEF N BTN, AR T 830, P4 RARE REN 0 % U HR{E & % 4% Bob 5
AL TWE? 1T, BEXEE Bob BTG SGHTAER N . B X PRSI TS, Sl

O nAFmEe RS ETAMRA “LNA”, mAeMF LW EEAY “LN",
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HRINERAHE R EHA T D, RAERREZHHEIEL Bob, Bob AEEBTERMBE .

R4, ¥ SCMBEAEGE S BRI &K 45 Bob AT ARFTWE? tARFT. Q01 5 SO 40 #fam 1 R
k%, MEREBSHEGTWNH Eve GTIVTE], XEE—3K, RIS SCRZE M Eve sEAEBR
Bob —HEERMUE LI E BRI SCMAA T, iR, MREANEZERH, T Eve thElE
TRAEE (F5-1).

H ) ‘;‘é:%

v -G
l é i
x| > @x

sK T
B

y \e

Zwx |
v

HE

Eve

CLED

5-1 WMRREFH, WHTE Eve LB TAME ( EHABEREE )
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AR WIRGTTHE Eve BRI HUEE R R A BB, 84 RIMESE) T % 30
TR TR, AR, BRI LA N ATER M, Kkt %2 ( security
by obscurity ) JEIEF TERIT,

Alice JEF|—ZE8 /8 . RARLFHE, 0¥ Bob TS, RLBHIE, HHTH Eve th
LIRS T, BB ERE, BXREERE, R R FRa i i) % % 5,

R AL IR 7 A5 LA LR

® it F TR R A R

® S LR A L O SR AR R

® iffi i Diffie-Hellman % 0 Ak fiff ok
® oL YR R R

AT LT R E — AT U

1532 EEERETARMR

P BHTC 3% [ R A (A7 L — Rtk ik, iR F L & S B PICA M T, KRR
FIMESE R . DORT LA —Fp R AT 48R B

FASLE R REAR, (HE —E W RFR .

e, EAEEEEEY, MTEEH R SUSEHACA X . MR R A F] HLARE
N RS, EREEEEHITERIENES, REGEHREEAE R P RA st Ll T,
SR, ZOR A LA i A8 25— F LR WO KIFE I _E A A A SRR 5 R . SR R MR 1R 25 =
Kk, WHHATTRESW BT, BIMEFAME A Z S, FEATENRA S R T e Se ) A B,

Ak, B RES s Bl S s el , HEANBURZ SN T, 5 2 R st 2
AR, EEEEAE T RS, i, —ANAETE 1000 44 B O LEEAMOE S T N (G, Bk 1000
& 5y T —44 By T#RAT LARIER A © 22400 999 4% 5t T, WA~ Ak s 22 999 My
e, WELRVL, A E IR R B AR N

1000 x 999 + 2=499500

A RITEA I 49 T7 9500 MEH Y, XSERAMSL, Wik, S Eg A, M
WRIRAT — 5 1 JR PR

DO 4 F 2 A 1000 x 999, M4A&F HitH “I Alice ) Bob #9i8415" # “I\ Bob #| Alice #8427, HNE
BBRVL 2,
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'533 EETHSEARLKMER

WMEA S 5% GO N EFAILZHH, WEHANBESEHRER, EXFENE
MF, RATAT LIS FHZEEA S B A0 ( Key Distribution Center, KDC ) 3 fif o5 8 it 2% ()73,

Yl BT INFEGER, BHMR D OSSR RFEESH, B0 RBEMEHS B L
FAIEEHHATLLT .

fEAFY, RAERE -8R YEHASE P ORITEN. XEHTENPA M EERE, H
HRAE T Alice 955 . Bob BIHHH - B TRHHH. R Ul, RAFH 1000 £ 5
T, MBa%dERFF st 20747 1000 154,

MAH R TABR, SFHMEHOSHIER TAR—HNES, FREEREE S,
B0 T S7E ABRE BSR4 B O A9 B E SR E %, siARSTBC TR IE—#%

XAE—k, BHME O EIEA T RTA R TREE, mEA R TIEA A C B .

A4, BUFE Alice F517) Bob A ik MaFpfat, i 2t Tl PR,

(1) Alice [a %8053 Br o0& A 5 Bob #H T3l {5 BYHK

(2) FH B O L BB AR A I — 2 TR, XE PR Alice 5 Bob £
AYGE (5 B Im et 28

(3) FHASE O MBI PE R B Alice A2 Al Bob Y4,

(4) FEHDEHOH Alice FIREXT STRBHAIITING, FFRIELS Alice.

(5) FHECH 0 Bob BB HXN G B HMATING , I &REL Bob,

(6) Alice %13 A BN 2E 4 (B Alice BN ) FH TR, SRISEEH.

(7) Alice & TRBESHXTHREHEATIN , FHKhRfF &3% 45 Bob.

(8) Bob Xf3k H #EHM RO B STE®EA ( BT Bob M4HNE ) dHi i, 1584055,

(9) Bob HI&THHHN KA Alice B% TR

(10) Alice 11 Bob MiF& 234,

DA b iR i B A A B O 5E B Alice 5 Bob B {E I FE

RSP OREAY, BHUARR. B4k, 8450 T#HTmEEER, 90 o
FALERT Z T LA, FEE R TRE A, FH RO RATh Sz m, iR
B O R A AR R, N W] N2 8 15 SE S ERE

IAh, FshEEEE Mallory AT RESXT B BLH .0 F T 2R Mallory AR T &H4HECH
PR, PRI T HARIEE, WERS 4™ E, Foh20 6 A 6y (E a2
Mallory 8%

i, anRE AR, B Z S R,
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Y Alice R HFHE 5 Bob #47 ﬁf‘ﬁ’hﬁﬂflﬁ %‘ﬁﬁEEP'L\A‘iﬁE“A%%H‘]zﬁ%‘%@,
B EHNBEEIEL Alice,
A AFANBEP LT EER Bob E’]@?ﬂﬁﬁ Alice E‘]%‘ﬁf]ﬂﬁzﬁ&‘%gm Alice 18?

' 5.3.4 i&3t Diffie-Hellman 2540 35 sk R B 4A BT (5] 20

R A IC 2 () A SE 3 Fh T EE, FROW Diffie-Hellman B$Ac#, X HEA9cH, AR
ARVUIN TS —A~, MR8 Ak H FCE Z A AL (5 B ny R,

£ Diffie-Hellman % $H3cH T, SHATINEE(E XU T EAcik— L5 8, X LefE BRI E
LIV Eve %1 W7 B LI A [A) 8,

RAEIT S E R, WO LA& B4 A RIR %S, MeiWr#E Eve 2004 AR %
Eve MARAENE 5T T B0 B8 B MR S, , (HE T AR X 205 B AR XU M R B34, X F
Diffie-Hellman #813cH , FATRAES 11 EHTEAET .

"5.35 iEEAITRLRMRR AR %S

fifp LB PABCIR (PRI SR 4 BT, SR RSB,

TERFRER T, IEESIMARE SRR, (AAHEE S, EEg s s R A
Mg, KA mESEH, ST TN, HEAREEHRTEMEN. Hik, 2AH
- EEE, WERAMAREEHN A RS TRE .

EWCE SRS INEEH ARG KEE, XDMETH o U H R B A, %k
RTINS PN (S A A AT IR Aok s e, T R A A RPN CEHRCE A
N) AT . XAE—K, SIHAERREEHRGRAERICGE 7, Witkil, xRN
AP BCIR (IR, nT L {2 B A R R A

RTBARRAEHAE, Aice HETNTEE,
#H EE]iﬂEEB‘]JNﬁE?, BEAREBEUENTERGT, URERERREARHR
FREMN, BT RTR? ‘E‘%Fﬁ AES X3 2702, REB=% DES NI BFE
FB# AES A thit T ﬂﬂ%‘, #Fﬁ&‘ﬁ*“‘ﬁl&%o BT AES & E%ﬁl‘i_i DES iﬁﬁ?f]ﬂ
B, BERFIEHGTTIE? |
Alice JL 7 EALHMBIRIE?




54 AHEEE | 107

Wmm 5.4 B

ff S BA B S AT LA o 15 R 4R 3 0 S ARGk R, A rR ATk AT 4 — T A P11
Py SRR | 2B 38 £ IR DA R ASCRE 2 B R O A R ) ) A

1541 {HARNHE

A$AEHS ( public-key cryptography ) H1, #H5r KM HEHAMME B AR . KX ERINE
FHI I BTN, SlcE HfE B G TS . A AEN, HREMXME
FHMAEESRRIEREEN. MEEPRLXEMERE R, WSS H N R ENCE R %
B FH Y

A — P EHMAE B, RATATLUEZR.

o JoikH A EInEEY

o Rl U i ]

o fi A AT LAR BT W A AR
® JIVEREEH Bl 5T W F SR I ) L

Rl UL, M FHN—IF iR ENCE B O RE R, Rtk R s E i ks Kk ¥
AT LA B A B () T, TR A AN T B O % 2

NHEW T, INEFH - REAFMN . EREH TMEEHT LUEEAI, HIZEH e
A234A (public key ). APAFT LU HRF B3 AR GHENGE , Wnl AT ERACH) S E, M
WA SRAER b, sl B S AT A R EAET A, T5E A0 88 T Eve B1HL,

WK, FfTEALEREEAAA A2 AAMA, HELRINTGFERLHEES
Tl A TN E R EE AR (RS B O AR U EIEH ).

AT, fREEmHRELENARAITN, XMEHREHRACKMEH, HikF AFHA
( private key ). FABHARI AR I AKLE, AT LU EREZESNA, HEBAGELEES ACHIE
fEXT%.

DY —— XA, —XPASIFEHSRR N EHXS (key pair ). HAPIEATINEE
X, WA S IZAHE X R A B WX A9 M A Z B B A JE R E VIR K
F—H0F F R R —H AR A RE 3 5 b A iR :

NRE R E T E AR A A MM ES, HhAHSw RSN,
RN B . R R TR T B 2l A i — BB
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U542 NATWEHE

1976 4%, Whitfield Diffie 1 Martin Hellman A 3& T & TAHBEMMITEE . REMITZ
A BN AHESR, (BAITER L T N2 N7 B AR S, R T A
2 H A R

1977 4, Ralph Merkle il Martin Hellman 3t [f] i it 7 —Ffh B A R A L H ¥ —
Knapsack. ZRZEHIE T &H], BEREAIIFAL S,

1978 4F, Ron Rivest, Adi Shamir il Reonard Adleman #t[7) % £ T —Fh/NMH L E —
RSA". RSA T LA BIAE A 1T 2 ShR

At APABEMRA — s NRE I,

20 tH42 60 4%, JEH @ {5%2)5 CESG ( Communications Electrionic Security Group )
) James Ellis B8 284210 T 5 AHBEMARRIA R . 1973 45, CESG 1 Clifford Cocks ¥t T
55 RSA H[F A% %, JF H7E 1974 4, CESG M) Malcolm Williamson 3% i1 i} T 5 Deffie-
Hellman BLRMAIR R, R, XL 5B &iEA# A it

543 RPABEBRRE

THEFENRE —FEEHAHFNAERRE. MEIAT—FE, RITAE2BX Alice E 4 Bob
Rik—%HE, Alice &E#H, Bob BEWHE, MX—KGHE Eve {KIRFEB 5V E A1 8]
HIERE N

FEAHTMEEET, BETRE RSN Bob RIEZNN.

(1) Bob AW — &AM EG R,
FAHH Bob HfTZEHIRE .
(2) Bob }f H A &KL Alice,
Bob I/ASABE 51T Eve Bk X AR
BN R IE S Alice, Fm Bob i Alice HlX 1A HIAHY B TN & 3 Rk 41t
(3) Alice F Bob BIASHXTH BHEF TN
IneE e B9 B R A F Bob BIFAHA REMS R
HHR Alice ¥4 Bob 234, 1B Bob (/AR TN SGHATI S 1) .
(4) Alice ¥§% &% 4 Bob.
% P9I Eve Ik LB KR . Eve AIfEHIA Bob BIA4H, (HEH Bob HIAHRL
AT o

O H=ZAATF 2002 Fikz FiHEMAFRGENRL—BRZE,



(5) Bob H B & HIFAEE X % TR %

BWEERE 5-2, FH—FBLE Alice Ml Bob Z [0 B (&5 THFLL(5 B . HITef 1z &m G
B HAFA: Bob HIAH LA Bob BN A% L. H1T Bob BIFRAEHE A L BLEEE N A
th, FEIHT VT Eve LN SRR .

SHEMZIXEAlce JHE B EEEBOb
i
(1) Bob4 pf 4R %t
Bob#y | Bob#
~ngE | | #E
(2) Bob¥§ A48 &iX B Alice

1

Bob#l
(3) Alice fiBob# 2144 N
X H B HATIE
iﬁ l%\
X
(4) Alice s % X % 1% 4 Bob
1 ’i_
=X
(5) Bob AIFA4ARI % X
HiTRE
X

!

Bob#
(Lj@“ 7

B 52 {EAA$AZR, Alice 5 Bob £i%4E
5 # Eve A fEIA Bob HUAN4H, {HJZ Bob HIANEH HR M S, MARMERH, Hik
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BIVT# Eve HUJGIL S U B 1R

"5.4.4 £WMAIF

INRETE A AR RFE FRIE, BlindEXTFREZED ( asymmetric cryptography ) FIZNAERD AL
FTRR—E X, X—ARIERZAXFXREEN S . EXFRERS, %A 2R
BEREEH, B Aifg s R R AT sEEmeE, B FRa e b e im % fig %
AR REE T —FE, RAHEXARE, FXTH, JEXFRER S, AN RARBES,
FEAZAEXFRE, FUPRAIEXS FRE S

IAh, #4%A (private key ) X PMARBELAREZE 5%, Gl ANZH. REEH. E
FEA%, WA NEHRNBEES (secret key ). Aad, FHFFH XML ] LAFE X FRE IS
we, HEEMHNTEFE. B TXMEH, WA NS RES N BHR L EREFH,
W AAEBEMRAATREREZTALURX .,

BB private key (R ) R LERRTZH, WEERARSTIEE LHAFK, Hit
FEABRENMEN R —id,

Y545 NATBILEMRNIEDE

APEEARR TEHEENE, BXFAERECREBRITARNRE, FAFEMNTEHA
Wi s B AR B IERM G, XA RSy AFIMERZ, ST XM, ROTEER
P 19 HhE e 0] A A ABGk B VFARAR

sk, AHBEWEEA - SR, ERBEE RAXNFRENKILASZ—. KT
IR T ik, AT HTE T —= P HT 4.

="5.5 EHENER

TEPHR /A S BRSO RSA Z 0T, RATHEEM B i & T, MR, RITAS
Pr— AR Ze e BANER . N TiE AR EIF AT RSA (5, AN — Fithhiza v,

O Z—HoAELEHFLET “$38" (numbertheory ) #9ie%s, A >LARM ik F T At — & Wik4n £ T4,
—iFHiE
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"551 ok

R — PR RET . A FRATX A A — B8 E IFAS R, & RABHEEA 5
FIEbEr . BeAh, —MEIETED 1 12 M FE RN A0S 8P B2 0, st U, X/aheh BT 2
MO 1189 (F 5-3).

5-3 RA—RigstHrH

XA AR EE AT LIS 3. BRAEAREHIE M 0 MIPLE, AR —ZIERIEm 1, HE—1
ZIBERRAE M 2. VABKZSHE, M5B9, 10, 11 ZJ5, SEBF 0, IR w7 —ME.

FATREE—T nfe FHIX Bt ek T iz 5.

BTSSR M 7, WRAERY: 2 MR SEEILR? B, 218m 9,

W4, Mfastdam 76, MG 6 MZIESIRMILIE? & 13 87 AR, FRX A EE
A 13, $5E—3] 12 & EE] 0, FrLAFEESHEM 1,

BIGEHE R 7B, AR 20 DNZIE SR EJLE? o248 0 27 7 AR, B R 12 3t
ZxmE 0, FMRZEiEm 3, HHEFENT,

(7+20) + 12=27 = 12
=243

HESRIGERUL 12 B RIRE, e aidt /021, RATHAR AT LARE & 5245 M4~
A
me modizE

R, RN “BARABNER 52 XN, 0.

mod

XM aHAELEABE IS, Hmod Ml x| + FAHTHFFLAE., EH mod 5,
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ST LUK 27 BREL 12 SRABGX R RS T A .
27 mod 12 27 BRLA 12 MIAYEK
BRI SR 3, AR LA B ke
27 mod 12 =3 27 BRLA 12 IIREE T 3

BeEs il —ma¥ Ema B0 “27 5 3 DL 12 FRREEAY" . ORE A 13 W ke e R Mt 3
i, (RCSCHAP R G ER “BRECRAREEBE”, XMsH e s et — 18— et e —
FERVIEH,

KRINCEHIE, B mAEEMME s 2L, FIanFEst N\ 7 5l 2 M 2IEZ E =18
M9, BP:

7+2=9

Aid, DEEIEA RHMETTEOR h e AR, RO 1B 8 12 B1E L.
filan, &1 7 BHEE M AT 6 M ZIER, fREHAINIER

7+ 6 = 13—HELFr FH8EHARZIE M 13 M2FE M 1

P, FATA DU R R I i3k g S A B A I, BILRE 7 R0 6 AN )R, FERRRLA 12
SRARBHATLA T o FRIA DL mod i B AT T LS AL

(7+6)mod 12
B,
13mod12=1 13 BBLL 12 IR%E 1

TRBATAT IR L IEEHE AL ER 1,

Har, BATFATER PR NSEREGET 12, FEEMENFBAEL (BRLL 12 REEFRA
“PL12 ) ERRT AR BN ERR RS R, Flan, iR 7 + 2 mn] DUBUE, RO 9 BREA 12 T
"0 97, FTLATRATMRAR AT LISK tH IERR R fa 4L B

(7+2)mod 12=9mod 12 (7+2%F9)
=9 (OBRL 12T O 9)

FAN R B — TR A PR B N2
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o B ] A7 e AE X T Ao ik
o Aid, WAMMMARBLERTINE, T2 “BRIERRE” (mod)

"552 Wi

T RBADRE —F W] FHI EhoRBosis . BEARIE RINEAEE, ARFA]T H kA
RUTEET 2 ReshaiaT LT o HHeEHE1 0 b, mfassh 7 M ZIEIR 2w 7, HimkEks 74
ZIEERLLEE 0 T,

TEXHL, RATE HAUE RS AHE R A BE M A F 300

XA, HfREHER 7R, EREAREILERIE] 0 W7 BRAAAREM 22 s, AREE R AELkLE
EAFES T . EFIER T, BOTTLUER—T TEEN,

(7+M)mod 12=0 7 I EJLEELL 12 B4 %0Ch 0 2

AT IZTE M E A 280708 AREE L pgai, AT HEm R EER 0, 1, 2, -,
10, 11 FEFENET, MAGEE -7.

MMBE—THMEEBE I RT, ZFERES5. Wi, RIMNREHE—-F 7 LIL%ET 12
FEATLAT o

(7+5)mod 12=0 7+5BREL 12 BR%ECH 0

FEE— TS kM, S XMHRF, s B P A ENERM -7 2—Fr, BR7
s s RET 0. R, 7 X8, EREEE P -5 REN.
HAR S-1, FEXNEP, XA YHINGER mod 12, HERUIRH 0,

£51 HEX+Y)mod12=00 X F1 Y WAEE

X Y
0 0
1 11
2 10
3 5
4 8
5 7
6 6
7 5
8 4
9 3
10 2
11 1
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i X KRB AT LR s e oy ik, B U X 5 b YT X R SE Y
EMLIBL, BRI AR s X NRE” 5 IR A S Y DRI X PR RS
i,

fln, x4 1 e, EAARTLGE] Yo 11, BRFERE, AFaTehods Em A sh 1| %)
BE, MiaAiesh 11 2RSSR E MR

"553 FE

12 F AT 1B B ez B b T o i .
TN EARD, MY TIMEMZRER, Bl 7 x 4 g4 T4 4 4~ 7 /00, Bp.

Tx4=7+7+7+7

ez b B R R R, R R R kA T R T A RS E T .

FATATLAKS 7 x 4 B 8 A%eEh 7 A2 MEMEER 4K MR, RFEET
AT LR L FGHATIORE . FREIIRIRALE R 0, IBAmA s 7 DRI ESE 4 K, fBEofs
[EEELWE? FATAT AT A AR AR

7 x 4mod 12
IR RITE—TF .

7 x 4mod 12 =28 mod 12 (7 x 47T 28)
=4 (28 + 12%F244)

TRENATLURMEIRE 4. WRLATER K mAFE 702 pRfFEE 4 K7, 4528
FRETHRSE A m 4.

"554 Wik

T ERNTRBE B R HIRRE.
BESR I I B, AR ARREEn] LI BUEAeAnER., Flin, 7eFmpsa=h.

7x Mmod12=1

7R LMK 12 9 mod £5R 0 1, R4 B MRLZEAT 2 8CFWE? WRHE FF Aok 28
o, SUAHRS TR ¥ i Resh 7RI BORREE R LR 2R 1 1 g
EAFREA— T FRANESRE, BaB®iH o, 1, 2, - HIIFHRARETE -7 x R



mod 12 FIZ5 5.

55 Bi¢pizH |

Lo [7x M |7 x Wmod 12 #ME
0 0 s
1 L ’
2 14 2
3 21 d
2 28 v
: 35 11
6 42 :
7 {49 !
3 56 8
9 63 3
10 Lit] 10
11 a >

M ERBPFATAT LA, WGZR 7, R

7 x Tmod 12=1

115

Wl A AT T L “7F mod 12 By R, 7RLIJLSET 17, #4)ifid, 62 “7F mod 12
MR, 1+ 7% FIL, iR, RATEREL 12 MENHERPHTREZEE . R
WORE S, 1 BRLL 7 REBEARE, (BAEL 12 MEa R I a IR, #EMAFRINE.,

HATHARER P X HEA:

® x Bmod12=1

A HFH mod 12 AR P44

® x Mmod(2=1

AT, @FMEEABBMCR. B A EE, SUEHRFF 1 M. 34
R, BATEZ MM E “TELL 12 AR D" XA E—BBEAS, oABEBT L.

1
& % =]
o

M2, 10 5] 11 T, BARE BRI BIRE?

Sbr L, WA A BOR AR X AR,

EAFAEARRT R B RAET” AN R RSRE B A SR R
0 A A EIRE? KR EH LSl 0 2 (WA, ), TitEE LR, AATHELLTE

H5NVHEHE RSA P “— AR
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Fravsksl 1 B E, Ak, T
0 x EMmod12=1

AAETE AR
| A B BR?

]l x Bmod 12=1

AR, 4R 1 B AT LA A
2 A BABIRR? XFT

2 x Mmodl12=1

AFETERG LM, By HEELL 2 ANZIBE Ry, Joie i shigst, #HAEFEIM 0, 2, 4, 6,
8,10,0,2,4,6,8, - XS{BENH, WA AN 1, FEE, X1

3x MBmod12=1

Fil
4 x Mmod 12=1

AT A, BV EN 0 Raesem 3 fufEdom 4 A58, AnTHESR A 1.
ARy ok 5K, 0 LbBHAFER, A1 EHBRTESL

]l x Bmod12=1—H=1
2 x M mod 12=1— WASFTE
3 x M mod 12=1— WARTELE
4 x M mod 12=1— BATETE
5x Bmod12=1—M=5
6 x M mod 12 =1— BATFFE
7x HBmod12=1—MW=7
8 x Ml mod 12 =1— WAFFTE
9 x M mod 12=1— WAL
10 x M mod 12=1— WAFETE
1l x Bmod 12=1— MW =11

W EHRAEFBMEAE 1, 5. 7M1 T, IBAXSeB EAERMMERE? N5, 7. 11
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KFE, WREMRSE “ENERREOL” 7 A AEeER. ik, 2 M3 W, HM
LHEMRALEL, 2 M3 EARFEEE.

HA, (1£ mod 12 B rp ) fF7eBIBAORL, BTN 12 ZE A AR HEA 1. RITTRE
FHREX 5K

]l x Hmodi12=1—H=1

2 x M mod 12=1— WALELE --- 2 A1 12 AREBIE B 2 #EBR
3 x Mmod 12=1— AT - 3 F1 12 FREGE 9K 3 BB
4 x M mod 12=1— IAFELE -+ 4 F1 12 FRAEAE B 4 HEBR
5x Mmodi12=1—M=5

6 x M mod 12=1— BAFELE - 6 F1 12 ARRETE G 6 BBR
7x MBmodi12=1—MW=7

8 x M mod 12=1— IANFTE - 8 Fil 12 #FREAE BT 4 LR
9 x M mod 12=1— IAFFLE --- 9 T 12 FREAS 1 3 BEBR
10 x M mod 12=1— BATFLE -+ 10 F1 12 AFREGEHL 2 BEBR
11 x Hmod12=1—H=11

A RN (RIS EH A 8P BOR BB IXAARGE, FATATLUE ERP AR
M5 R AR

1 x Bmod12=1—MW=1 --- 1 f112 AL L% 1

2 x Mmod 12=1— IARFFLE -+ 2 71 12 MERALEAZE

3 x M mod12=1— IARFELE - 3 F1 12 R ALEAE 1

4 x M mod 12=1— IATFTE -+ 4 [l 12 IR AZIEARRE 1

5x Mmod12=1—W=5 - 512 R RKALERE 1

6 x M mod 12=1— WATETE -+ 6 il 12 R KRALEARE 1

7x Mmod12=1—MW=7 -7 12 BEKAAHRE 1

8 x M mod 12=1— WATFEAE - 8 Fl 12 IR K ALEARE |

9 x M mod 12=1— IARTELE --- 9 Fl 12 MR K AZEAE |

10 x M mod 12=1— WATFFE -+ 10 Fl 12 K ALEAE |

11 x Mmod12=1—W=11 - 11 F 12 R KA AEE 1

R, AR EAAEEIE, P GEE RO 12 iR AAECR SR 1 XA R R
AT HIH

F12 B R A O 1B (S, 7. 11), B BRRY “F 12 ERAGR". “F 12 Bk
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BB, T DAEAE R AN 12 BB

555 FH

RN BRIY . KT W ANTELER, EUNRERINENZRNER —H, TR
Feik 2B, Blan 7°, BI “7 M9 4 k", SARS T 7 M4 K, B

T'=Tx7x7x7

M2 “wth ERFRTT” OEERRIUE? WREANTREEACFRFBATEMEZATE, A
BRI o

B R R “maRB 74 RIET EETR EETR BEETR”

Iy, HRERIE T o ARAdEEr2TE bk HL e
SPREHTRARG B, RESEH T R ITER Z R FRR BT LA T

7*mod12=7 x 7 x 7 x 7mod 12

= 2401 mod 12 (7 x 7 x7x7%7F 2401)
=1 (2401 + 12T 20042 1)

FERMTEY 71 2B R 2Z G RN mod, WBEEHE W EETEEK mod, &R ME
—FBEM), BN 7 x 7 x 7 x 7mod 12 1 A] AR H T 7 x 7 mod 12 AYFEFH,

7*mod 12=7x7x 7 x 7 mod 12
=((7x7 mod 12)x (7x7mod 12 ) ) mod 12
=((49mod 12)x (49 mod 12)) mod 12
=(1 x 1)mod 12
=1 mod 12
=]

fEPE 2 HER mod, W LLEERITRRBEAIFM, XAETRERE PR mod FitHARITH
Jrik, L2 RSA WISk b (s A T i

"556
FTHG IR R AR, T MR, RO R, .
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7% =49

HAT—IRFLHER i MET 2. BVERTFRK, KB RIEHYE,
Bz S AT RO O B B . il

7" mod 13=8

X BT LR AR T XA A —i, AT AT LS 2 55T 9,

7° mod 13 = 1
7' mod 13 = 7
7" mod 13 = 10
7’ mod 13 = 5
7' mod 13 = 9

7’ mod 13 = 11
7" mod 13 = 12

7" mod 13 = 6
7° mod 13 = 3
7’ mod 13 = 8

MBCFIRAKRE, SRESHOTEEEF FME, tAREHFERT, BEPRER H B HO B B B B R
BA B A, Diffie-Hellman %83 # /ML L K ElGamal 2> 8HE B akiz ] T B Ece$.

"557 MEHHhIE$HEI RSA

B HORE Z U AR O EPH R T, HA TR 1L,
BMAERMNCLME, mod 2RMERRBMEZEE . RIARNB T EMNZE, EXEF
BERFCENHA—, BB

7' mod 12
XEERY BT, AEST, WRREESE BN .
K78 4 HBRLL 12 45

AB2AVREEE 22 0 B f# RSA MU 1, 2R RSA BN R 25 1 A vb B AT 19 1E R ax
Aa% .
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KFHERNER,
7% mod 12

B> “5.6 RSA

NI B B B MR E S, HXBEEEMFBBIRE? AN rhIRi R HE
BUAE (i ) 2 AN EH S/ ——RSA,

“561 {+4£RSA

RSA B —MAHEMETE, EMNATFRHEN =N EHE, Bl Ron Rivest, Adi Shamir Fl
Leonard Adleman f2E R & F R A ( Rivest-Shamir-Adleman ).

RSA AT AHBL AR TR, RTETFELARNETES 0 kT

1983 4F, RSA AF]N RSA FIk7ERERG 7 &F], HAFEXLHEELN.,

"56.2 RSA M

FHFRA LT AT I A BT RS HUR—RSA BN SRR T .
fE RSA tf, BASC. BHME CHRECF . RSA U ER T LI P AAR0RRE, XA
AREE, NHEIHEEERR,

FX =X mod N ( RSA fm# )

WHLZYL, RSA B SCEAMCRI BT/ E 7K mod N BYEER. BATTEUL, S0
WSCRIE O E IRk, SRIGH A RBRDL N SRR, X REIE

B, BLIX A Y

X, X AR O ] SCHEAT AR I IEHIFR mod BT, SXRUEREAINGE R FEX
PR, BT RE RIS R ECERAE, BRI XS E — R LA RS IR I 25, e Bt AT
XOR SFiz A BESE ML, {H RSA HIA[FE, BAEH &,

T, mEAKXP UM E—E M N, BURERRMABE? RSA ByhNE K8 SCH)
EWJi mod N, It RERIE E M N XFAE, AEFTAARAT LLSE N 658 . BT, E Ml
N 7& RSA NV, a2k, EFMNHNEASHERLA.
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Ak, EFMNHAZHEESG QBB LR, EfREd™ETEESEN., X TEMNTGE

Hag BRERITERR, AR R AT .

A i58—%], E J2MN% ( Encryption ) B E 6k, N 2% ( Number ) B 8,
A — N RA 5 5 ER G 5 %5 B RFKEE——E N XD EOFAR R AN (A
BHEHAX ). EMNBEITBAHN T —1T08H, AERIT—BRESER “A8HZE E, N 8
ISR (E,NYT XFERIES, ¥ E M N HIFE SIS K,
BAERF LT ZHIE, RSA BIMEME “K EWHE mod N7, HETFRIEIIKEF RSA

HOREE o

"56.3 RSAMEZ
RSA HOMRE AN —RERT R, ATLUH T BRSOk ik

BB = FX "mod N

( RSA f&% )

WYL, XFRRE BT D IRFK mod N il LA RIBH S, Hh)iEt, W& A

O D KT, FRTHEERERDL N RARE, s IR,
X BT AR N A 8 N 2R R . 20D HB N 4188 RSA B

HEE, HIk DN MASMEFE. NAKEE D N BB AA B s s s .

REBAZCEERES], 75 RSA 1, hEffg @ aieCRMRR . n# 2K “E Wi mod
N”, Ti#ENER “D KT mod N7, XEEKREL T,

Y8R, D WIFARRBEME ABE T LI, fENE B D, M E A& MY BH K

Fo BN, M E EREERAT LU D R X R RAILE] R TCHE S B o

JAE i —5], D 2f#% ( Decryption ) B FEE, N 2% ( Number ) B EFEE.
TATH E S N — T, W3k 5-2 k.

* 5-2 RSAWIMEBMMRE

AN |28 WEFEN

IR ¥ D FEN
mE FX = B  mod N ( BASCH ERFBRLN thSEs )
R X = &X " mod N (BITH D RFBUN B985 )

@ @F NEAAAG—HS, AAFH, EHLEE D ARARALE TR,
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B X
= " ( & T D
: RSAND RSA
% 3 =073 mod D @ii———@ e modD
N l | N
3 B3

5-4 RSA MIMENBE

U564 M

RATRIRIE 2, RSA BN# K “EX B mod N”, ff# R “D K5 mod N”,
MLXBFERBI=1%——E. D M N 2|JERZ A0 A A sVE 7

MTEMNENSH, DHNERH, HHKE. DANX =50 EEREZHAN. RSA H
XA AP BRANE .

(1) kKN
(2) 2K L( L R2AUHE A i B 0 2 (i A %)
(3) KE
(4) kD

FHEFEATE KT

R, A IRBEAAT, ROV LT IR ARIECE 7 eI fid R

BEAET RS R EE T L EREB S 5.6.571, MAh, WX RAR TR SRR A %
B, AT LA E R 5.7 5,

108k (1) 3}? N

B RPN R

XPAMBR KA EECH p F q.

p Ml g K/NHYTE, BISAERAESWRE, FRKAIETTER R LSRRI, B, iy
M g FAR/NERIR 512 Eods, AT 155 Sy dl 3T

TR XA R L, 7B E DB LB AR A A 512 HERR /MR, I A
FORA TR W RAA LA RS A B TR, T 22 FH O Bl LA i 25 38 A il )
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Sh—12

AW — A BUE A BROF A R B B REARE o0 il B P8, T 2 38 By b i 0 I O vk ke
sei "
HEFGF M RRO TR )G, RATEEX R, HERMRE N, WERul, v
AT 3 A AR

N=p x g (p. g HEE)

ET N A—EZHPDERETE, ZRE XA R E—E MECEER, X BIRAT]
A WL

mao (2) KL

FHIFANTRRE L. L X AHTE RSA M s d B rp B, & R BE L i
Xt R N

LiEp-1H#gq-1 05/ A5%E (least common multiple, lem ), WA lem(X, Y) ¥F£xw
XY B ENVARREC, WL AT RIS T AIE A

L=lem(p-1,9-1) (LJEp-1Fqg-1HENAEED)

mw (3) 3K E

TFHEFRARREE,

ER—H 1K, W L/AEL KA, E ML B9 KAZI%EL ( greatest common divisor, ged)
WK 1, MR ged(X, Y) KFR XY WERIALIE, W E M L ZEFEE TR,

1<E<L
ged(E, L) =1 EMLBRKRKAZE 1 (EFLESRR)

BRI L ged(E, L) = | 098, 0BT FHORBEALECE ES . @t DAL E AR AE | < E
< L WTEHEINA L E i dl, R AAIWHOE B L ged(E, L) = 1 X HRMF. SRERALET
A FHRR L LA (4R e AR 1

BRI, ZFTLAEIN b E F L MERAAEON | XA KM, &R T PRUE— 5 F7-1E fiff % it
Tt i D,

MAERMNCEKE T EMN, e3R8 24 W T EH P AE.

@ FIo7f e 7 ok 46 T Bl kA K S - B RMKF
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mm (4) KD

THEFENEKRE D,
¥ DR EIHESIN, D, EMLZAMFEEGE T ER,

l<D<L
Ex DmodL=1

HER D R RS, Wt E A NS TNEN%E S, $EnT LR D f1 N S TiR%

E x D mod L = 1 XFEMANTE LRzt it (5.5.4 75 ), BHIEAFE 2
R D, ST ELRIE E AL RRAAECA 1, EWIER (3) Xt E FrEsR b &4,

A HRBE, E x Dmod L =1 fRUE T X% SCHA T % 0 RESE 1S 2 Tk A8 3C .

MAERNECEKE T DA N, WEtEUuiIRA A il T %X h AL .

EFHEAAETHI TREMFSAK, FATRER T (£5-3, ES5-5),

#* 5-3 RSA REBAIRIER

(1) kKN ' (3) kK E
FhBENEEREEK p Fl g, p Flqg BREFEHE 1<E<L
N=p x q gedE, L) =1, EFILABRALANE A1 (EFL BR)
@ ®L @) %kD
L=1cmip-1,g-1);LR2p-1Fg-1 08/ E¥H |1<D<L
ExDmodL =1
YN .49
(PRNG)
E »@xD mod L =1 — D
PRNG PRNG
BR¥p F¥q

v !
N |t n=pxa }—— N

= DOBEHLE A AR 38

L=1m(p-1,g-1)
ged (E L) =1
T<iE< il

1<D<L

5-5 RSA Zxt




'56.5 EfELER—TE

I E AT EAR BT RSB — T RSA BUREBIXIAE R I LR B i e, A
AR KHBOT AR AR EAE, PURIRATHE N BOREI— T

ZEAXT A RY
(1) RN
HRRRNMESE MR p. g, SKHEILITZESE 17 R 19, EATERZ L.
p=17 (17 2FEE)
g=19 (19 &%)

THIMTK No N=p x q, HATLI#FTINTF I,

N=p x g
=17 x 19 (pETF 17, ¢g%T19)
=323

(2) KL
THEENK L. LEp-1Hq-1MENAEEL

L=Ilem(p-1,9-1)
=1lcm (16, 18) (p-1%TF 16, g-1%TF18)
= 144 (16 1 18 BYF/INARTED)

(3)k E
TR E. E # L R KA B 1,

gcd(E,L)=1
WA EARZ, BN R R SEEE AT L,

5, 7; 11, 13, 17,19, 23, 25, 29,31, -

56 RSA

125

E AR LR R AR R TR, BHSFANRIXFERT, LN 25 SR R X BB ERR D A
L HREEC, WA T LR R, X LIRSS 5 -AE N E.

FIXERNICLHE E=5, N=323, XHEA4,
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(4) kD
TRiEA1:K D, D W2 e 5 &40

Ex DmodL=1
WAk —4%, EFLILmod LT 1 B2 D=29 a[ AT & FHiAY &M, N

E x DmodL =5 x 29 mod 144
= 145 mod 144
=1
F3x HEA T LA N TN, B
N
E=5
N=323
FAEH
D=29
N=323
N (E, N) = (5, 323) RATLMEEA T, (HREFE (D, N) = (29, 323) I ZERHE, AGE
HIFEM A

?ﬂn%&@%iﬂéﬁ%dﬂi N BB, W/ T 323 o8, X 2P Oh fE I s B EEoR
mod NVo X EIRAIEIE TS A IA SO 123, ISR EAH E=5. N=323,

BH 3¢ £ mod N = 123° mod 323 (B3R 123)
=225

PR SR 225,

TEFRA TN S 225 HATREE . R EHNERA D=29, N=323,

B ” mod N =225 mod 323
=123

KF BRI LR, 2% FHEE.

D o, hTHRBFEFHLEZLmodN, mmod N9 RLENTN, A RALRSF KT
N, N@%EE LRI EHRGAL, —FFiE
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L4, {Fi+E 225" mod 323

it Rt 225”° mod 3230, BF 225° thERAK, RINEEEFNFHRMER, F

THAFEE B WA Windows HIRISHHERHE 225 mod 323,
g%, BiE.
29=10+10+9
oy .
22529 - 22510 +10+9
=225" x 225" x 225°
254 H Windows B3+ B8 h Tk iHE 2257, BT ITE 225" 02257,

225" = 332525673007965087890625
225° = 1477891880035400390625

Windows B}z i+ & 2814 5 DUHE mod,

225" mod 323 = 332525673007965087890625 mod 323 = 16 -+~ (1)
225° mod 323 = 1477891880035400390625 mod 323 = 191 -+ (2)
A it -

225”° mod 323 = 225" x 225" x 225 mod 323
= (225" mod 323) x (225'° mod 323) x (225  mod 323) mod 323
(1) 1) 2)

HPpTUEBANSRBNBBELTTEILT, R TAREET,

=16 x 16 x 191 mod 323
= 48896 mod 323
=123

Eit e,
225” mod 323 = 123

£ LBr6Y RSAEEch, TTBUE 29 b Ikt T, MNiRSEEME,
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_="5.7 % RSA B

RSA iR “EWIi mod N”, &K “D I mod N7, JEBHAEH ] &L, [H2
Ye iRk, Lt R EEA, M RSA MHLEME A Wg? #agil, HpiesE AR
HLRE A A [t Y BH SO 7

AN B, IR — T BB A A LA R AR A AR B

[ ZREIFEMENER ]
® 30 A LA By T R AR
o EMN : AARAITHGER, HILEHEHEERE E N

[ FREFEAMENES ]

® AL W EBHIFHINE

o ¥ D : AT ED D RAHENEE

o Ffth: WHIRLEH ARE A RE AR p. g ML

T EFA KIS —TF RSA HIBEIF A .

'574 BEERKRERX
RSA Y% F .
=B "mod N  (RSA M%)

TR E IEE S, EM N, IBAABA—MINERESE M E KI5 mod N ZJ5 1YL
R EOR AW SCIR? AR BEA mod N HYiA, B

% =3 mod

SR WSO RE R, PR A3 T LB FR A — SRR Il
[, AL mod N 2JF, SRUASCREASA TSR BSHOMBTAYIER, Bo Rk MRy, PIAZ
AT S PR B PR RO

572 EERAFMEKRE D

HERERER D, SUREMEXT B SCHATI R . Pk, JATTAT LAZE —2210A "I REYE A D B%F
HWE RSA, WElER WL, BIIWAHIMERE A D R, D EBK
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i, AN T BEAE B S A A ) PN 3 R AR AR 4 D,

PAE, RSA HATd M p Fl g BOKCEEERR 1024 HLAFLL b, NAYKE RN 2048 HeAELL B, H
FEMDMKERT UM N ZA%, FHERTN D, SEFFZEHIT 2048 RFLL EBYR kR, %
TEIXRE B T 2 g 4R s D A% H R e .

1573 @I EFMNKED

WHSREHE AGE D, HEHREAHTK EMN, TEAREAXN NSRS, D EAWLE
W E il —E MR R, IR ARMEIEE RRREWE ERK I D We?
AfE. BADEFEMZ— T AEREHAX BT (5.6.4 1), £ D M E KK RN

Ex DmodL=1

ﬁﬂ%ﬁ?%L,ﬁL%kNp&@—n,@ﬂmEﬁﬁD%Eﬁ%gﬁqw@%ﬁ@ﬁ
W IEAHGE p A g, P AT BB L A0 pl s B X AR Rl @58 ket Do

3T RSA i, A—SdEWEE, IERBp Mg FERFREIFEMNE. Hp Mg
T RE SO A BT BEE R EM A,
me XN #ITREHS BT

p g AREGERSBFEALGE, (HEN=p x ¢, THNEZAFH, IBAREAGER NKi p Ml g
Wg? p g ARRBEL, PRtk MoK p Fl g RAEEESHE N #HITREBS RS, BT LLR.:

—BEATHABHHITRENSBOSHEE, RSA BEEBHHE

IS B PR s R BT B R B AR, SEREEENS N AR RUBT R p g, SRJE AT LA
i D, XEFE,

SR, BRAETRA TR WA & BT AR B 7 o PR 0o e A e A0, T LA ey A 1A o R 4
ST B AR R TRIMEAY )T, B 2 AN J5E S 75 A7 — P o3 S5 PR B 1T B s

e BTN p F1 g #HITIE

BOEE AT BT B i, B RORRE L E A P RERE p A g

T p Fl g i P RENLECAE A = AR 1, A SRODBEHLERCE G RR AR E , SRR
AT AT REHEN R p A g, DRI BB A B i R A BB RSORAR H fa i o
we HpTd

N N AT BB IR p 1 g, BLAERER T D,
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BOEE APHEN

HEZETF “KD" 5 “X NHITFHEOHR" EREFEMI, XA 08T o 5eE ik
WEBA . 2004 4 Alexander May iEFH T “>K D” 5 “XF N #EA 7T RBME" 1Ef T 2 E]
R .

XA HADA A B, i B A RE R AR AR RE Y 7 i

"57.4 thEgAK®H

TN —Ffp 2 JdhiE AR ( man-in-the-middle attack ) I9HGE . X 5
SRANHEME RSA, HHE—FhEF X HLE MR A BT .
Frig i A, i F i & Mallory 1R A &35 & FHEWCE AR 1a], X &% & Dh2 l

ik,

XTI D i Ak B G =, 7TEX L, Mallory 52 “HELAN".

HRK 56, BAE, KiLHE Alice HER[HEIH Bob Kk —EHEMF, AT k& PIACE ]
B, AT A%, Mallory 7 TA@FERART, TRAMERR AR S 1E 2257 W s B SOk (4 (¥
AT LA o Jr e

(1

(2)
3)

(4)

()

(6)

(7)
(8)

9)

Alice [i] Bob Az i% HEFZHUAH .

“To Bob : ifFfURIIAE A4 IR . From Alice”

Mallory iffi i %5 Wi & BE Alice 7] Bob REL/M4 .

Bob & #| Alice FIHRIF, F4% B C A K E L Alice.

“To Alice : XZFKH/ 4. From Bob”

Mallory £ Bob (J#R{4:, (HHICH: &% Alice, SRJG, MK Bob AU HIRAT
2k, RG22 HE Bob A4,

Mallory fh%¢ A Bob, #f H A LIEL Alice,

“To Alice : XEFRAAH]. From Bob” ( H:AZ R Mallory )

Alice ¥ B C #1H S A Bob B8] ( HSEE Mallory YA ) #EATIN%E .

“To Bob : F&E{R. From Alice”

B2, Alice FTHFA 1I3F4E Bob HI/AHHTZ Mallory 934, Ak Alice J2&fH Mallory i
PR B HEA TN Y

Alice ¥ N J5 #9TH B & 1445 Bob,

Mallory £ Alice BN MR X 3N lp{4-2 FH Mallory BN SHBE TN B, R
Mallory REME X HEAT/## , T2 Mallory SEE T T Alice &% Bob 15 4.

Mallory T2 8%, Alice 5 —3HE A HE:

“To Bob : iR, From Alice” ( H:5ZJ& Mallory )

@  https://www.iacr.org/archive/crypto2004/31520213/det.pdf
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RiG, fBH @) PR T 3RA Bob BIABXT X EHEMB A #EATIN%E, & 1%45 Bob,
(10) Bob H A & WIRLEHXT WL RN AR TS, RIGMBEEIHEBERINE R
“To Bob : F&i 7KK, From Alice”

fl oM T .
BB E1EEAlce F B EHEMallory JHEEWEBOb
(1) BRI AR RAR
: (2) Mallory B3 U B A2
b@) XERNAHA"
—
Bob# /248
(4) MalloryF2 & hr ¢,
5 R f7Bob&y /A 4A
| (B) "R RHGAE"
(6) Aliceix A AU E 492 Mallory
Bob# A48, SkFrLE PN
1 FMallory 89/ A %
Y BT T IE (7) Alice[8]Bob % 1% % 3X ;
‘ FMallory T @ Malloryi=gbtt, F
NEME BB TTRE
X
(9) Malloryfhi& —Edp 4,
FABobAAHEMEBE %
% #Bob
FiBob#y/A%H
kA7 .
' (10) BobE#A$A
: HITRE

5-6 Mallory #1TH 8] A

ki BT LU E LK, Bob [ Alice A 1% fin % Mp {46t n] G832 3| [R1 B 19 M, Rt Bob
B SR MR 45 Alice LA IRl HIE AR, 129 Mallory BEEZLRL.

AN AR RSA, TR AT LA M AHE S EX A, APHEFIFBRA 8
WE, P BRI ERE R TAEfR TOLEME. SR, FrifnbLE AR/ Alice Al Bob
ZIE, MMiE7E Alice #1 Mallory Z[6], LK Mallory #1 Bob Z [ 7 /. {USEASIHEA L, &
Joik B A X i
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A VAT S A PIF R T PIECE RN, B —BORF—UOGR . ZR7 A a] A
i, ETFE—-FTFEOETIATRIN AHRETERE T Bob, XFFTFEFANE. EXFHRL
T, FATATLMERIAHRES . CTUES, EAOTSTER 10 FHATHRT .

Y575 ®iEEXHEH

TEMFF B SR SR BE A, TR B EE A R 3R1G — e G5 8. thin, —Ikq]
BB CEMERITEHNERR Y, HEAMEEHNC

FEIRFER LN ( Chosen Ciphertext Attack ) 7, FRATBGE I E 7T LAE FHIXEE—Fh AR %,
B “ AR EBAEE, MRS AR H Y E% SOR M F IR MR AR, XFIRG WA AR
27K ( Decryption Oracle ). 48R, FHI#R3IA “(EEEIE" AR TG B BGE 98— B
WA S, R ERR, X THEERGE - EHEE A A& B g n] LLA: s 2 f
A REEE, IR E Rk 2%, Wim IR 5 A AR B s o 25 SCRS s 9 25 BH LA K2 B
SCAT ORI AT G B e RV, SR —Fh 3 Ak RE A HR A £ % SOk, I FRA Tk T LUIA
XFE LR ERE

WIF R K 2w IEH BB A SR m X BT s, oAk tntk. M4 R 2R %
i PEYSCR AR AN TE A B8 B 20 2 el B 5 X SR MR TH S, IR “IX LB A IR, SR
i, EFERENHITEFENENT, XAEMBWNCHBETSIEECEE AL, &l
LA iR 35 48 S 5 ik H O AE U iE %5 30, I id e Zr b iR 95 32 1] 14 i 12 39 S8 A oz B ] 4R 45
— R TEHMPASCHER . £ LR, IRESMITAER LS E THERR T .

MR, E AT EREE S I ANREREIE RSA, (HRMAFEHE AP, # 8w ckdy, BatE
REAEARAS T3 SO I i BH SCA) 5 B

IBARATEEE—T, nfaeldt RSA A fBHCIHVER % S ey HE IR AT E M Z 0T RE S 1
Wi 95 SO A5 2 B HUE B SO GRS i AR siinT DL T o e idiide, st x4 3¢
#H17 “INIE”. RSA-OAEP ( Optimal Asymmetric Encryption Padding, #AGAEXHFRINEE T ) IF
AT R BBEBTTH—Fh RSA SR 5% ( RFC2437 ),

RSA-OAEP 7E 135 it 2 78 A SCHTTIR 7 — S AUE R 8., BL4E A SO RO IEL LA B — i B0 )
0, MG XTI SCH RSA #1TIN% . 7€ RSA-OAEP W& #d, WnR7E RSA %
J RS A Sk I BN EB A NIEE B, WIRT RAWraE o B SUAS A2 1158 BH SO A AE 8
A7, IR [F— 4 & 2 B 1RTH S, “decryption error” (X HLAYE N2, AEER BRI ESIRN A S
HIZEH ). XHE—K, M & i JoikiE i RSA-OAEP MM #/RISA HEE, Hitix—
T HE SO PE % 0 . 76 RSA-OAEP MySchbriz Hivh, A Silad BEVLEUE 1S R A iU 2%
SCRIARIMHS A, Wit — a4t
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_"58 HMANER

RSA BITES A L —FAHENR Y, HER T RSA 246, BAREHAAHEN,
FEIEAF AN —F ElGamal 52, Rabin =X UL BRItk & 09, XS m &R aT LI T
— BRI BT 4

1581 ElGamal A3

ElGamal 730 /ZH Taher ElGamal iZit#IASHE . RSA Rl T EHEE T FMER, 0
ElGamal 772 T mod N F R B ot B0y R MERE .

ElGamal 77 30A — M, SURZEINE MBSO E A SCR MR . M GnuPG
sl SRR A

¥5.82 Rabin A

Rabin 302 H M.O.Rabin % i#)A81E . Rabin F3UFH T mod N T 3R 4R 1 R X
£, EChIRATHED) T % RSA A nl BEA T Bl o X BB N e A7 R B %, ki Rabin
Jr A B RS Y R ME B 5 B R RO R R AR 24, X — S5 E] TR,

"583 MWEMLTM

W4 (B #h £ %545 ( Elliptic Curve Cryptography, ECC ) B8 &5 ik i —Fh A B,
B R R AR K RSA K.

106 2] gt 2 5 20 2 e R R B R L A R AT RR IR O T IE R SE IR, B A 1 X b
Ferkiz iz A AR H RMEX —FFE. C TR & BRI NE, HSFH%.

,="5.9 XTFAHAEWDE QA

FEATTH, AR A R R — SRR R], X B ERGRSE T —LOR ) BRE Y A
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1501 NPAEBHNENE
mo R
NS LA R T L B o g

me [EE

AN, PROTHLE P R R AR I B I B e e A

1592 ANPTBEMNREBUBAKE

we EE[o)

FEHHE N 256 LLAF X RS AES, S KIE R 1024 B A8 %69 RSA A I,
RSA M4 4 PE T 2

we [EF

NI

NS B K AN RE B S X PR A ) e R R A T E A, it ELG AN [ S A Bk B
JEMEAT AR LA R — 2 5 1 5

JRAE L, TR PRSI A SRS A R H g sh, AR A B 58
REF—EM T, REFEBRETERSHE —LFRRENHEAS TR, HFTRRELEN
( cipher suite ).

FESRFEAXT B RTHL F, AES BOEHEFI RSA (88 X)L A4 5-4 BTk C$idis
T NIST" BRI AH ), KRAGSH T, b X kERITLUE S, BHKEY
256 LLFRR AES, SEYIKEE N 15360 Eb4FA) RSA H A& M50 4

e 5-4 SR FEHIXHAMAYRTIR T, AES BHKIE S RSA BHI 1Y L

#*5-4 ASREMERHEREENTAKELR

*FRER AES AHEE RSA
128 3072

192 7680

256 15360

(D NIST Special Publication 800-57, Recommendation for Key Management
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"59.3 MEREMBEEKFR

e EE(a)
HoAEZA TAHEN, 4R HRELSHEE?

me EE

T2

— Mok, TERHESRISIEENEHREMNFR T, AHEA0 L0 HEE S A MRS
M LA Z—. Hit, AHFEMIFAE SRR AE BN AT .. #H4E H a9 A,
W] fES B A A PR TS R A SIS, Fln, RATEAES 6 Frh A giiRE& B RG0S
X A g T A T A

'5.94 RSA 5FEH

me EEin)
bifi 25 4 B 22 19 A FEASWT A B RSA BUBEAXT, BB A ae?

me EE

AT EAHL

512 HARREIS A AN B0 R B BUR K20k 10 /9 150 Y7, X /NECE LB 5 Th R R RcR:
HEZ,

A Mt A LA 100 12N, B NEFPA R 100 1248, IBAfELT 100 {0425
S DA XTI

| SRR R 366 K, HLElE 366 x 24 x 60 x 60 =231622400 FF, [Hitt.

100 {Z N x 100124 x 31622400 F» x 100 {Z4E
= 31622400000000000000000000000000000000 >

XABOR L 10 19 39 I, 1512 FRAFRERS AR BRI, B 10 A9 150 X M EE
BN B BB A R A O A R R A AR S nl e, SRS ] DOACA &R
Y.
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"5.95 RSA5HEHSHRE

me ¥
RSA st fey, 5 B AR B AT i R B g 7

me EE
A,
RSA TEINE . % . BH A LAY I FE rh AR A 5 S0 ARG T i R 8o i o
HAEETERE N K p M g BB R AT X KB E AT R B0
(RIS T8 ol R B8 fof o ol PR X 1) () R R 45 T 8 S
e EEim
RSA AR R B0 o R B e =2 S5 1 g 2

me EE

2004 4F Alexander May JERH 72K RSA BUFRAGHAIXS N 47 B2 R4 S5 4 1 .
7596 RSARKE

mi o BElg)
SRR RO R, N KT EAR 20 R

B [EI%
NEBHZK, B —KEREEH R NE %, FBERN RS, ER%EN

, Ak RSA

IR [E] P V2

BRE W IR R . FEE TTRALIERERIIR G, X — R 1B B B RO A 7 T R 2 i BT s 2 O

] 2B AR, AR KT el [ AR IR, W ELE 2t — 405

TEX—J7, —ABFRN “RSA S MRHATLMERSE ¥, XUBEBERE 2007 4244
RSA 2\ Al %4451 RSA Challenge & ahHH 45 HHBIEIH , AT RAVE R ot R8O i de B 10— 8
RSA Challenge %] 2007 4Fgi455H 1, #ZE 2009 4F, A A FLFAB IR EKR RSA

¥k RSA-768, HfifE T X/ 232 1 R,

@ http://www.emc.com/emc-plus/rsa-labs/historical/the-rsa-challenge-numbers.htm
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12301866845301177551304949583849627207728
53569595334792197322452151726400507263657
51874520219978646938995647494277406384592
51925573263034537315482685079170261221429
13461670429214311602221240479274737794080
665351419597459856902143413

AR LT PSR R

33478071698956898786044169848212690817704
79498371376856891243138898288379387800228
7614711652531743087737814467999489

36746043666799590428244633799627952632279
15816434308764267603228381573966651127923
3373417143396810270092798736308917

MO A7 KB A SE RS RSA B2 e A b ol SLA M ke, PRI b T AOTIE 4 L
UL X 2K BBEES B R, MIAREBII “ XN E R BOR A e i .

BAR B —FT, BAERAIER KRATTEREME T, AErTEC 2B i
71024 HRRRREEL T, (HIEBE R 2048 LUAF BB H TR Rin 2 L2, ik, 75— Bt
W, THEX RSA-2048 (617 i ) AYREEN 2R K AT BEG A1)

25195908475657893494027183240048398571429
28212620403202777713783604366202070759555
62640185258807844069182906412495150821892
98559149176184502808489120072844992687392
80728777673597141834727026189637501497182
46911650776133798590957000973304597488084
28401797429100642458691817195118746121515
17265463228221686998754918242243363725908
51418654620435767984233871847744479207399
34236584823824281198163815010674810451660
37730605620161967625613384414360383390441
49526344321901146575444541784240209246165
15723350778707749817125772467962926386356
37328991215483143816789988504044536402352
73819513786365643912120103971228221207203
57

(e —$2, BEFITBEVLEARMILESE, UAgiA M EL e FESHE, X—HEHRHN
BREEA . FEXNX 5, NIST SP800-57 th4y i T F /%t
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® 1024 FLAFAY RSA AN 8 T84 s
® 2048 LAY RSA A {E 2030 4E 2 [i¢h FH -5 o0 &
® 4096 HHFAY RSA 7E 2031 4E2Z J5 I ml 8% FH T8 i

TE5 13 AU A0 GnuPG 2.1.4 H, BRIAA RSA HHKERZ 2048 HAE.

="5.10 FENE

BRI T AHBEE L B F L —RSA.

(P A SRS RS A L B B (M, AR A R — I A e & B, B4R
AN B I v BT (i A 2 i AR AR AR 25 A1 .

X R b ok o A ST o0 2 2 TR SO PRV E L M, A b, NS SRS ) R 4 T e
L PRIHE R ) IR CRUE LA P o 4 RSA BEAIFH T AR B0 5 PRI 880 43k 1) AL A TR METE . PRt
X FREE T A B B IR A AR AAS [ 4 S8 |

JSE N PR AR T AR % () 8, (HER XA B S RE RS e AT 7P (] Ay . 3 B i e i
ifi, MHLAE “XNAHERE TAEAEGENR” X — M8, TR A EERATSES 9
A 10 EHTUHR

BEC A T BN, MRESBASIER, AF B0 E 1T 85 Tl T X R,
P —ppE LR, SR e XA, R EDRELOEER, HAY
FRLEHRERE, XM TR ENARL, XTRATHAZKITSHE T —Fit
A 4H .

THES, WEERNBNEO, BRNBAE x,

(1) BAAZHNENBEZREN LA, |

() EXRAYELNENE XHTRE, BELAHBBORA.
(mAﬁ@mmﬁﬁaammﬁﬁmés—@mﬁﬁ@g&z,

(4) — AR, MFRBADHIEE b AABILE R, ' |
(5) AORAEGS R I—FHOREE (TR BHAMEOEE, HAEBRBGEE RSA,
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7511 DHRMER

INUEE 1 E R BHSEPORIALIE (5.3.3%)

XEEANWNERE Bob WEHEZ% Alice, Mt z/5 ( BIERRBIEER=/E ) Alice #L &t
G55t A Bob MR NMBENZE HITMRE, W21, T Bob ¥kiE, Alice BOUREMA—
BE,

INREE 2 ER: BIEBREE (5.35%)
Alice WA E BB R=2 DES R HARIEO,
%%, & AES BT =E DES MEEHB X ZENIE, NEGHN AES BHRRFBHSG .

B2, BRINERFEEENE AES BHANEANBITES ( ZEDES NTH ), ENEKER
TEBE AES B,

Alice WA E QA RIWRMAER THME, I EEEMLBATIX G,
NS 3 SR FTHR mod (55.7%)

EEE 1o
RGBT ER A AR E,
(a) EEITHEMRRE

718mod12=7><7x7x7x7x7><7><7><7><7><7x7x7><7x7><7mod12
= 33232930569601 mod 12
=1

(b) /> HE BE — LE A R E iR %

NEERTE 7, 2REOUERSRE, TLEFLE mod itE S, BEET &R
THK mod thel ABEI—HHNER ((EASRAEXELRE ), EHik, HMNITLUE 16 XA SR
414 RFITE.

7 mod 12 = (7 mod 12) x (7 mod 12) x (7 mod 12) x (7* mod 12)) mod 12

77 mod 12 BRI EZRITEET, 82T 1, Bit.

7°mod12=01 x 1 x 1 x 1) mod 12
=1 mod12
=1
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FREMNBEERA 1,

XEE—3, FIsto R E H T’ 55 mod, XN AABESKEREAET RSA %

MHTEEEP,

NSS4 FIESR . NETHBEERMAIR

O (1) AAPZEINRNBEREWEN A,

R, ARLR RIS QAR BN,
O Q) EXAAHZENZEAZLHTRE, FELABLARAA,

FH, AEREARTNOLANAT EBRTRY,

x (3) AATHNILABBANE/E N A —RIRE R L EWE,
ﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁﬁﬁyﬁﬁﬁﬁﬁﬁ%ﬂka;'
— RN, WRRERMRE A BB,
EHh, —MOEH, MHEDOEELASBOER,

cu&ﬂ%%%&n S L ﬁm%mﬁwwﬁy%”

aR

(5.10%)



0=

RO Bl R Y — xR
EEE, BAAEREHSIERS
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"6 RAMAKRE

TENRRGHEWREZAT, RAOVRRBIRE IR, RESINRERN R & T sl
R BNHL RIS 1 R 5E

WAL i SR s, AL AR E . SRR, KA A sh LAk S, RERS b
. BRI, Sh VIR BRIl DAL SR KBt . SR T AR, iKY fhE
i P — R REES B (DS PR X R A T FE L .

RE s R AL AR ShLM R A R 893 DRl & —&, k% rmshsh h& B m
P

=62 FEFIMAE

FeATHESR 3 TERNEE 4 TP ag ) TXIFRERS, 16505 5 BErhie ] T AR, miAE A
B> h P ARES & R B S R L.

REEMRGAMPREEARINE S, HAHEARIMEN PR b A% @i
fERTR GRS, AW IEE S PR PR A A EH RS SRk

§§EG3 iﬁéﬂﬂﬁﬁﬁﬂi

1 6.3.1 MREMEAHED

S R PR RS, RATAE AR S PR fRL A SR RAE i Prrhiz PR RS,
Wil DR BH LK )

T3 SR 5 T AR A SRS, BT DLk A S AL, DTt SRR R T X AR
D BT EAT 3 B K ()

(B, APEHEIEA PR ]E .

(1) BT B Ak P R ST ST (I T X R D
(2) PR HMELAHCAR e A

AEPAARIRSEH RGP MR LR (1) BT TR (2), WFEZEXA
PIATTAIE, RTIAIERIT I, FATES 10 EHTHA.
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1632 BATEERL

BEEWRYS ( hybrid cryptosystem ) A X PR RSN AEAFME KBRS G, —H
THOL T, W PFRAS [ B XA S & i GE SRR IR & (hybrid ). FHIR G 80 IR 4k K i,
SUHY T — Rk S PL (OOFRERS ) R shdl ( A% ) HE SRS .

RGHW RS b2 o HARGE A9 X PR B RS X iH BT N, X AR TH B st ¥ 17 % 3¢,
MITEELRAE T B HLE M. SREIRAT R S EXRES A MPLE MR AT L T . X Bk
PN AHEN L T, AT LA BRI I S B A X PR i A e T % .
TXFRF AR — M LT B A S, DRI 2 B 2 0 3ok 12 194 ) Rk T LA 228 T

oI SO X PR R RN, 5 T B B B o A B AR R, X R A
HHALH B IR & H S RGN A R,

THEIRNDEE 5 — T IR A% R G A L -

® JHAS PR i T 6L

© Sl DR REAILESCAE e 2 X AR A i o v (A 2 e

o MBS 2ih 4]

o MR GHI R GIMEIR T A I (e %

REHMRGE T thEEULECE Ras . XFRERS A PIE T IX =R EoR, R

P EARRES G, ARIE D TR X PR RS A S O 0 S
FHR G B R G0 T LASEA T n 8 A fige 2 P Rh AT (1 6-1)c

B33 X
A
Y
nEEa —’(‘Eﬁ@ﬂﬁﬁﬁ‘]ﬁﬂ@ Cﬁéﬁmﬁﬁlﬂﬁ@)‘— BEHEH
1 A
X » L5°8

6-1 BEAEBEZHNMENRE
LU R &, FRA DRI DR & B S R G0 hn s A o oL f
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"6.3.3 mME
A RSN S BRI 6.2

RARIN RS HNX
E e
SRA R RGEHIE
=it e M K i RS tS e a e e e e ~
' |
]
1
CoBBAL 2 :
4 pf 88 )
: X
¥ ] Y
. 1
) ]
I

BERBRGMNES |x i e
v
BREN | #9 (( BASBRNT i
Nz SiEE5A !
{ 2 | FAXFREEEY
: 1B | ML
1
! /AR |
i NEHEIE :
| 47 :
| |
! 1
1
1
: e
]
. imRiEme ikl
\
F3/A A %D
MBZEIE
#4A
F X RREEES
INZHE R
SREBIMAGHTE X

E6-2 RBEFEBERESHME
Xk EERRERE R, RITRIFHMRE—T.

- —————————————————
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we X, B, BX

AR P B A R TTHE, X R IR A WS RGN E R 4)

EHbeA “HE” MAERRRSENARETRAS, Zltrf “HECENLAH” KITHE
SRR EMARETHES, W FEirf “HAHEEMENSEESH" M HN RSN
BITHE" R ETRE, MRS EHRETHIE I

HR ] B K B 2 T HE S U2 A PR A

AR CINETHE" B9RRa (REFRERS ), ZeatarE “INEXEER s (A9
CATDE

H BRI T LA PR B — BT LR, S BARKE, MFEREHS 4 FZha
AR AFEMEOR, EMERIEFKMELS, dnl LU AR RE S s .. XA
AR R AT RO AL B

we MESIEZH

Fe Ao AT R S TR R B A A BRI HRAE

SIEFSA (session key ) 6 AARVGEF M AERMIEETEEH, ©—BORE O RELECE NAS
PR . PABENLEC: SRS B P A B 2 W R Rt S A A A 88, VR X FR A (1 2% 4H
fdiH.

Tk, A BNXTSEEHETIME, A% %A R ERER
N

SIREH M ILH B A S LL—ElpFayn® a6, HE s IESS, KE—#
RILTFAFN, MaEBEHUENREMNNES, R2REHILAF. B RME A%
HERE, ENE - SEEHBEART Z00HE,

i, Mg 7E 6-2 PRI ELAH 7. SWEEHNAHE T RRSEHNRENE
Ly, —8 AR :

SEFARNREBHNES, RRtEAHAFEBAIAX

WAE —EEHMSTETHNNENE, B HRESMAHBM MRS KA
ERAERZTEES.

AaAf
R Emmpy N AR T, RFAERIRE T .
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FATAAEER ST LSRR B R, WAl LIRS A3 %S hn
FHSITEBH", RERITEMEAGER. FHRES, BREEIHRFE—E.
HEZ A B IR 5 S R G RIRA T

Y634 ME
T TN, SRR T . ARG 63 BT

#4A
. AT
o i '( B L :)

RATBRRNEX
AR
BNSIERH
FAFRED
IEA D]
BATBRAGNRE
L mmeEesd | mwEe %
: v |
I |
! NE |
1 1
i i i
1 1
: F/AARELN ! |
; BH2IER ! :
N X ! IR ES :
5 '
BERNRAGNETH : E MBS i
: : e ' .
et RELEEH i :
l%i : BX 5
: Y ;
! I
= |
]
U

/}i
s

i BA XX
\
HE
RERWMAZAER

Ee6-3 RAEWNRAMNBRE
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an OHE

REEBRAGEMNE R “HAHBLINFNSIEES” M A RS mSEsE e 4
ATARE, FHRITEETFEEHESE. RELEENENE LA ST % s, K
BB PRESRIRE S 2l

e RELEEH
ST AHEMAETRE, RIS EMEES, WstRElcr g, bk
THARPIFALISE, HAl AERABEB A3 2ih %4
il e ) 2R I SO R T R R B

e BEHEHER
%Eﬂuﬁmﬁ%%@ﬁﬁﬁ%,ﬂ%%%ﬁﬁ%%%ﬁ4%%@%%ﬁéﬁ%ﬁo
FARRBIEEZ “BREEHEEASZNME" e, HKEHCWIA—T.

"6.35 RATWRGHEMEHTF

BAFMREMI T AAFWEERA MG, Hlid AHER T XFRE N F %
[

EAMNESEM PGP, LA KL W4 ) % 1538 {5 Br i FH Y SSL/TLS #Riz il TR & %Y
E

PGP HIALBERR T X A AR A BN RG2S, BUFERTFES . BTS2 INELL R
EHEA, PGP AHMMARE RS EWRRAEE &R L, HHEFAEL, BIAENERN]
TE% 13 THATIRV].

764 ERARBERNEABBES

EHARERRENRESENRER? BAGEWMRSEM T OWRHLEA: SR . PR
NRET, RH A —FEORE R AR ERAIRE . RTTEPR LA N, e AR %
AR Z ) 5k B th AR W

U6.4.1  PHREALELAE B o2
RABRLG T, RGNS R IR BT Tk 2m ], ARt LECE R B R A2
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P LR ST RAT PR BC L A R
S FUAT 5 ER R ok U AR B, [ R B R
TR S R R R TS TR DOBEHUECE ARt ik, Tl M 1E25 12 T2k

g,

1 6.4.2 FHFREFEG

RewmRGD, MAREMEHTMERR . R, AT &R B PR,
IR I RA AL, ok, FRATETE E R HI Gk i 7 4 A

1643 NPT

REEWRG, AYIEEPON T IS 20 Eg]. 071w L0 o 1 2§ i 5k,
IR R A R RE .

644 EHRKENTE

REEWRG B TAFRESMAHREMMRER X, TR — 5 i H i
AT RE B PTGy, PRI PR % R 2 B R % Y % B I A B4 [R) S5 R 53

PRI, HEFIR WL TR OL, A 8RR R S TR FRES, POy X PR i i 22
W B BB R 2 A U (R N2, T A B — ELRmirk, A B3Rk ( FIARTE 2
PIINE ) P {s N A AR B e 1.

Ea‘ﬁﬁ FBHEEANES

AREH AN FHRA B RGBS S, i F EE  —Fh e i &
HIB ARG BEANH G2 HH THE SN R4 .

g, % 4 EhAAMSEEBE, SRR H RN B K AR 0 2 4 R T4
B, ML AEE X B4 B B SCHA TN 0 ik o SR R R 20 2 i el 5 G, ATk
A RARA R 25 Fp AT AN [R1RE 4 4 2 L B A =

=EDES /&% 3/~ DES 41 57—, MMM —FEH L DES B MXFRENS . ifid
e - ffes — X FERERE T, AMETTLIZERF A DES M3estE, [5)id GE A% 5 M o (i A
DES-EDE2 X Fi < B B A % 15 .
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X PR P A A A — SR 251 . BIInsE 3 P A Feistel 4%, AE5 R
PR, ERRREE IR UE R RS B R

EABFETHESS, LM —hZRERE S MR A, FRATEMA & A
AT

Ber%2, &t S s ok SO A8 B R 4 A hT s

I, EHAHMBTFEAH ST,

THEIAIERS, 2 5] B3] RO S ZE SRRy, o mT LGB N PR A A AR A

ChBEALECE RS, T LA X RRD . B B sR A sl E AP RISk

A SRR AT ARG, FlanHFREE . REBAEAHENERNFL FEAME %A (blind
signature ), TEAKHE B ARG X T IORTHE T UER] B CHIA %G R ZHIRIER ( zero-knowledge
proof ) 5§, EATARRZ LAUFEISH A R SR FEATH ST . FERH P —6F, RATELES 15
B RLGE T LR T A E N2

ig' 6.6 EEG

AT RIRA T TR PRI A AP E S LRSS & TR AR & B R4

Bl h ik, RAEE T TEBX —(HEVEEREOR, SR, BRSEAR TR B AL
SEPLEME

MWTF—FIG, BATHZDHIAE B E 8N . FEATNER BT IE RN AR, FRATH %
I 2R B T AT R SE Pk Y 5 B8 PR

FHATFRATBRGHIED, BEERNFAEO, BROBHE x,

(1) REBERRR A RER SR NG,

(2) B BT R G R P RO AA T AR T OB T IO,

Q) BFLERACSESARTIES T NY, BESERANKERTOEEM,
(m&A@ﬂ%ﬁﬂﬂ%ﬁ@&mm-ﬁ%@mﬁ@' — HERRELRE" GRSk AR
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- 6.7 /PpUBAHER

NS 1 MR BEAEBRSHERMANIR (6.67)
O (1) REZNAGEAXFREDNE S #H 7%
x (2) RA BN R G2 B AP B0 RPN AR N BRI T IR,
FEMBE R LA RAN, FROEAPAFHBHLH,
x (3) B FEIERPAELBIAABRIDHETT NE, BESERHANKERE HhEH B,
MESFZHENTHKETE, RSEINE TR DHE BRI FRELDARE .
O (4) REBHAGHNRTITRERR "ANTHME" — "WHRENRE" HIRFRHTAEN,

EH, EEBAHENRESIZEEH, AEARINERABIXNRBENRER
RBEER.
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FMRRIBOR R BIE, R
“FIEHR SR A"
“PREE K AR R S0 A A RRERY
CFRMr B X R
“AREF, iERIEES L RTESURS KR L3R Ar S I ik 2 A F RIS L BORMESfE 2L
H— "
—Hlrg - 1R (I RfERY SN )
TS E SRR - FR/REERTH —BOW s

"7 FEFEIHAR

e Ffiiderb, fifs 2 HBHESL. B SR E A48 s 50 JE B35 B A8 8L
Fixtt, SURERE HUEZ A S R R A G,

XA R, ARHERAN b EHF] 88, YT B HEMANEE T —3
B, FROTALEEX IHEASHNE, REMHENRN “f880” #aTLiT .

AT, FRATRESE T B 0 sR B A S R T S ) 808 pREGEE PT ARG B 48
g, X “FEECT, ERRERERIIE M A B R R 3L

T, AT AAE— FRmES R, A RKFREREENET. REERKEN

# SHA-1, SHA-2. SHA-3 X JLRHHL[ B pREL, FAPHHE Sl 5 B4 SHA-3 ( Keccak ) HY
ﬁﬁﬁﬁﬁ EAh, ol 1A T — T B BB R B T A

712 HARBEMSIES

B, BAToEd Alice #)—Bilch , 48— />mT e HI S B o] i ek B 5. SR, 3RATT
PR B 6] FO37) pR AP 75 B B A MR

(721 EAXHERFREME

Alice 7E23 ) RNHERMIT R T, — KM b, MREAFR TR T, TR REHEFN
Alice 19 rE i S R ORI HAE BCREEERE AT LA T

Aid, Alice CERBT, e 5 KEE LR A RIZEIKE, IR,

HK, Alice K ENA RIMEFAE XA B C AR IR R ik, (B2 o84 T XA SENH] .
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“ICAN SO AR KB A A S — AR R 2

Alice FISEN X FEHI——E A NERAE Alice BUITENL, KNS TWR? SERA A
HEORF Alice WEENL |, A Al R M 28 AR Alice BYTHEML. 3L&, i Alice BRI
YL TR, OO X, BRATHERRETRIEAE S, RAT6 RN
SR EAEFR < FshEh# Mallory”. BMIEZ, Alice F5 B H1EE MM R F 4 KA X BEft
[N, Mallory BEEN T XHHNAE.

BAE, Alice HAIE A CF LR SUFERARZEN . AR SUAEFFER I b AR i) SCF—45
—FE, EmREEN; AREE AR, BbREAE - HAFE RN, 3k,
ERMAZER, XA REAT RN TEMY (integrity ), HARN—BHE. BEREU, X
H Alice TWEBINN, 2 A CF LRSUFm 788,

Fw B FEMallory

HER 30 v > SRAXH

PN X — 7
(BHIATEM)

B 7-1 AR TR

X RARERARE, M Alice 45 AOF F L RIA A bug 2SS, SUFAE
R HORE SR R BAY , BRAT 75 I A2 G ) S B EE A P 37 5 BRAE T L SCPF Y Fe s
FFARAEE—E

8 — AR B AT BT 2 — Pl oA SO 58 B PR 4 T] SR 07 v —— 1 [ 5 i Yot SO 52 il 21
— DRI oRATAER, B R AU TARZAG, ok HOMZR Sofr £ B SCAZEATR B
ATLAT (1 7-2)0 UnRPIH—3, BB SO seAT sl el
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A, EREFIAE R IE RS2 IE LR RO IR AT AR S R A E— 1K
LT, ARRAAT A B, BRSSO R TAEARAT 12

FEIBHEMallory

e s34t v »| SERETH
H5?
EERFR
TRy
MER S | i
fEl ! -
,,,,,,,, ééﬁ{;ﬁﬁ%"""_ FIATEEM

72 BEABXHRGFERSHNMAMEEHIT LA E

BEANERFFAE— R A Il AR A S BRI SRR B, B2 TR ] . IR
A7 LA B LRI AR R

XEMR P ARG ENBEIIEL S T o BRI ST PIRBUE S —HE, RATREAREIRE
5| Alice AT A UEYSTHFRY “4R40” WE7 WRIANIAT ZXBA-E KRB ST I, RAasxt it
—EVNIR SO BB AR B ST BRI, AR T E (& 7-3 ),



72 fraRBE¥IIRE | 157

Fah I FE Mallory

BRI Y ] sxmvs

| SERGIEE

Z2Wth
E ¢ ! '
ZeyHh s ®IIE #IE
Xtk
FIATZEM

7-3 F#ESIEN ERE X LT E

AT P R I BRI B BR B, R — PR SCIE BT BUEOAR . B[RS R AR AR
WIRISIE, WUARS THER “Feal”.

1722 HARBEEIIEY

B 6] 805 R % ( one-way hash function ) 5 — M AFI—Mitl, HA 4 APKCNEE ( message ),
i AR A BIFIE ( hash value ) (& 7-4 ), B ECE BRE AT DAARYE T S A A TH R BOME, 1M
AT AR HRA AR TH S s e



158 | #7% BEESIEN

( wopoms )
'

| 3 |
B 7-4 B REREN BN R E HESIE

X HL A TH BN — 2 AN ZEREE R Y SC7, AT DU R S s 75 8 SO F . B ) R
AT EHIEE B LR E L TR EREE, S Ed] RECER 28 TV el i oA P
FfeAb R, BIARHE R B A

BOVEMKEFE B WK ETR, TS B 1 lEE, 2 100MB, HZ & 100GB, Hifi
O BREER S B FEE KR EE, UL SHA-256 B3 RECHH], &I el
B KA A2 256 LRARE (32 F745 ) (1 7-5),

e = AN u

APHOS BN ENEGERE AR rpTE X BRI
1657 2MB 512GB 4TB
" gmumsiE " gmEGIEY CwagmiEs \ [ enselEg
[ SHA-256)  (SHA-256)  (SHA-256) ~ (SHA-256)
3 v 4  J
D8 1503 37 P9 20 BF 57 38 34 71 1E 11 P9 39 01 B6 AP 2CCO AB 62 P9 LAEB 222828 70 23 13 26 0 6B 4D R4 44 EA 47 CS SC DE 18 09 37 7C AL 46 (A 93 80 A5 39 SF 66 50 45 AD EB 4C DD C3 67 B2
T30 CSD2DCAPCPAECRTA 28 6F DA 93 BA 32 GASFESEC 30 TBAT 85 4C 1310 94 74 CB C7 P4 A9 0A 12 1DD7 4814 0B D4 67 FO 44 CA 11 D2 4C (8 42 D3 58 OB 6B CO 40 05 BD E7 AT BO 02 21 06
WA T35 TS HEE32%%
_ i

™

BIMENKE SREEN
7-5 HIEMKEERREERM

T RGUERSE, FHHARAE SR, B PeAERWE ST 17 Alice BUSEE .,
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[FIZZAT, Alice FH a3 REG TR SFHIHENE. 7EX B, Alice FYSCHRAMY THE .
Bt it 55 ) BB (E AN T

29 E2 F8 30 A5 A7 BE 60 50 4D 97 65 0C BD 5B F5 CD B5 EO C4 25 23 61
44 3C DO 16 2B 7E 9C 45 0A

B ] FC51) BRSO A RSB BE R B 19 (FEXAN IR 32 57795 ), K Alice X
HR/NMEJLE MB, HEREJLGB, BOWERHCEAKILZR 32 7717 (256 LLFF ). Alice A LURXMEFT
BNk, SiERIRMAERESS L an ), ERERIENK TitsT ( REX TR Z 21 ),

FoRF L, Alice BUGH AR P SCAMBEIME, IR FEUGHRH REEHE S -

29 E2 F8 30 A5 A7 BE 60 50 4D 97 65 0C BD 5B F5 CD B5 EO C4 25 23 61
44 3C DO 16 2B 7E 9C 45 0A

FIRERE RO E—2, sl UHIWT SR A, R R M TEIER, B2 “HERD)
EARSE, THERAESE" XA HIWA R R B R A Y
ANSRFUCT L B O (BB T X

3B 57 B5 95 16 8C 49 81 EE 78 41 DC 7A BB F4 64 5A 14 81 23 2F 34 44
AC 33 E5 42 DD 3C 18 EO C3

FIREMEEYEMEA—F, ARARX SO FIEREE UL —A—REY
B RIFRAIN G T RS R B . PR CHESAE T, ERIAE RN, ROIATER
P EA S, i T e B e O e BT A BB AT L T

¥7.23 sEEEEBHER

S P R, MR HA L MB /NSO 2R | SR MR
GUERTTIAT o AR, MITISEIRECL AR BRI MR TRl ke —F
e REAEKENEHETEHEEKENEIIE

B, WO R AL R KERNE. Kk, RitHAZKNKE, #
0 B R O AR A 2 PR RE AR S B, A 50 SR e R O L (L B 3 A7
FIT o MBS ARRERTR , OELA K e Ry R EL s
me o BEERIEITE HESE

TR T RO LA . U R, T3 O Tt 2, fEL R
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ARETEPL LB BRI N SE GRS A B XL T,

we GHEARBEIEHRARE

AT RERSEIACIETE, A TPHMA B | ERRR R, b2 AR R A RE R A A ] A K
FIME (& 7-6 ).

qn SR ) B eR B0 R A EOME R R AR, IBAHBRESMESWHEN, X1
B R B S R TR, WA AR B =4 R — A8 E 0 B FR &l
1% ( collision ), WA ZLR B[] HF REUH T B MR, MW EMEAEF L EATTREH AN
b Az PR

15 B 8900 401
(1EeHFe R )

00 01 02 03 04 05 06 07 08 09 OA OB 0C OD OE OF J%M,0l 02 03 04 05 06 07 08 09 OA OB 0C OD QOE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 200 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F
40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F
50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F
60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F 60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F
70 71 72 73 74 75 76 77 78 79 7TA 7B 7C 7D 7E 7F 70 71 72 73 74 75 76 77 78 79 7A 7B 7C 7D 7E 7F
80 B1 82 83 B84 BS 86 87 88 89 BA BB 8C 8D BE BF 80 81 B2 B3 84 85 86 87 88 B9 BA BB BC 8D BE BF
90 91 92 93 94 95 96 97 S8 99 9A 9B SC 9D 9E 9F 90 91 92 93 94 95 96 97 98 99 9A 9B 9C 9D 9E 9F
A0 Al A2 A3 A4 AS A6 A7 A8 A9 AA AB AC AD AE AF AQ Al A2 A3 A4 A5 A6 A7 AB A9 AA AB AC AD AE AF
BO Bl B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD BE BF B0 Bl B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD BE BF
CO Cl1 C2 C3 C4 C5 C6 C7 C8 C9 CACB CC CD CE CF CO C1 C2 C3 C4 C5 C6 C7 C8 C9 CACB CCCD CE CF
DO D1 D2 D3 D4 D5 D6 D7 D8 DS DA DB DC DD DE DF DO D1 D2 D3 D4 D5 D6 D7 D8 D9 DA DB DC DD DE DF
E0 E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EE EF E0O E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EE EF
FO F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FB FC FD FE FF FO F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FB FC FD FE FF

( & B E ) ( S EEEIEY )
( SHA-256 ) { SHA-256 )

40 AF F2 E9 D2 D8 92 2E 47 AF D4 64 8E 69 67 49 7B B4 62 C3 BD 37 1D D8 1C 06 AD 1D 2B 63 59 71

71 58 78 SF BD 1D A8 70 E7 11 02 66 BF 94 48 80 CB 56 EB 22 23 3D FC 9F EB E8 3E 44 (8 40 B8 D7
BLERRA1HHENRR, Be™~%
EETRNEIIE

7-6 BMEEBRAE 1 EFHARE, BIEHREAFR

M DL & PRl 4 1 T R AR A AlidE M ( collision resistance ). @RS FE A A FiF{ds FH 9 BAL [ 5051 eR
B, #TEE&PaEErE (& 7-7 ),
FATIVA Alice I HF BREOCRAGE U E MR 5 06, dHE— T HHAaRbuniEr:. 3
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1E, FABE Alice BT FH &Y 8. 1 8L R ECA B & bUmiifEds: .
Alice 7E[RIZE Z AifSE] T F EAIHBEIME.

29 E2 F8 30 A5 A7 BE 60 50 4D 97 65 0C BD 5B F5 CD B5 EO0 C4 25 23 61
44 3T DO 16 2B 7E 9C 45 OA

Alice 7EREWC IR, FahHEFHE Mallory AR T Alice HIIHEHL, IHME T Alice B34

e 1R
C S EHIEY ) ( S EHEIEN )
— 5 — I
AT

7-7 REHYRBENEY

A FRA BRI Alice 895 [ HE R R & PUREREY:, [F Ut Mallory SEMS | —F S SC it
W7, NS U BOEA KA. T2, 85 Mallory 5 T30, HBERK
ol e A

BTRFE L, Alice EHITEBINE, B2 T FHEHAEER.

29 E2 F8 30 A5 A7 BE 60 50 4D 97 65 0C BD 5B F5 CD B5 EO C4 25 23 61
44 3C DO 16 2B 7E 9C 45 OA

XA~ Gh SRR B B HOP(E — 3, Alice A T —H R, {BE, 9F Lk Mallory ELME T X,
Alice K Mallory 245 J5 B SCIER il SR FFHIVE R T 14

X PRI T, FE AT RMELIR R B A — R ERRFEBIERNTHE . YA ERRFHER
FIRGER), BmEs) R ERBNZEEERBHAEBIEN SN —FHERIERE
BEXERY . X PERFRCh BAEY . Ym0 oR B AU R A S U RE R
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S HORE R AI G Y, A SRR M . TR PR, I E R BT EAR M &
FEGEERIEE BMER X MR, 7EIX, BN AT LA B
SR A T BT B B 1) 0 R, A B LA S PTRAR , EAELA SR b TRE

me REHREMY

FL ) E ) R RO U B2 B T M (one-way o S P B9 B J0HE 8 OV BB HE 9 R i P
Jit, HAEIH ST HEMERT LMRE S, (HiX R AT R Tk Sad R E /Y (1 7-8 )

X

Sl B 4 > I f: . R ;
e ( 'ﬁﬁ%ﬁﬁ'& ) RIS T T B B

#E

7-8 BEELF E A

IE AR SRS AAS My AR AR AR 5, (BN TCHR i il RO RS B BB — B, ARETH BT
HOWERA S, (EARIERSEE TR TR .

B o) PEAE B 1) BROS ) BR R R T R R AR A BN, BATE T E DRI AT 1 A
FNBENLEAE AR S B, Wiz AT B ] 09 PR SRS B

R AR R B — U, A L S R AT P A B RO (B AN R B T B 5E 2 AN T
WL R A, (B B ) W5 R BT AN 2 — RIS, PR UG DGk o A gt 5 B S L A DR 4
{HE .

1724 ETFRIE

FLIA) S BB AR AR TR AR Z AR, SMSH b AR ERA AR, T3]
AT RIS

D hiEd, X LHBRABILF R RATOBA, &R I AR LSRR,
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BA [E) B 5 R L AR Ml B E B E ( message digest function ), M RE A Z B R EY

i AL ) 9 PR TH BRI ( pre-image ).

B o R LB B BBt R T B E ( message digest ) 3 #84L ( fingerprint ),

RO —BE.

NG 56—, By R ECrR Y “EEE T BIPESC “hash” —id], JEEENIEETHN F
T, EREEIHEN REHAKR", WIFRHAZE @A R AR EGEIE . B e L
FUBRBUIFERT, Sehs LR R K I BRIFE, SR S5 RS U E R (.

07 7 % FHREEMAHR, Alice 4 T XRMEX,

AHLER “BUATRE" IERERITHMRR? @it —F "THEEUGE" NBEEH

FIRBAREFL? ' |
B2, Alice BWEAREIRMN, RAEAHAE?

L

w773 B E L

R — e SR b FH A ) S pR B 1T

C 731 KB EREHEN

FATAT LA 5 B8 PR BOR WA B T BB B BB

REHM, JUHRE AR B 2 H03E 1 0 161 1805 ek RT3 B O (A A e 5 2 Y
BHMM L. HPETRIRGZE, WTLATHHEEGE, RI555 7 M EAREEEE
PEATXT L. EEEENE, R R LAIA B OB T 83 S-S B R Bt SO R B — 2

R, FET LGE S 2R M B A aE L FIERA . 8 TR S ET,
REMMEE TS BB Z AW (BHREEA) RRmE, EXMERT, HmEs R
TERG I B R A B B oy T R AR AL
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B®H

FigIEE AP
AT SEGES A
ME RIS TEBRY
EgEs =
"""""" miss
B

( LAGE EIEE )
ATHEINTEM, A

i § AR S E I

HHIE : | HEIE

BEHMIRL )

#IE

|

— l
(

bol=d

®E,
FB Ahce HET game exe E’%‘C#Wﬁ?‘lﬁ; #?H’.’. masw—/\uq hashvalue 893X #
b, REEXDXHF game.exe —RFEFE—RER T, ﬁ# Alice AU EER T o
$E_XRRE, Alice ﬁﬁﬁﬁ@]ﬁﬁ!ﬁﬂ'ﬁ? game exe BWRGIE, HFAERREFOXH
hashvalue ‘PE’]W#& TXEE, %%};_{_ﬂﬁ%ﬁ:*ﬁ:mu Eit, Alice #I#7 game.exe &m&z
MBEE Mallory XBo !
PAT, Alice B’]EA%}EE%I%W ﬁ'ﬁhﬁﬁbﬂ"z\ﬂg”

WA
HEE M
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1732 EFOSHIME

B[] Y eR LA T E T 14289 ( Password Based Encryption, PBE ),

PBE 1 JF 32K 14 Fdh (salt, @i O BENLECAE BLER = 2B i BEHLIE ) 1R & 5 T 83
{6, RE¥XEIMEREMZRFH. BRI AR X 04170, 1H4H
AN 11 T4,

1733 HBINER

7 P 1) 3037 PR PT LA o 9 B A UE RS

HENEREH AR ERMEYCE ZRIMLZEEH" M HE" #TR SR LR
(. {3 FHH S AUERS AT LUK By 1 5 i R P AR . B A e phde.

1HBIAIERS7E SSL/TLS 58| TizH, T SSL/TLS IRATEAES 14 EH A4,

734 HFXRR

TEBEATH 725 44 It 22 (3 R o D) PR B

BB ARATHEPHEAMETXHENIT AERF I HrILE. BrEan ity
FAEEFER, Ht—BASXMBNHENFEEEMETES, il 8.6 ] mEaT 7
HIHERTIE, SR FXX B ERE N T4 4 . TRAAN A TRA PRETESS 9 Fh /e,

1735 HBEHIBIER S

ok FH 2 1o 13037 e B80T AR i DR BE RS A LA

WBOR b T AR R4 3 AR AT BEAR A 2 (Y Rl 19100 > >R Y Bl AL
BN XRERMERT . b T ARIEAS AT T, T LA e R ek M e . TRAR P A RA RS
fE 12 EP A4,

%736 —&xEO4L

e B[] 105 pR B RT LUK 1 — e O % (one-time password ), —IRPEOSZH 8 H T RS
w4 P R A RN IE . FERXRR A U, Tl B ) 051 BR B0T DAORAIE 1 4 U 1 B
&% —¥K (one-time ), FHULBMEGIWTFH ST T 04, WM.



166 | ®7%F EEHEIIRK

=" 74 BB EZEE&EHF

I IEFRA TR BARA 43 LA 5 5] HO) R

"7.41 MD4, MD5

MD4 2 Rivest T 1990 4E 1A 5 a3 R Bk, RERE A 128 HUARFAUELZIME ( RFC1186,
BT RFC1320 ). ANid, Fi#E Dobbertin #2154 MD4 fFIRiHE I ik, AEEEEAE
2T s

MDS5 J& i Rivest F 1991 4E1& i+ SATR ] AL, BEAS™/E 128 LLAFIUESIE ( RFC1321 ),

MDS5 (SRS O 2o il , WatRiUl, PUEC ZREE M 4= B2 HH RIEG B A 7 25 A ]
FHE, R EREEAELT .

MD4 il MD5 H1f) MD J&iH i 2 ( Message Digest ) 455 .

"7.42 SHA-1, SHA-256, SHA-384, SHA-512

SHA-1 /& NIST ( National Institute of Standards and Technology, 3% E EZrHER AT
FIF ) W —FPRERS = A 160 HARR A HCEL A B[] BXCO PR . 1993 AEBAE R 36 BRI BAL 3
FRAERILAS ( FIPS PUB 180 ) & AfSE SHA, 1995 4E & A& 1T/ FIPS PUB 180-1 #& & SHA-1,
7E { CRYPTREC 1S ¥ ) #, SHA-1 EL#IIA “n[IEHZ N FMEER", BIBRT TR
FefesvEm B IS, HAB SO AR HERF

SHA-256. SHA-384 Fil SHA512 &2 Hy NIST it i) 852 ek %L, A1 EFIE K E 5y
A 256 LLARF. 384 ELAFAN 512 LbAE, Xm0 B ARG SHA-2, ENTHHERE
WAETE FFR ( SHA-256 f FFRE5E T 2% Hodr, SHA-384 Ml SHA-512 A FREEE T 2" Lhie ),
33X 2 B[] B3 PREICR T 2002 4EF1 SHA-1 —i2/E4 FIPS PUB 180-2 & fiff

SHA-1 HSRHTREREMED T 2005 4ER0cE ©, kR UL, DU7EC 2 AENS = A B4 R B (4G
PIRARIMER . Ak, SHA-2 i M AP0 .

@D 2005 54t SHA-1 #abe L FH 2 A EH A ML AKRF LD EHILGARIRE LY, £ 2004 FE 05
H st L2428 8 T 4H3F MDS, SHA-0 $#7) S8 sb g & Bk, — %4
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L. 6 MRRZAH) SHA-2

SHA-2 £B& T3 6 fphiA, MERPTIUEH, X 6 0 SHA-2 LFH FE 2 H SHA-256 F0
SHA-512 XM FPRRALT A Hick#y, HibAIRRAE 2B ITIG R 7 bR AR 4 A S R T8
SE 8, S, SHA-224 #0 SHA-256 7ESEH FR A7 32 x8 LLEFHIAERIRE, A EES 32

I8y CPU,
F 7-C1 6 fiEZAY SHA-2

E4 W AEREKE &
SHA-224 224 32 x8=256 ¥ SHA-256 pHE REH 32 HiE
SHA-256 256 32 x 8=256
SHA-512/224 224 64 x 8=512 18 SHA-512 445 R 288 LhiF
SHA-512/256 256 64 x 8=512 & SHA-512 t45 R ET 256 L4
SHA-384 384 64 x 8=512 B SHA-512 45 R #i#% 128 thi%
SHA-512 512 64 x 8=512

,
it

"7.43 RIPEMD-160

RIPEMD-160 J&F 1996 4 Hi Hans Dobbertin, Antoon Bosselaers | Bart Preneel 3511 —&fr
RERE ™4 160 LLAFATEIE A B MBS PR %, RIPEMD-160 2k RIPE 3 H Fri%it#Y RIPEMD
B O R BB TR . X — R I KR EGA 4% RIPEMD-128, RIPEMD-256., RIPEMD-320 %
HAth—2Lp A, £ ( CRYPTREC %35 H. ) 1, RIPEMD-160 B8 A ]IS F 0 %51
HRT, BER AT RIFRAEN B LIS, HAWEN FEAEE .

RIPEMD ()3 HURETEE CL 22 T 2004 R4 40, {H RIPEMD-160 if A emt . JifE—42
FeF T il F 9 82 RIPEMD-160 ( 15.3 35 ).

1744 SHA3

£ 2005 4F SHA-1 H)sRITAEEME B R B 50T, NIST FFAE FHlEH TBUL SHA-1 i F
— X 5 1] %) oA K SHA-3, SHA-3 #1 AES (3.7 %5 ) —RE R FHA T35 4 10 7 X b A7 AR 4k
SHA-3 BYIRIT 5 51 2012 FAIRTEE, — 40 Keccak MIBEME N, SR MK T SHA-3,
KT SHA-3 R, RERIRATHEGN
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,="7.5 SHA-3 Myl

AT A FRAT PR A ER R ) 1S RS B b SHA-3, ATTHHAEZSE | Keccak HAHM
w5 Y NIST i W 5 2 2L K (HL5 BR % SHA-224 . SHA-512/224 . SHA-512/256 1 SHA-3
( Keccak ) 15 IITA ) *[Sakiyamal.,

751 {42 SHA-3

SHA-3 ( Secure Hash Algorithm-3 ) J&—F{E A FibniE & A i S m 081 R 1, RRE{R
TEERE | E Rk M dGE ik i) SHA-1 ik, 2t R m el B2 542858 TR 2 SHA-3 ByfKik
TR, Sk 5 MR, BAT 2012 4 ERER Keccak HIEEA SHA-3 #5iE,

752 SHA-3 myif#kiTiE

1 AES —#E, %) SHA-3 AFFEEIRTE s 9 R 2 36 B E Z i S BRI BT NIST., 4K
AR L B B T 408 R RV B T S AL BARME FIPS 2027, R4 i HUR 25 [ i [ %A
HE, ESER btk et E PR bR 2t A BTA T .

Ml AES —#f, SHA-3 Bkl 2 m et A AT, B R T B B AR ROt a5 i
TToFe . WElEDl, Xt KB ERRELIMRAEL AL,

7753 SHA-3 R&ELZBNHES SHA-3 RATHE

2007 45, NIST JFiH T SHA-3 MIATHIESE, #EF] 2008 4FHLAEHEF] 64 1%,

2010 4, SHA-3 B fEieg iy, HrbafE s ME, SHA3 BAEERLA LIESILE 7-1.

2012 4£, i Guido Bertoni, Joan Daemen. Gilles Van Assche, Michaél Peeters tt[a]i%i1#
Keccak B0k A5 5E A SHA-3 #rif, HH Joan Daemen th 2 X FREFSE L AES Wi EZ—.

T NIST FritE &, TR, A htiH SHA-3 Bk, X5 AES WiFEExEE

(@ The Keccak sponge function family
http://keccak.noekeon.org/

2 Cryptographic Hash & SHA-3 Standard Development

http://csrc.nist.gov/groups/ST/hash/index.html

B A [ 7~ L 2 M4 SHA-224, SHA-512/224, SHA-512/256 A UF SHA-3 (Keccak ) 2B T2 K%

E |, AR LIH., —iFRE

@ SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions http://nvlpubs.nist.gov/nistpubs/
FIPS/NIST.FIPS.202.pdf

@
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R, Ait, SHA-3 B A EE SHA-2 AL LT, fE—EATA N, SHA-2 fil SHA-3
LY S e
Keccak @ iE SHA-3 F9B R T .

® KHIT 5 SHA-2 &AM L5

® ZEFTEMT, ST oA

® HEMSIE M T A i s, Wi TR AN
o 7EREME RSB ER TR M pg e

o [t H iR A R ik T el bR K

F7-1 SHA3IRAREZR (RFHHF)

E=2 REE

BLAKE Jean-Philippe Aumasson, Luca Henzen, Willi Meier, Raphael C. -W. Phan

Grostl Praveen Gauravaram, Lars R. Knudsen, Krystian Matusiewicz, Florian Mendel, Christian Rechberger,
Martin Schlaffer, Soren S. Thomsen ‘

JH Hongjun Wu

Keccak Guido Bertoni, Joan Daemen, Gilles Van Assche, Michael Peeters

Skein Niels Ferguson, Stefan Lucks, Bruce Schneier, Doug Whiting, Mihir Bellare, Tadayoshi Kohno, Jon
Callas, Jesse Walker

EHW 7.6 Keccak

%761 4R Keccak

WRETATIA, Keccak &—FP#i e i SHA-3 b i 2 ] i3 sR B .

Keccak 7] LIAE AR K ERIRBIE, B8 TBCA SHA-2 FUEIEKE, SHA-3 frfErh Ikl
5E T SHA3-224, SHA-3-256. SHA3-384, SHA3-512 iX 4 FhpiiA . 1EH ASHEAKE FBR i,
SHA-1 4 2%-1 4%, SHA-2 7 2'%-1 b4, T SHA-3 Ny A KRR EI

IEAk, FIPS 202 fad Rl T M-~ A i A B BE I Y PREX ( extendable-output function,
XOF ), 4|0 SHAKE128 Fil SHAKE256, #f#ii SHAKE iX-1>45 FHU Secure Hash Algorithm 5
Keccak iX JL/~8iq)

JfifE—42 , Keccak HIi%i1T# 2 — Gilles Van Assche 7F GitHub A&7 | —#X4 4 KeccakTools
{DE (G

T

(L) https://github.com/gvanas/KeccakTools
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1762 BELN

TN 1KE—F Keccak M4, Keccak K 15 SHA-1, SHA-2 5 & AR BHREHN
( sponge construction ) ( %] 7-10 ).

WA (GHE) W (BEIE )
] 1 1 ]
\ i i |
] [}
: |
i |
1 ] 1 1
I r . | 1 [
BN PN WA A o Har i H
434H1 VANAEW) 414H3 H4 43481 434E2 4H3
| q ‘ q | q | q q
rl |0~ g D~ D~ >
g f f f f f f
CI 0 > - o > > >
\_/ \_/ \_/ \_/
REBRTS O s B B R

E7-10 Eegn "

Keccak HIG4RasHIT, MARBIRERITIRAZ G, &R E ( absorbing phase ) 1
BB ( squeezing phase ), Ak ik i A EGIE

“URRLEN” XA T L AA SR, WARFREE - MR —HuEa K Bk, RIG R
B AR RS . RIREHE, Keccak T2 45 Fa= So i A TH BRI RS, 4R
Je FARAE PN RS S AR R O EIME

Wt WL Bt B ER) R G0 T

o YL TSR AT BRI r A WA — 414 B T AL

o B, 45 HERREH P HAR 5 MEASMIL LT BT XOR, KHEERAEN “Hs S 1Y
TN

o BRI K CHRECAIORINE T 5 CHIASMAL 2" HEAT XOR, K SR BN o

@ A 7-10 4= B 7-11 & # #% Keccak B # M 3 ( http://sponge.neokeon.org ) ¥ 4F & ¥A Creative Commons
Attribution 4% ALK AR &4 B H] 4 s 8Y
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Bk AE"
o SUEPAT AL ER, HFIPARE AT
o FEfTAIAAAL IR, SRR BE, HEASTH BB

PRE (P PR e A T B8 A7 S 2 B B0 P R A O it 5 R (ol AR i i ) B 2
b=r+c/AHEE), HEENSRKERN b = r + ¢ THFFHNTIRE, REREMBIEHES 0.
R, Ed R R A AR, BHEMESW — A A " B
LRI TR, SRR A — R — SO A AR, R Y B A ST K
A A HERE, R SRR ON EE S ( bit rate ),

WL 7-10 FATATLAF , eR%C/ AR AAEAR r DR, TR r + ¢ AT, HAKE
BiX—g, XEWRENBREDA o MEFRRAZEA AN E R BEEE I (B2 B
Z RN ), X B ¢ PR B E (capacity ).

W B s, (EEA THFH BB, WREAR

o H5E. A “eREUE I E T - AR RAFN R 1T, JPREBEAERRE (r+ e
M EERE ) BRI A S RS

o SRIG, H “RREL RN E PR - A HERT GRS CHH AN 27, PR IR (r + e
ANEERE ) FROCH A F PR EL S

o REHAT LRLTR, HIBIZRAG AT B a5 &R

TCie W B BT BB, KB R A SR S AR, AT KRR S, TR
ZEp R A FRR SR 2 B — K.

£ BB PR EBRATER X A SRS BEAT IR T At (A ERRR )T BOERAE,
R LA HERRSR (r AN LLHE ) AL, R 250 i Y BRIR S P B — i — st 8% ik,
AR T £ FR T K 085 H R —FF

EF BB T, AEIRES r + o AR E R (o MR ) SR A2 Bk Ak 4
(Y, XA RS 2l R B ST R N A, T, AR o BT SUTE T BT IR e AH
BB — SRl e HH 2k

1763 WIL#H
e IR IR . Keccak SRR T — R T 254 (78 7-11 ).
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TP Loy |A &
\ i T 1 \ | |
1 [} 1 ] ] ) 1 ]
] ] } I
] 1 1 I
wA | EE : | BA | HE : :
: | : :
) ] 1 ]
] 1 ! ! i 1 1 1
] r 1 ! I 1 1 ] 1
| ] 1 1 1 1 |
WA i H 4R W2 i 442
A A
Y m y
r| |0 - - S > o
b f f
CI 0 > > — > ...
e \_/
AEBRTS T ahiE WTANE

B 7-11 WI%H

RS, DA mARNE RN RIGEEZEA R G S, BEN LTSS,
i L LIAH R 0 R TR . AERURER E Y, AR AR B A T 2R 2 XUCT ( full
duplex ), Keccak By TE5H ALK FIFER) & X,

IR FABUTZ54E, Keceak AMYUAT Tt B #SIE, ©0] LI &= &S F5N TEFATH
fuzrh i, OhPELIEE AR . WS . RIS . I EIAIES .

1764 Keccak BIBERIRZS

WIA TR T Keccak H1 b = r + ¢ A LLERIY AR ZS 2 Wl il i pR BN A TARMLRY, TR
A TREAME —FBHNIRE.

Keccak BIPIERIRES R —> —4ERT LuAeEce, i 7-12 Fos . BRI BAS N IIRER 1 M1
R, b A/INITHRIR S x5 x z BT N AR, BERUA— NG z BIZRE(R S A,

TR x. v, z = DHEERNIIRES AT state, state 2245 b N HFF.

WERFRATHOGE N FRR AP R PAGERE, 7T LUK xz F AR A plane, #F xy SETHFR N slice,
¥ yz V-l K sheet ( & 7-13 ),
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1% Z
4 P state

B 7-12 Keccak fIREMRAS ( state ) ©

Z d
Z
Z Z

—
X

«% plane Y4 slice
& - [

z
column o lane

bit

B 7-13 Keccak FIEp4 HEPETS

O B 7-12~ B 7-17 £ A& Keccak ‘B 7 M 35 ( http://sponge.neokeon.org ) ¥ 4§ # vA Creative Commons Attribution
AR AR AT 4 B ) A F A4
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e, ASRFRAT R — e, LA x BiFR R row, ¥F y AR K column, ¥z
HFR N lane,

Rk, FRATATLAKE state F IR 5 x5 = 25 4% lane #REHY, 0T LAEUEH S lane I
FRIFHSC R 1Y) slice M8 MM AL AY

Keccak A L2 SC L — P REBAF LR LEHI Y state AT AR HERI BB £, X S5 4 %1
Wit R R AEFE AL HeAh, T RERA T MR A A R T i 2 b ER
AR TN, Keccak FIE| TRZ AFRAINZE, PR AT LA RAREER %51y
LA DI G o

1765 EH Keccak-f[b]

T HEIRNRE —F AT N EBAR ST 00 P 0 R f. Keccak #) PRER 52 Br b B 12 M 1
Keccak-f[b], MXAMAFRATLAE ., XA REGEA — S8 b, BINFREMN R KE. X8
HZE b FROABTEE (width ),

8 Keccak B9 ¥ #04&, e /& b A LLEL 25, 50, 100, 200, 400. 800, 1600 1t 7 F {#,
SHA-3 SRR R P RRATERE, Bl b= 1600, & b 19 7 FEUEMHEE RAERA L8, K
S TN EUFER R 25 MOBEURE, BEN25 A1 (=2") fF. 2 (=2') 5. 4 (=2°) 1%, 8 (=2°) 1§,
16 (=2*) %, 32 (=2°) f5Fn 64 (=2°) %, MRYEE 7-13 W1, —H slice BIA/INA 5 x 5 = 25 4~ HbA%,

@M%ﬁmﬁ?*MeWﬁﬁ(%mmmﬁﬂﬁnSHN3MW%ﬁ§km%b=5xbm4=mm
e N

AT WL, 7E Keccak 4, @i BCAR T8 b 5 AT LARKZAE N ERAR SR HEAR . (HICiS ek
A¢, slice BUR/IMKIRIE 5 x5, SR R lane KM S, FH Keccak T & AR AL 500
HIALEN . Keccak HIXFIEMFRAERELEN, XTMETHRAEANRPITEE, S0 EENE
REEHEL, REXDAFME . FIHEESH, ROTTLIRE S HE— 148 KR Keccak
BRI O A e A, DA A5 B A T

Keccak-f[b] FAIE—3A A S MR 0(PEIE ). p (), o (UR). x(HL). (HEEE), &
HAEIR 12+ 20456 . BART] SHA-3 TP A Keceak-/[1600] %k, HARFRAERCH 24 5.

w HRO

[ 7-14 By A% g 1 AN R R 2R IR 0 TS T, X —H2 193 VE 205 00 B A R /) 4
column 114 H 5 >4l xor EHIER (EHFH 2 FRid), REHES B8 BREESR xor

@  Keccak #9i% 3 #A% P 40 . 2(=%3
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- wds HAR L Fr .
o ’%;" :
’
e A1
i £
b o ¥
¢ -
E7-14 $Bo —
me FRp
&l 7-15 B AP SR p BFEUEIE , X— DB HRE 20T 2 Sl (lane 7)) 4T HAR RS
e %
M % 7
A Y v '/§§
g 77
// " r///
e 4 r’//j/
B p v r/jf
+ /4 r r/
¢
7-15 $R]p
we B

P 7-16 s AXTEA 1 R slice WA TR 7 RATETE, SEPR L3 K lane EIFTA slice #4:
FARAT[RIFE I e P8 sh e .
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@

EH7-16 $B

B 7-17 Bz A% HA 14 row NEFAESR X P AOTETE . X BARAT M ] T — 2B s R rh AT,
Hp v A U, B NoT 5 OFRROUS PN A LU 1| 4G 1, B AnD.

B 717 $Bx
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me FTH

AR 1 A& e B H RO A state BIBTA HLREEAT XOR 125, HWEILNEBRER
FARXTRRE

WRAE (H PR SHA-224 . SHA-512/224, SHA-512/256 #11 SHA-3 ( Keccak ) FISZHLIEAY )
[Sakiyama], B& /2038 0 FAYATBYEALT ( = Frid ) KIBCEER ¥ Hi) NOT #1 AND LASE, HAK
FRVEOUE i B8 {1 H, AR T LASE B

am766 ¥t Keccak RIE 5

Keccak Z Hij it 5[] 53" oK B0 230 S PRI T HE 48 eR 500 7 A0k 2 GBI Y, X oy =X
FrA MD 443 ( Merkle-Damgard construction ). MD4, MD5, RIPEMD, RIPEMD-160, SHA-I .
SHA-2 %5 JLF-Fr A8 B 1% 50 5 1) 37 R BUE AR 3T MID S5 41

MHIZ T LAFFIGIESE SHA-3 Bk, 2B AENRT 412 4 A SHA-1 Bk a8l 7
w B TR B ik, b T AR SHA-1 UK, SHA-2 Biiziiid:, {H SHA-2 KR ZEH T
SHA-1 fH[R]# MD 25#9, £t%f SHA-1 B8 7 UIRA T et &35 T SHA-2, [ E A 15 2R
Affd., Keccak WIRF T 1 MD 45495 £ ARG 4R 454, B e X SHA-1 (930 ik Xt
Keccak J& JCRLU) .

B HRTAIE, EBEA IR XT SFRiE F Y Keccak B8 AUB Y B0 T i

767 XHKKR Keccak MK =2

H T Keccak BAEHLH, HESHPEEXREHYZUENR, HHEIRES TR -1
SRIEHARH “4i/Kh Keccak” . BT iit—4~ o SEFR1EN SHA-3 iz Y Keccak 5 Il —Lt
MR, FF 2O H AT EGE, B0 AT AP RVl 55 iz R ARHERR Keccak SR

Keccak (38112640 741 Keccak Crunchy Crypto Collision and Pre-image Contest” (/4
X TETET, NWEBRNAEKIA Keccak #ATHE . FETEFE P4 K MR Keccak HLARIERS
DT R, SFE LA BUE TR b FR M ok T

Keccak #%E4 SHA-3 tRifERH A — AN RE gLE “G5EW, 5 Tt . X1 RETFA
SEFHEIR, B “5Tath” wlERn “E5ERFSEA" . PSR SRk 4
Pk SHA-3 Wg? JL32, TERFFFRATATLL LA 5 M B /K U Keceak, LRLRENS HL4E
25 oy Mok 92 oz F RO AR E RS A R BE R AT PRA . TR A — A RAE 4t 5 2 F Y B 1] 150401
KRB, “BTa AR — MR FE e

@ http://keccak.noekeon.org/crunchy contest.html
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e 7.7 REi% 5 RV R 5 R

WIRIFRAT T/ 20 17 LA P 8591 R, IR FRATT 300 107 2ok ] R e o v 91 e S0 8 7

B, MDS BEAZ N, HILARZE .

SHA-1 B 7 H T id 4B B ME TR Z 58, AROZeH TR, TN IZE
3] SHA-2,

SHA-2 3800 % T 4E%F SHA-1 Bt ik, BHGEZ 28, aTRIER.

SHA-3 44, nTLMER,

2013 4E A4 ) { CRYPTREC #Hi%iE . ) 1, SHA-2 ( SHA-256, SHA-384, SHA-512) #%
FIANT “HFBUFEREM B R” b, ‘

FIXTFRE R L, HAIARZEHEMBBIEZE.

U T % T B EHIEROHRZE, Alice 8. “HAW, % H55&EFHRGRE

( checksum ) —H¥BZRFIL?” F2#bigIHT FEREOEE,

(1) BL256 b H— P B A EEES, BHBHNE—HEIES R —1 256 bISFtERA
B, REBXLERSWAN, HEEIINERPBIT 256 HEHBHER,

(2) LiRABmas R S MOIE (256 A% ) 5i

ﬁﬁmﬁiﬁﬁﬁ%ﬁﬂf%@mﬂ@&ﬁg? W S B e e

AL e S

" 7.8 MEREBIIENHK T

FOXF RS AT BC AR EE , X B ) B PR AT T A O LU R, Tt L AT Tl
ARARREE, SR T A XL pR B G

1781 BAWMR (HERE1)

Alice 7TEITEHLLE T—&R. TEMGERE, WitE RSO RFEA SRR L, K
SRS DR FAEFERE R Py ] T
Wi L, FahHEH Mallory AR TIHHENL, BT Alice BIA M, AR H A



78 XEm#BF&MNTE | 179

“Alice ZZATHIEH A 100 Ht.”
R§5
“Alice 3 fTHIEH A 1 127T.”

A, (UK EAFREATTE, FA Mallory HLES K Alice 28 HiHH XA HBIHEIF
FEATRT LG . WA SCER A | AN AR BNE , Alice R FTELH .. B4 Mallory EREA BETEA K
AHGERRTRE T, ¥ “100 AE” sl “142758" W82

Mallory ] RAMSCRYSCH BT B T RMEAT o BB SCR SO TTAYE, R A A Sy
EEAATR T ReE XS U NS TIB SRR

AP, TR FER FRNEE—ER.

Alice ZX T &#N 1 147T.

Alice BT & hF107T,

Alice Z 3294404 100000000 JT
Alice E 314 %A ¥ 100,000,000,
Alice B ATHIEH N : 1127T.
Alice FTFE LTI EHA 1 447T.
Alice N 24} 1 127t.

YE R, Alice 75 B % fF 1 {27T.

X AR AT AR M B RAE AT, BRILZAh, A —f d tlas kit Tie
AR, BN, ATLAFESCAFRAR BRI 1A, 24, 3 DEREZMEME, SE BT LU 30
PRI R FRESE— B, XA CHNEL . EXRTEREENRE, BIER]
RSO BT BEAT BB SUR TIE AR, (B R ERX U AT 7B, Sm i3 ek Bt 2™
HEAN RO

T2, Mallory FMHSCHBITARYE, LA AR T —KHE “S2fF 120 &R,

MRAEX—KHE “1{ZITER” &, RESERE— PSR Alice JFiAR “100 ToLaR” &
b= A MR B EOE, AR Mallory BEBRE TN T, R X RERLWT LARACTEEE M A 1 {206 [FIR
8% 100 HLE R T . BT XMHZ)E, Mallory fHFC BB, BHXH, SCHH AR
NEHT .

FERXAECRE R, O 7T R IR, RATMAKEEGEERN & FENBT. KM, TieA
RREBREW I, B s b B —E TR A RSO TTAR A B A AH
[RIRCSMELE 75— 3, SRR —Fh e X B el f303] sRAR A9 L
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fEiX B Mallory AT AT R X, st | NEEAR . (E RT3 6 al DAEA T2 Sy i ffe— o, X
) FEC9) R RSO T AR A T 2 i

TEXT AR A T 3 e, FRAT DAY SRR IME, o, 1, 2, 3, = SR e o 3
XSO EH PR TR AR E Y . X B ) O pRESCHEA T R ) AR ke, BV R UCER AR ks —
THEE, SRS X 2 BoREE .

PUAEFRAT] 7 B R B — A R SR E HOIEAEE, BlanER#E 1, Mallory F5% 3
FAELEF 100 oA R” REMEEEHER S —FZARPHEE. XY T il BEEEe
R TR EA) “SSIAiEN" MBE. EXAMER T, BT 2 U] LURYE
EHAK A R, DL SHA3-512 A6, BT ERNBIIERE R 512 iy, HitEE R EER
2P WOERES R B BARHE T, It Z M2 B E B TP R AN AT RESE A

A T2 AR 2 R EME R e 1, BB B B B ) 9 pR R, HCHC
B WA ) BE T A AR R

i BAEE B EN N SR Eea hwise, B CRREGE” R S TR EBEGET. BRI
i ( Pre-Image Attack ) EFg45 & — 1 HIME, R BEAZEIEMNERHE; EZRBEE
( Second Pre-Image Attack ) 544 E —RHE 1, A —FBEE 2, HE 2 (EGIEMEE
1 #l] .

1782 H£HNH (KEHEE2)

IR RE A Fdedbicd 1| ARAE R iR .

TEX K BIB9S A R A AR Alice i EshMdi# Mallory, fb3ioiEs 7 WifH
FHFRFGER “100 ToLAR” 1 “V2oeaF”, REH “100 ToaF” 284y Alice ikt
WHOWME. M5, Mallory FHRECEH | fh—#F, 2 “100 BooaE” ftanl “1 42508 m7,

EHCHE L, %5 100 oG R E Alice, FMEIIEZFER, Mallory T EARIEFFE
PRGIMER BN & RAMIHE . SR, #EE 2 WEARR, Mallory 7 EHER/MM& R, MBEIER
PLEEER, B2 100 AT M 1 Zes FasMEAAE ST L T .

fEX L, Mallory FrffT B AR F 4R A R E HOVEMTHE. , 2B K BEE A AR
PIZRIH R, T HEN AT LURAEEE . XAEMIGE, —MFr A% BIE ( birthday attack ) 5(#
MR ( collision attack ), X Z—FilEHRERCEZEHR “BIAEE" HIE.

XA PeEEZ I, ERFEE T X A B E R

[4£8iEE )
AR BEALE R B N AR — P ES
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EX N DA, MRERIEELPERN AL H—HMERERKRT 02—, BBANZELREE
07 (HEBE 2 A 29 HETEN )

— AR Z SRR “—4EA 365 K, ARAZAIH AR AL H AR A —5r 2 — i,
FAREIFE 365 H—F X AZAATTIE. 150 M ALL? WiFED—8, ZARZE N=100E?"

XA E R —E SR N =23, Wi, HEA 34N, AT 22—/
R E DA P NAAE B —REREN . WA 100 DARIE, IBAXMERMESIEFEE 1 T,

B AN HER R H B Ml get RS A s, B2 “REAM DAL HAHE
G, AEW—RETLL /98, TREHEE N TFERNER.,

BARMHHE R ENT . XEEBNSTET, RIDHEEZITE "N APELERA
NAEH—FABER", MiREHE “NOAEHSEA-FAMR", RaEH X MMER
LT .

1A ARAE B TR 365 RPMEE—K; %2 AL BFHEAE 365 KpPEHES 14
N4 HBIR—K, HERiAA 364 K; 38 3 A4 HRERESE | DS 2 DA HI—K,
A 363 KB THENDA, BIFEERT ~ N-1DAREH, HiEH 365-N+1 K,

WAV ArA ATk 4 H BCRARTR, ST ISR FTA AL H 8 A—RERZL & 0080, 1.

365 x 364 x - x (365-N+1)
T I O A B A

365 x 365 x - x 365 A 365"

NA

B, #EHA .

365 x 364 x - x (365-N+1)
365"

M NEC23 B, XAMEA%ET 0507297, KF 42—

M BT R LUE L, E34 B MERMEERILRMBRWER, XMARHAERRE
£ ( birthday paradox ).

TERIEAEH RE—RL, B “BR—EHRECh Y X, B4 N ARWESHEDAWA
NEH MR KT 0z —0F, NZ2=ADREZAD?

X P AR EAR TR R, Y YARR KA, SRR RER R .

NsVY  (AERETERR) - (%)

1
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BAELEFRATR B A H b 08, 4 H BGhE M R g Rk B4 HeFie, WstBAIHE T “F
BEOWEH BB AR S 28 XFE At X EAEMESA S TA R, W BT A T fE
HELR BB RCR " AT “—A4ER R

B 2 th Mallory FFEf 7094 HSGEAE RN,

(1) Mallory 4% N~ 100 oo & T (FRATREGE KITHE N ).

(2) Mallory #: s N4~ 1 {27EE& .

(3) Mallory ¥ (1) B N MEFUEF (2) 19 N MEGHES AT H, FHRHEAPREEA —BEN .
(4) QARARH T AL, WF X —41 100 T ICA R 142506 [FREKDR Alice.

[ N BIK/N . N R/MYTE, Mallory 4 H MHRA Z s e, M N KKHWE, 8
2 B EZ RN EIAIAAE, A H A RO . N AR/ IR B A R G

fBtis Alice FT (5 FH B¢ 51 HICO) eRECRRITIMELIC BE 0 MOEERE, U] M ECHRBITRE = A2 A 42 SR T88)
(A 2% A4 CXAHSF “—4FRRE Y ).

AR L 3crh (%) BTHRESER AT

N=AY = 2%= 2M"

B N=2"2 i, Mallory 94 H Xk koA — 42— HMERAEE ).

Fefr1LA 512 LeASHIBIE R ], o o i 00 BB T 5 ) AR T 25 R 2 R 2712 3K
i o 7 — 8L i) B3 R AT A I i A AU Ok 27 K, BRI R AR A L, A FI T
GUEAINE=S e &=

779 BABIHRTARANEE

{7 FH 5P ) 8057 ROBSCRT DA SE IR SE B OAG 2 L {EA U1K 5L T BIMEREISAG A e M h th R B
S

fran, fBi%FEshddi & Mallory Th% i Alice, [n] Bob [RIf A& 3% T 1H S FIEFI(E, iXHf Bob
RES i 1 5 ) O PRECKE 27 B S B, (B HUE X Mallory &% M B TR EE, T
KA R B B 2T Mallory #8747 T fhde. W2, SEBYRBeESEaIH “H
B, BREHAE K.

HIA T LRSI S, R R T ZE A A SO 5 BB T Alice B, (U

@ 2005 4 £ ZH R easER L 5 kb, o F SHA-l FrESa itk s 2" ok, ki VFAHEL
EHEEH 2 k. AF, TOEARI ST HHE, BASKAMEYE k, — Bz
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TR A RAER, TATATFEMNTTIAE.
%?%ﬁ%ﬁﬁ@%ﬁ%ﬁﬁﬂﬂﬁ#ﬂ%o%%ﬂﬁ%%%ﬁﬁﬁﬁ%ﬁﬁ%ﬁﬁﬁm
BN, T2 2 AN RERS v 8 (5 X AR B R B, SR RBEE ] B 4% = R X AR 1Y
PHIIE
INUIETS B4 R, ot X B Alice %4 ( R Alice A MEMAEFE )
KA IRIHEEME T Alice.

m&%m 7.10 AE/E

AT AT T T HIATE e B Y B ) B8 R BRI RS pR B RE S AR B I
T S e BE R R, S8 HE RO LA AT AR B A 2 T R R R — B, XA AR RS
FEM B SCIE R AR |

ML T — ﬁﬂﬁﬁ%ﬁ%%ﬁﬁﬂﬁﬁ——ﬁm3%E¢%ﬂﬁ% Al B A48 T
B0 B o) HCY eR KRR M —— R AR B Bl . IEBIE R IEFEZ PR TH #1256
FrLd L.

(I Bt s eR i, AT TRT ABERI I B0, (HIREEH  Ohde . B TRiX NI, AT
BH BRI TR T4

TR 4 BRI .

(0 SHAB.512 BBE I 64 | .
| OmREAREAST 1 i, WA ﬁiTmﬁm&ﬁ
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P71 PURHEE

INIUEE 1 IS AR (7.2.475)

POBRBERETEKENERITEHECKENSIE, HPUABFEMENER,

Blzo, ATEEREL, BI&BEF—TESEAR2LF (4FT ) NEQEIIEE. A
XiZ 8 A5 R B NIB N FEAES, BIO0. 1. 2, -

WRZEGHI RPN TEAFENE, WEED 0 HAEIE, 55801 HHEIIE.
SHE N2 B BB - 5 B A 4204967294 BY tBLFI (A . 5 B h 4294967295 B & 81 FI
E-- RiZE R TR M,

BE, 32 LB AR EIERH 274294967296 1, Bt %38 & 4 4294967296 B,
BAIRTEHMESHER SR EHE N 0~ 4294967295 R AEFIEPHHP—MER,

XERMNFITNEERE 32 LLEFHNBSIEN LRSI RHNERL, BLRENNTFEEKE
MEGIE ( LEBGIEMNKEERE ) 82T IM

L EBNPHA R SFRAEEFIE ( pigeon-hole principle )o XPMEFEE “BN + 1 288
FRANEFIN DSE P, MARELF—IBEPHFERILAFBRA EHSET" X— (EFY
RE ) X,

NIEE 2 RYE SR BEETIEBEIRA (7.31%)

X2 EA Alice ¥ hashvalue 1 game.exe B X MER —RFR F 7,

MR FEMBTHH Mallory REZEE, MM SAENTS game.exe 2/5, # Alice —FFEHITER
F{E, FE hashvalue X, XHFE—k, Alice EFtE 2z GHIIEERE K,

WREHAXHFEHEENE, N Alice A BER hashvalue 1 game.exe MER—HRER
£, MENZ# hashvalue XHEBRTFERFTHEREHEEP, FR N BFE-XE L XEBEH
EERRE 2 A ZERE,

ARETHINRAHNTEELEN, hEFELUNNE, flln, BTHNKRGETEHFHNE
FIERHTRIERZEEEXY, ATRIINBIEX MR BENRGFERENEMTEHRER
F8,

IEE 3 B R Alice EX (7.73%)

TEEREA
g0, FFHEBBINEW TR,
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FE 5D BB CE A5 CE 7E 29 88 B8 C6 9B CF DF DE 89 OA DE 7C 2C F9 7F 75 DO 09 97
5F 4D 72 0D 1F Ase

R EAREIEEAER, FHA Alice NEEHTIHTE, MNEIHWBSEWT iR,

FE 5D BB CE A5 CE 7E 29 88 B8 Cé6 9B CF DF DE 89 OA DE 7C 2C F9 7F 75 DO 09 97
S5F 4D 72 0D 1F A6

XAREHNHIER=EMEEMN, WERIR, M TFHFENHIE, BINERETHI—FR
HHEREINEHE R,

FERINBRILELS ANKEA 512 tbiF, BEE A BT 256 LLHFF01/G 256 4t 1T
BSEEE B, WA Alice WESEBTITES, B2 ATUER B BSEREEN,

Alice FrgitHEEZ S, JHEER L 256 thfF A B #iTHEs, MmXLEN4E 2z BRI
BB, HIFEFWRABINEIE. BRER, XMEEFRE&BIREN,

INUSE 4 HER: REEYRENEMNIA | (710 %)
x (1) SHA3-512 @—fh e IR KE BRI 512 LEEFMXNIRBELE X,
SHA3-512 2 —fp S mEl ek, MAR— N RELEE,
OQEHRHMELEEESHBABIENS —FEE2EREHEN,
E, X—HRTRABRRE,
O QR EHLEFHERIIEEETHENRFEERIETEEN,
. X— R RIREM, |
O (4) SHA3-512 IEFIEKE A 64 F1,
1EH5, SHA3-512 (9EEIES 512 Lo, 1 FHET 8 tEY, BHRBIEKEA 512 + 8 =
64 ¥,
x (6) IEHEEMMKT 7 1 tetF, MWEFHEHIUESE 1 ERFHsEE,

WREEEABTHE 1 e, WEIHEPARA—FNHEFBIBRAMETE T, Lbr
£, ZRIERHEZ LR, BLERBIHEPAA—FNERERAME~E T,



el




=8

e—
iH S IERRRIE
b ] Eg_[
HBINIE
HB
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781 AEEIAMAE

AT, FRAIHEIGH SO UERS AU FHSC IR

AT EAAER AT LA A CWEITE B R SRR EE AR, BN, EHERIA
ERS AT LAHIWHE SRS, IR H AR RE ZE TZHE

HEMESEFEEFHX THAD 6 M EENTHRZ —, FIPEEMZ—TF, X6 MEETH
SraE: RIRREERS . APIERS . B R R, THEIAUERS . B2 OB LECE AR

.g. 8-2 fﬁE-i*ﬁEE

1821 CHREREEHIIG

BRUART—HE, A8 MN—1 Alice fil Bob B T tAE . Aid, X—IK Alice fil Bob
ARETFEARTT, Alice fRATH# i M4 H Bob 4R1T A1 T —&RILEGE K, Bob MRATIFIAYIER
NI

M P A-5374 [A]0K 7 B-6671 15X 1000 73 7T

M5k, Bob AT AIICZE R N AELTE Alice fRITHT KX A T E—BH, W
R EHIHTE Mallory TEH IR Alice AT A E ML EIHRHEST TEB, FB4 Bob FRITHEA
FREME LA P BRI An SR Mallory KECEIK P B8O T B 2 MK, R4 1000 J1oCEk4
sk,

EULIDE, XA RBUKRARE Alice fRATAEMWE? A ATHE Alice SRATRAEA &
KA EGEK, & i s BGE#E Mallory fh3E K Alice ST AX M. WRILFERAEXH
Alice 5817, ABamtdaxt ASFEHATIC K,

BAERNTTEOCEM M BURICHGEK (JHE ) i “mRH” A1 “AIE” XM

HEB M TEM (integrity ), #ERNFES 7B PN Fidm “HERAHES X —MHm,
e B . WRREEHIALCGERMAES Alice BITITA MM AT E—3, #HAHY
FRMIA T IH BT, Wk 1R A BE

{H S HIIAIE ( authentication ) $819 /2 “THER B IEWARAEE" X —MER. RREEHIAIL
FOFRIASER B Alice 847, A Y TXHH ST TIAE, Wi EWRE HEA LM A DhE A
EH A .
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3 AT o B A B TH BOAERS , FRATE AT AR e i e Bk A fhke, kR BT LA
HIAHRRISE M, ] IHATIAIE,

1822 HARMBINED

iH B IAERS ( Message Authentication Code ) &2—FH N B TIMERE AR, BEA
BRI EFEE, [WFRN MAC.

HEMEHERM A GFBREERENEEM - EEHE SREICEZRIEZNER, ©rllikm
H e B AR, XN EEEFR I MAC 1.

AR AT B BE O T B ) [ R B OB, X — s R ) R0 R BAR 2L, {FLR: B ) 19
PREC P IT R BIHER AT EREH, HH, H SRR T A R X #5223
I

FHR MAC PRI EEY, AL EANABITEITE MACE, HEMEMIER
F P X — P B 58 BOAERY . BEAh, FIEE B8 s SO B E—FE, BRATE B P &L | R
4k, MAC HLS A48k, T BN UERSIE 2 A X —HE ks e 8 .

AT, HEMERAREMEH T E, KREALE X HEBIAEBE
— M5 EAHEXEA R E S B (& 8-1 ).

l l

#oIE MAC{E

E8-1 HEEYEYSHSIMEB LS
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1823 HEINERBHERSR

AR L Alice ST 1 Bob $RATAYEF M@l , SRUFE— T IH BN UES i {25 3K
(I 8-2),

KiEEAliceBiT B #BobiRTT
LR KIEHEB ol STk
EKRHEE EKBEE

v

*FEH HBIAIERS HEEH —@ﬂﬁﬂiﬂ: ’

THEH 8 SCEMACHE NETEE HEHM
MACT{E MAC{E MAC{E

v

Xk, WRHEE—-K
TIAERLTH

E8-2 HEIANEMEKMERSR

(1) A% Alice 5 Bob FGILEHH .

(2) KiE#H Alice IRIFCFERIH BT MAC {H (LS ).

(3) EiX#H Alice BHLHERIE EA MAC {[HMF L£iX L5 Bob,

(4) N Bob RAEZIENGICZERH R HTE MAC {H (L% ).

(5) U Bob ¥ H i MAC {H5M Alice 2B EIA) MAC {E#E 73T H .

(6) WFREFN MAC E—3, WFEIWFE Bob B Al LAKHE L 30E K K A Alice (TAUEAL
) s GRA—F, W] LI E B A K B Alice CGAIERIK ),

1824 HEINEBRZHRE S

fEH BOANIERS h, TEEZREMBRF ZMILEHH, MXMHEHARE EHBEE
Mallory KM, GARXANEEE A Mallory Fr1, W Mallory A A3 MAC {B, MIfistaE
0% A AT RO O R G, X — ORI B AR s C I A ER T
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REHMERCE T B EY, X — IR TS 3 T A X PR SR ARl SERF L,
St AR A B SR BRI iE) R T R A E RS P IR S R . B RO ), FRATRE E AR
PREERS — Bl ] — s B i ik, NN B % 0S . Diffie-Hellman % 83cH# . %4 i
O, BEMEH M2 X R HHE. 2T MR L ek, W Z AR Bk B #k
BEATIEEE

07 754 BIMERMNBZE, Alice 8. "R ANMRELEEENBEZEHLZNE, 2
AERAFEEESINEL TIE?" Alice 2XFEEHN.

(1) Wﬁﬂ%@:’cﬂﬁﬁﬁﬂbﬂ@ﬁ*ﬁﬁ%%ﬁ#ﬁ&ﬁﬁﬁﬁk

(2) MEMBERANBEETRE, RE2EHARSE "B LEMNNRILEL"

(3) Ak, REE%ZE%@JB@%&%E%B’J so&‘.‘fuéalﬁik_%,ﬁ,%%mﬁﬁ#ﬁﬁﬁ%ﬁﬁ
EEMEG; YT i

(4) thit R, RANFREM T N EIAE S IMELER G, e

#15] Alice #9783% EHHIL?

" 8.3 NBIANER MR A H

T EFATEA B IUA T B UERD AE B0 S 55 i A8 3245

¥8.3.1 SWIFT

SWIFT 4 Fi /2 Society for Worldwide Interbank Financial Telecommunication ( ¥ ERER 1T 4 fill
BEHE ), BT 1973 Flri—A 44, HEME N EFRRITE IS RS M. ZHEUR
SEBFA 15 A E, 2008 SEEFE 4K R 208 SRR H .

PATHERITZ AEIE T SWIFT SRAZ1838 5 H B8 . TR T #IATH B 5E 8L RO TH Bt T
IIE, SWIFT R 7 iHEIAER . SOEAFELRRIT LRI Alice 2171 Bob FRATHIZF

TEAH A SR AT A I Ac e 2 A, T B A ERS BT {8 A A L B BRI th AR TRCIE Y

' 8.3.2 I[Psec

IPsec f& %) & B S 3L A AZ Hpil——IP P/ ( Internet Protocol ) ¥4 N4 i —Fh =, 7E
IPsec 1, XFiEARE N A8 A DA IE RIS B P A 56 AR R FH T SR 65 34 58 B
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78.3.3 SSL/TLS

SSL/TLS ZFAT7EM a4 55 5 b prfd - fE MY . SSL/TLS At il {5 N 2R AUEFI
SERERL IR T I EOAIERS . 5T SSL/TLS FA TSR 14 Eh AN 4.

"84 EEAERMEIFE

THE RS A 1R 2R SL BT

"8.4.1 ({ERAEEIIEHEH

i SHA-2 Z 2814 88 (a1 8 5 sl ] LASCEIN BOAERS, Horh—FhSEBr iy HMAC, Ak
ABRIANTRAE T4

Y842 [ERASETBENR

fdi FHl AES 2 25143 4R 2585 ] LA SE LY BOAERD

W o 41 BT B AR A TE EAERS B S R, A CBC R (4 %) BiHE4L
foma ., veet, wiRiemE (1v) BEER . A TFHBIMFEP AT ERE, HItERERE—
AN LN ESCR 2R E T, T EE — 2 EAE MAC . T CBC B ERG —1
SrH 22 BN B LA R R SE SR, PRI eT LK AR BAERS ., filin, AES-CMAC
( RFC4493 ) #i 2 —FAET AES FSCPLAY T BIAGFRY .,

"843 HittLHMAE
SN, PR Y A G S T DA S B KRS,

.= 85 AMEME

2000 4ELUJE , TFINEITE (454 AE” 8% AEAD® ) (BS54 BT, INIFINEE R —Fings
XRS5 E SO EEAHSS S, [RIEENVETE . e FRAE = KIhEERIAL I .

(@ AE : Authenticated Encryption
2 AEAD : Authenticated Encryption with Associated Data
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A —FAIEN S 772 4E Encrypt-then-MAC, X Fh 77 2020 T FREE TR I Schns , K5
THHE% SR MAC {H. 7E Encrypt-then-MAC J7=UH, JHEAIERS 4 ATH B2 % 3C, it MAC
(ELAE AT AT i B SC A S rh R0 T8 BH SCRV B B AR RLAY ™ il s — L, 3R AT T AR 1k
Wit Mallory il id & EAEE i A% 30, HikRS# M B R E NS B X (8% ekt
Z0.575% ),

F% T Encrypt-then-MAC Z4b, A HAL—2 AU /73, 1 Encrypt-and-MAC (50 3C
FAXTRRETS NG, 3% B 3CiHE MAC {8 ) F1 MAC-then-Encrypt ( 553380 3CH) MAC {8, AR5
¥ B SCRT MAC {E R X PR RSN ).

" GCM 5 GMAC

GCM ( Galois/Counter Mode ) & —FMAEMZE 2 ¥, GCM $1{# H] AES %5 128 HA%4r 41 %6
(f) CTR K (B L 4.747), IFH—ANR & HEAT Ik Al s B A9 0 RSOk 18 MAC {1 %
H T CTR A A A B X 8 0 BB A T I, PR TS ot ot 5 4 L T4 T A B e 42
BT, IBAh, T CTR EERNE 5 MAC [EAHHEME M 2R ES, HIESHS
A EBEMES . %11 THEAERE GCM FRH GMAC, £ ( CRYPTREC %5 4. )
[CRYPTREC] ', GCM #l CCM ( CBC Counter Mode ) #5851 N T #fi#5d H A IAIE & 150

=" 8.6 HMAC Hif 4

"86.1 42 HMAC

HMAC J&—Fi it FH 5 1] 537 pR BSR4 3 TH B ERS Y 735 ( RFC2104 ), Hv HMAC 9 H
& Hash O35,

HMAC it {5 FH B 2 1) 85037 eR B8O AR F— b, o] v 5 B 194 B ) 051 o BSCER PT LA
F HMAC, SR8 0 5 ) 5 e g, o [RlREmT LA

{dif] SHA-1. SHA-224, SHA-256. SHA-384, SHA-512 fii#4& (1) HMAC, 435Ik HMAC-
SHA1., HMAC-SHA-224 ., HMAC-SHA-256 . HMAC-SHA-384 ., HMAC-SHA-512,

(D NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter
Mode (GCM) and GMAC, 2007.

@ GCM etEBE#F KiwF K (Galois ) #1.8 F4 4, 2R AL HHMIMEMEA T e F L3R ( AFRIKX )
27 o 6 ik Ao kB O
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JHBIAER

"8.6.2 HMAC 5B
HMAC H3 8 Fa Lo TR MAC (B (& 8-3 ).

&

HE
(1) BHAER
B [0 B3 ek B e Y B KR
» i |BOER
B o) R K
Ipad
0011011 0M9EEF
(2) S 48 FO% AAE KR LR RS y
i P2 T gs ) o seas
\jXOH
A
( ¥ 1
B E S R BN EEE
opad
01011100H{EFR
pFOZEAFR KL FS ¢
o & dk
N s =<} PV @e ) o SEIEES
XOR
 J
(s ) (7) i SERBIA
(o ClEE
HMAC

Y
MAC{&

B 8-3 (EAREEZRHEIAEBINMERBISF ( HMAC )
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W (1)§iﬂﬁ?ﬁ

WREHA LAY BB T H K EER, MHFEEREBHRT O, E?ﬂﬁt’:lﬁiﬁ@lﬁrﬂﬁﬁ
1| PR 4 K Mk .

MRFH A EER, WA E &S R ECk B EHNEYIE, REEX83IER
£ HMAC %51 .

e (2) EFEERESAS ipad BI XOR

B 70 5 B S8FR N ipad BY HLAFFFFI#E/T XOR 28, ipad 2¥F 00110110 X—HAF
JF5 (BP 16 FE61A 36 ) RWHIEIR R E B RA T 440 K BEFTIE LA L RF P31, Hod ipad 1Y 1 2
inner ( ¥R ) MUEE .

XOR ZH TR EIMME, R R T4 AR, BMEHEXHILSF
H, X BEIRATPE XA LRSI FR A ipadkey .

we () SHEAR

BfJG . ¥ ipadkey S5iHB#HITH S, it R MBEHMCH LLEFFS ( ipadkey ) Bt IM7ETHE

we (4) HHEESIE
W (3) L, LA A SR PR, FFTHEH BIME

we (5) EEEMEHES opad By XOR

KT G R S AR R opad MY ELRFIFFH4T XOR IZH . opad ¥ 01011100 iX— LA
J¥% (BI 16 #E§i) 5C ) AWTEA R E ERA R H KEFTIE A R RS, H opad ) o 2
outer ( M) AR

XOR 125 BT 15 B i 45 et 2 — A F B () BUOO pR AR - LA FEARR] B A E BHAH DG B9 FU R I
5, X B IR XA LA 5 FR R opadkey .
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HMAC o] LA T A RSk A
hash (opadkey || hash(ipadkey || message))

Ho,

ipadkey A key @ ipad
opadkey A key P opad
ZHHICIE key

JHEICE message

x BB EIZ{E hash (x)
AS5BHAESCEA || B

AN EEANIE, ARNIZAEBZER A4 ipadkey & “WER”, M opadkey
= "M TIE, EA ipadkey EM/E hash FHET—FP H I,

we o (6) SHGIEAS
¥ (4) MRIEPFLE opadkey J& 1

e (7) HEEIE
¥ (6) PSS RE AL S R, TR EBIIE, X MBI EA R MAC |,

it FARRARRAIT LAY, &EEIM MACH, —E~&— AR E LR E S
AR B B B 2 B9 EE e P81 o

L= 8.7 MiHRIAERMEE

Y871 EHMME

B i F sh i Mallory 283 A] DU bR S5 0/ AF B IE A MAC {EA BB Ok & sh i,
WX A I B EE, wAT LALE 100 DT TR S ER AR Y 1 14T,

(1) Mallory BT %] Alice 42775 Bob 44722 [A] AV (5 o
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(2) Mallory ¥ Alice 1477 H . 7E Bob 4R4THAYIK /' M-2653 123K 100 /170, FJ& Alice 4

AR T FINEFHGEREE -
“Ii] K P M-2653 13K 100 A5
Alice SATMIZILFEGERIE BT L IEB Y MAC fH, AR MAC Al 8 —iR R %%

_ Bob%Rfr.

(3) Bob RITHWBIFHEE BITiHH MAC {H, IFRIHHE SR SR MAC [EEFT X E .
BT M~ MAC {EAHSE, itk Bob BATHIWTZIE B 2K B Alice RATHI B ILILHIEK,
FJ2 ] Mallory HIIK F* M-2653 LK 100 JiJC,

(4) Mallory ilT T Alice #1714 %5 Bob RATHILFERIHE LUK MAC H, JHR-fFEAC
it

(5) Mallory ¥RIRIERAE T A AL ECE R I B LA K MAC {HRHK & 4 Bob #17 .

(6) Bob fHAITHIRIMHE BfTiHHE MAC{H, IPEIHE LR 5UE 1 MAC (BT X% L.
H TR~ MAC {HAHSE, PRI Bob #RATHIBrZIE B 22K B Alice #4789 £ IEILKIE K
(1%f#% ), FR&m Mallory FJIK ' M-2653 1[.3K 100 J7 G,

(7) Mallory ¥ (5) & 100 1%,

(8) Bob fR17THF (6) R 100 K,

(9) Bob 44 7[a] Mallory FIIK P &1L A 100 TG x 100 = 11270, X Mallory ¥ ix 24k
Bk,

EX B, Mallory JF¥&A B BIMERS, 1 RJ2F Alice SATHIIEM MAC {E{#4F FkE
BARAME . XA P EMILE ( replay attack ) (5] 8-4 ),
A JUFRR 7 AT AR B i e

an FS

% TR X BTH BT — MBI A S (75 ), JFHAETR MAC R TS ha
STEHET . X%, BT Mallory TBEHRF5IEMZ IR MAC (H, HIEin] LIBTH K
Moo XFTEEAARL, (HEXEE RN R Ll R R G — MERNF .

me - B iE) B

AR RORTH B S AT A e, A SRAE DLRTAOTE S, RIME MAC {EIERA QR H: i
CERIRHITHBORALEE, XSRS B A S Gy . XA AR R, (HJR R aA A PR CE AE
PZi—E, W HEEPEF AR, ATEN RN E B R, TREEZDIERSF
FE AT DL AT HORAE ey 25 8]
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CREKRER
Aliceig iy
EHBMACE
-
KiEE EWE
Alice$RT Bob$R$7
G, ®T7F E9))'¢
CHERER CHERHER R
Alice 12 # Alice 289 iﬁﬁfigig
FANHEE
Mallory
B 8-4 BRI EH
EH nonce

R Z T, s fem ik & A — D — IR EEVLEL, XN EEPLE—BFR A nonces K&
EHTEHE P F XA nonce HiHH MAC {H, HFEUGEIGH nonce AUEARS KA L, Hitk
TIEHATEBGE . X R EARE N, (HEENEEESA TR,

1872 WEAEAILIE

FIT B ) BB R A T — R, A BOERS o] LT R A RERR (7.8.171) UKREHIK
#(7.827),

X FHENER L, NARIEAREERIE MAC [EHENHBENAEBNZESH. WHEEs
Hiti & Mallory BEE M MAC [ER B HEH, st ASTE . the% . flin HMAC gk
S ) FH B [ 830 RS B i P RN AR SR R IE TCEEAR S MAC R HEI HH B8

BEAh . FEA T BOAERS B R B SRR, a2l HE S A2 A0 . oo i DR B A LB E
A QSRR AR, )2 hn 5 BH BRI fr XURS:
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ou" 8.8 THEINIERS T AR R A )

B A% #E Alice E M Bob KikTHE., UMM THEES, ¥ Bob 3thE
WiE B CWEIRIHEE 5 &%EHE Alice TR HHEE 801, X2FMHEETH MACEHAAGH
Alice fl Bob Z [AIHEZZ (1% EH A REME TR ok, BIME FE3hXd4 Mallory EiE S, S5 Th%E K
Alice &iXTHE. , Bob tLEEMS I A H 14 B R BRI PA%E o

B2, HEIAEHBARERRT AR, N X5 =Jr " # “Brik&iN”, XM
() RIS TG A T S IA RS R AR . B IR IRA TR — B — T

"8.81 WE=HIEH

% Bob ZEHAL T3k B Alice MU B2 )5, M = BiF# Victor” UEBIBCSNY B T
& Alice KIERY, HZEMHEBNIFAICE A TXEEMUERN , XENAR?

B, Victor AL MAC {H, #ii ZEHIE Alice £ Bob 2 [A] LA 4H .

{Ei% Bob {5 Victor, [RIEK &5 &F Victor, BIMEMNM, Victor th EHEHIWHX 55 B EH
Alice X%, K Victor 7] LLIAK: “Biffi MAC (HEIEMK, KEXFHBRHABS—E R
Alice, A AIHER Bob.”

RERS 1T H IE# MAC [ER A RA Alice 1 Bob, FEMAITFI N AZ BT EER, W LIKIE
RMITHE T MACH, XEFRAMLEXNFHNITZH, A—FHHEAC. KM, XTH
=75 Victor, Alice 2 Bob ZIFEBIEREXN I T MACH, MAZHED,

(ISR 9 B Helg BN 8 (B 25 44 0 PT LA SE BN 5 =7 (AR A .

7882 BHLEEIA

{Bi% Bob 43| T 18 MAC {HATH B, X4 MAC {H 2] Alice 1 Bob L5 iy %4135 ik
(1, Kt Bob REMSFIKTIX 2R IH BT A Alice.

(B, EFmiFA1hE, Bob LiELMIUEE Victor IERAX— &, WHLEDL, A%E# Alice AT LA
[A] Victor FFR: “FRIA 7] Bob Ak iX R/IHE 7 XFEHTT MEiFR A& ( repudiation ),

Alice T LA “IX2&TH B & Bob HEHMME” “UiAE Bob [ # L& Mallory 45
T, R H R ZHREER” &, BE T, & Alice Fl Bob MR T,

B Bob & MAC fi3£241F, Victor W JCE=HIKr Alice Fil Bob #EAY 9k A R IFHIRY, W2
wt, FTHEIAIES C R IEEIA ( nonrepudiation ), “

@ Victor & —MRAIIEH X —f E0 L F, £F Victor 8 V 2 Verify ( B3k ) 5%,
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TERXFMIEH T, (EHES 9 fref 24 2 H R 2 2 st al LUSEELRT 1A

;"&9 AENE

AT T IH AR

T S IAUERS 0 T S AT UGIE T B A SE B PR B BOR o i (o Ak 3 A fie o 2 [l 3k e
Mg, BT ORI R AR O B A T oA

T B A UERS AT LA A 80 ) 9 R AR PR IS S H AR R B, AT P RN E LN T
B[] 8 pRBOKR SEEL Y HMAC

HEIAUERS Hh,  H T AR ARG S 88, RIS ™ A o X 88 =B Ll
TEpi IETRINFRIE, 7E T —F, WO AR X LRI B 724

?ﬂﬁ%@ ﬁ&mﬁ%%mue %ﬁﬁ%ﬂ@xo :
(1) fE FSH BIME RS RESS(RITSH B AL,
(2) 18 58 BIAE AL BEO5R 5 B Bk 4T 0

(&ﬁ%ﬁ%ﬂﬁ@ﬁ%&%ﬁﬁﬁ&%z@% M§%a_w
(4) P BAMERSBEEBA IE B Ao ‘ '

7810 /MMBMER

INEE 1 R AXMEBHITIALE (8.247)
Alice WRUEER A IETR, BEHEZLIEHR,
M, ERXTFRELRNE SHTIAER TN, LhrEthFaEXMENA X, BN
FERERRMN, TEBRIKBER—T Alice NIEZNFRM4,
BRIERMNEBERZZNEXREEVLALEREFS, BNBAXANRBELNEZEEELX,
HEWERIBRXHHTREN, BXELERE—BENNOLEEFS. BAXBEXREXE
EHRMARER? XR2RKE T ERNEES ( hEOREE ) R?
“E%%ﬁ%ﬁﬁﬁﬁ%%ﬁM%%ﬁm&ﬁﬁﬂ"ﬁ“$E%Mﬁ%ﬁ%ﬁﬁ%%ﬁm%
HNEELHFI", REERZEE LEZHEBIULEFS, B ENEN#TXS,
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Alice WEZEIRE (1)~ (4) &, ) FH "MEZEFINHAXEERN" X—o2H @M
M, ZHE "MBEZESINEXEERN", RFTEEXASEMNBFENGEN (WFELRE
HEERREXXE—HNFEMERED )

RAE FCE SIS, EMERXMAZMEYULLLEFFS, BT aE% EM X E R TIALE,

ﬂ%ﬁ%ﬁ%ﬂﬁtﬁ%ﬂ&%ﬁﬂﬂﬁ%—%$—&i &m%ﬁﬁ%%%%—?o

BEBENEE —TEALRSHITNBEHLE, ATETRE, RINMBRETLRSE— 16
PH89%, Bl oo, 01, 02, -+, FE. FF fH—( wkﬁﬁ1$%mﬁhiﬁiggﬁmm
REZTEHEEN,

REETN 1 ZTHHRRSHTNE, B3 1 FTNEX, ABRXLEKRSE, BKER
1 FHHEXRE, 891 FUHNES, RIMREBEZEHINELER 38,

MAXEZHERREEHNEZZR? FREREFLERHBNRIES (hRMRES ) R? B
B EHTHY, BAH00~FF PHEM—MEBFIRERERE, Bit, NEAXNMRELIL
EHITIMES .

WRFEAHESINER, BME oo ~FF fAEMNESRETREBEENERRE, RERE—T
BESHE—EE&RIEN MAC{E, BT RAEHIHITIAET o

LS 2 B R EHEBEWRIEREREMENIR (89%F)

x (1) 8 PS8 B EL AR RIS B E0HL B
PSSR
2) £ BB SN S RENS IR B Bk AT 8

mﬁmﬁ GAER BB & % E R 3 B,

4) 1% B R OMERLREGE PR IE B TA.

' ﬁﬁﬁ%mmmﬁfﬁ'* W, BARERANTREREE, BEEOHEHEE
B9, FBRET LA RSHATH MAC . MHEZ ﬁ%ﬁﬁ*ﬁr“ﬁgﬁ%
SERR MAC MRS B BIR R b A EER K, ﬁmmEW¥ga%5mo}.




i
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(=91 FIBAYIAE

KRR RO 158, Bl

“EARRTA S, PRPFITIED”

£ R/ EIEE

AREAE, BENTFRACH, RE9FRBAR, RARERNKGG!”

Wr T /RIS, RORBIEERRNTFRE T HE, TR/DFENTHSRIRG HF455% 1,
BT T

/N EARKEE TR B ORI TIAE, (HAIGRRRAI AT T “Oh%e” . R /¥
ITHRIAIERS “BHEBF" RARIKIR U AES () R .

SRR — A A RE A (R B, AR AT LA S B S AT SE A AIE T IE

=792 FWEIMAE

AFHEANTEE T T L LA BT822 — A Y T ISt R ) 35 %
ST W REAE T RALE R P AT SR BOR . (ERI BT 24 7T LU BT SR b2, 38 mT LAB:
1SN

="93 WFEH

Y9.3.1 Alice Hyf&&

FATERBRUART—HE, it Alice F1 Bob I 2k Tt — N s BB TE 4105,

{Ei% Alice 5[4 Bob f 100 iot, Aid, Alice fil Bob BRI, Jork WM. it
LK, Alice ATLANZ ZIM Bob AP RULEIER, {HZ Alice B FNIZ/EFE AL Bob g7 Al L]
HSEHL L, NIRRT ER L —BrtE, fEARER R TRk £ 45487 Hin.

“Bob, F[FREFK 100 FI T, Alice”

AR, XFERIHRAIC ARG S, Bob HEIXB UM A SRS MG, FHAE FHRf 2R
B OhER . Alice 5 HBIFA AT REDL BB, AW RERA AhIEM Alice K& 1 X Bl
i Alice AT A LA “TRAHNEX AR ABELH K TERIN




9.3 #HFE® | 205
1932 WHENERIIMFES

me o EBINERE R E R

A 8 AT SRR, FRATAT LRI B A ol i Rk & B 6
WO, R T AR IS TS B A sE s, b ] LA B TAIE. SR, fE B Rmg R
WA RINES, FAEBIAMERBIERIEEIA,

M EOAIERS Z FFATCE B IE RN, BF A BUER R EAEREE Alice FIEIE Bob |
HZEEZER—NEH. ERENFEHEILTZN, LB HE BIAIER TR [E# MAC
(EHIEAR RA KEHE Alice, EIE Bob AT LI HIEMA MAC H. BT Alice Fl Bob XU
HRERS T L ERAY MAC H, BI85 =5 ki, IRATCEIEMX RIE B HH M Alice 4
M. ERNAERNTES 8 EF Lt T, XEHERES—PIE,

e BEHFEAMEREE

THEERFEIFS— PR BiE%H Alice I Bob R E L 4, Hiie
Vi, Alice fill Bob & B{EHARIRNESA.

FA B Alice {# FHFHE— 1 HA Alice HE A HIEMFAH., 24 Alice ZiXHERT, b
FHRMEAAE I —A “45 47, AR, S0 Bob MIfd B —~F Alice 7N 7] 85 8 0 48 44 3647 16
iE. ] Bob MBEATC AR IR B A i 4, HIZFH Bob BYBHAEITT LIXT Alice BT HI% 4,
HEATIRAE, it U6 T LU I AN 4 2 75l ad Alice BOBFEITRIIRAY ., AR ELA X 4 —Fb
TS, IBARERARGIEI M PR 2R 17 A BRAR AT LASCER T IE 7

Schi b, XRRE AR MA MR Rk R 2R T, XM E & ( digital signature )

FE: TENBERENERRE

BINEEEMENRRH L —RXFRRPECHEBEFHMENLASFEE, XEXT
iRk ‘BE", MENSTERNERERRNEFEEL (2 ) RE2TENRBE, M RE
ANNEER—BECHXT, MAERRNEFEL (£2 ) NERRIBELABTEMN—$
‘OFACAEITEERAE", BEEFES (8 ) NASEMHESNSENAEN,

O #HFELEMAAHBTFER, AHMARAZE (signature )



206 | B9E HFEL

1933 EEMERMBIE

IEFRATRA R P — T .
TERCFEA VO, WML T P EMAR T A,

o LR B AR RITTA
o KiEHEZEAIITA

EREBERX—ITHRMBEENRIEH Alice K52A, WA “MHEBER", 4l
ZHUERIEH BN RAFEANE, XMIAVERE “HATZHEMNAE.

NERFE B X 17T H— MU B H B BHENGE Bob RS, {HULAT A H & Z 50 IETH B 5
Bk, XEEE S EA N P4 ARIEE Victor, BWIES A SUEKAIZIH B
ZREBEMNET Alice, BIEMZERFTLUZMIEE R, BHIMERELMELERT Alice
(1, RO R X 44 A 2R T Alice Y,

TERTFEZ T, ARSI 2 X BT b 2l & B € SR

Alice ffiffl “ZRA®H” KAEMHEERZS, 1M Bob F Victor W “ISUEREH” I UFIH
BHEY. HFZENZLFHMBIEFARIT TR, EARIEFHARTEERELZN, X
—AEREE, W, BEERTHREAZEZNAEFE, MEIFANSENETERIEZEZMA
R AT

WA DX AR N A, AT AHRNE?

% #. autograph 5 -s:;ignature

HXEDP, BINBEIREAELSLIEET raCNAREBHUE “S82", XERAERX
B {E autograph, MimHE "£B" ZBOFLBNE signature, ENAIBXEEHX A,
FEXREPHIFTHAH AR autograph, = signature,

BERE, XRURIRAIES 5 TrhUbd A PIRUK. S RS i PR 6 o7 2 24 45 A
WAL, EAAEBRYS, BFHSINEBANREEA, ANEFALTERITRE, HH, B
ZERAREHRERTFHASE, MNEZRANREMTENFHABAUEE, K5, L7
B XM ATES R ARG

Sbr b, BTFEAMAPEWBAFIEE ZENEKR, W52, HFFRMEELHEAY]
FG CBOZRAT MIEEAY . T AR S AT SRS KR (R 9-1 ).



93 ¥FEL | 207

®O-1 RAPEBSHFEINEAERFK

14A e T

DT EWERENER RIXEN#EEA

HFrESR EREENELHER WIFERIFERNER
WRHAENA? TAFEH RERE, BAABITUEH

"934 NATHERFES

RIS A SR, TERITEREAN A HER SR TFELZE LR,
RERRTES, BOTTLUERSE 5 RN A HEBILE. AABEBEE—IhAH
AL A BT, Hrh AT e, ST (& 9-1 )

AARNERBINEXRE
A5z NN AT EIERRE

AN
BEmEx

HE BARANE X RRARE HE

1
I
:
NHTEN
:
I
i
T
|
I

N

FA5A

o1 RAHIHITINE ( AHAEM )
BT a4 R 2 A ST AAH AL LA BB, A a3 W45 B B I A2 BT 2

W, EARAAMBHY TERES, MALHRBNHY TRIESESE . A5 T
R R — T SR BUR R 2RSS (& 9-2),

@D Pk, RSAFEEPAUNERRFELESLIZAMRMER, CALME AP A TRRZIA
TAMEM X E .



208 | ®9E ¥FES

RHSANERERNEXAE
RSz R APT EIERRE

-

o AAERE | mx IR A% -
s (BIEES ) (M55 ) (MBS ) e

I
I
T
I
AHRTHEN
1
I
I
!
I
I
I

FA4A

B 9-2 RMAMAHITNE (HFER)

W2 Rt 2 AR 2 T R 4, TR FIIE A 4 e SEFR R, TN H e
A — T AAF I R PEL AR, B4R S A S 2 R BCE X R, AR
— 3 TR AR KR,

AN RS B850, BRI S %A IR O RM A BE AR s [RIRE b, FRLALE s B
BEIE L, bR SRR A A RS, WILERL, WA AR T
W3, 4B AEREIE I 3 B SR I 5 A T RN T I BT Y

PRGN — 47 PG A A 0 A S, TR Tax —BSe, FoATA 0T LUK F
RN B SCE RS 4 a5 (1 9-3, 18 9-4),

BobHAlicel
PNRFITINE
Carrol fHAlice#4 > Alice HE CH
PNRBTINE RSP HTRE
Dave AAlicey
PEFITINR

B 9-3 LRAWBP, EFAEEBHITINE (2AFH )



94 HEE:EMIE | 209

T AR SNATIE, FUAE] AHRRERS A SHREI TS, BOBtr™=A: T — MER I,
BIMEAT AFR BB X 48 42 A T 50 IE

BobfAlicesy
NEAAE ¥4

Victor B Alice #
VN L T e

f

Alice HEC 8
BERES

CarrolfHAlice )
PEAKNIFES

9-4 HFEFETR, EMAMEBRIIZESE (BFER)

(1) Alice ZEf—ECEBNEFER, TEFH Alice NWAHERALHAR?
(2) !ID%¥E€£~:I_E Alice %4, EEF A Alice HAHERMPAR?

794 WFERMFE

T HEFRATHRBAR A G PR A BRI R T2 24 B Tk
o N B 1Tk
o X BMBIIEHEZ BTk

FLAE T 2 W7 LB A 2 B, (BSEPR EIF A RT X IH E RS 2 4% 1 7 i
RO — A, (BSEPRP IR — AR X R %

941 HEMEBEZZWAE

A, KIEF Alice EXNH B2, MidEUcH Bob EX %A THIE, FATKHF—TH



210 |

LR
Alice T BH e M — 0055 280 FUORLBH 0 25 S 6, 1T 7 B2 56 1F 45 44 11 Bob I 5 45 3]
Alice FAH] . TESLIERE [, %2 MG UER SRR (& 9-5 ),

%% Alice B l#FBob
4B KIXEHE | HE
(1) AliceHB 8 . -
i (0E) | R
Y
-~ KEES J|
(3) BobHAlice BH
HIASHE R
WEES
y
s (=)
L
BB
s 2 B 2
£ 8
(4) Bobigmem  LEVER
BE 3 8
SAlice & & / 4
REEH B R P — B )
SR BRI

(1)

()

(4)

B 9-5 Alice 31§ 2%, Bob WiEESZ

Alice Fi B 2 RIFLSAXS E B BTN

PRSI 43 B 0 % SO Alice XX &M EMZES, h T RA Alice A 54 A L AFA
B, HIERT Alice LIFh, HAbLNZICHEA MAHFRM2E 2 (5 3C) 19,

Alice 1§ B & & & X4 Bob,

Bob M Alice R $AX I EI RO % & 1 TIREE o

SRR A2 A0 SL e Alice IIRVEHIET TN B % 3C (4 ), B4R Alice B2
HINZRES IE M . AR R 84 AR Alice IIRAMUES TIN5 210 3, B4
SLTCHEH Alice MBI IETAfFEE (Al 5% fn 19 21 A9 800E 3B L R JERELIY ).

Bob B£ZMBEEEIMEES Alice HIERXHIHE ST,

AR FFH—3, WL BRI EPEA—, NSRBI,



94 ¥FEEENFTE | 211

i U LR U, 2500 ik b — € 2 B AR Z RS, TR, FATHE (9.5
) PHE D A IX SRR ], TR KR LT

o

1042 IHHEMBIEZSEMA R

E—h AR 7 EEE B AR, (XA TE T S RN R T, ARR
FERT, RN AHSEMERARRAEE S, B4, FATEEAREE B— SRR A BIE AR
BA G, WA TR R EARE, RAERE 7T P HREMNA+2REGHTA,
ERUEE 7 BRI R ES R

TRINALFEEX A B T InE (BIXHEE4 ), ot R e H i s3] R ECK iH
BREOE, RGN EHE TS (HIES 4 ) AL 7. BiHEA LK, BOHE
KA SRR 2580, P AT (%4 ) BARF R,

(1) Alice AE &5 KT EHSRIEIE.

(2) Alice Fl H 2SRIFASAXTRIZUERITINE .
FHANEH N 5 1 (4 A5 3 i 8 SO Alice XX SHBIE N4, T HA Alice A+
A HOWFAE, FEBEEE T Alice LASL, HAt ARG AR R 192844 (3% 30) /Y,

(3) Alice ¥4 BFE L %X Bob,

(4) Bob A Alice HIA$AXT IR Z 2 HITREE
ISR A% F SR Alice IIRLVEHAES TN TS BN 009 SC (%45 ), B4 Alice 1Y
NN IZRERS IR 2, AR A RNIXSE T BB . W Rl s i &2 A A
Alice FURVBIHEST N A RN A0 % 3C, B AR TCEEH Alice AP IEWfR % (fRER1S
S| ) B R R RERLEY ).

(5) Bob¥ZEMZEBIMNEIVES Alice HELERHEEMEFEHITIILE,
WG & —F, W AR M A —2, W22 50 R .

AR 9-6 Fron, iREM L —hilE 9-5 B —TF, FAREEWEHE 1w
PR
FAT TR T 44 vh A U 40 TG T2 24 10 2o P B — skt el R 1] (1 9-7 )



212 | Zo® MTES

Ri%k&FAlice 121 =Bob
(1) Alice i 5 @) & -
SEMTEEE | sae REHR |
HESIE
Y ¥
érﬂj ér‘.ﬂ
y (3) Aliceﬂﬁ;’r v
(2) Alice B 28 S B F0E
ueamEnsiE | KO oy ¥ W
JL Bob
o |-G
 J
%% BT NIEEE
(4) BobfHAlice#y o
N R A&
B \
\ A
B RBRE
HELTS
A I
5) Bobig Mg LR
5| HBIE S v !
Alice E#RIX WREE—X
#1782 RS N 2L BIER T
B AT R EE

B 9-6 Alice X1 BRIEFIEZE R, Bob WiEEZ




HERZEEAlce

(1) Alice4 B 2 €8 %t

JHEEYEBOD

Alice . Alice
O HF48
(2) Alice¥§ 2 ¢ RiZ45Bob |
>
! Alice :
(3) Alicefi B CRAHTT | 10U
hnE ( EMESR)
-
HE
Alice
MES
(4) AliceXs 7B BFIEH !
o K% %Bob ;
-
HE
x4

94 WFEZNFZE |

(5) BobA/AARIEES

HE

o

l

Alice

plNGE

(v @2
T 1

BIIE

BREEN| ITEEE

HESIE

:

!
C

i)

B 9-7 Alice 3HBHEFI{EZE S, Bob WiEZEZ (B EIRFF )

213



214 | #Howm ¥FEE

" 95 MEPERMNEA

AT ECE S AT T AR YR, ERAMRZEE A AE, A IRTER T
BOFBZ XA, bl T AADRER] R IR TSR e 3 ] RS A A BE R O
AT o

"951 BXAMHAREHEEER

we o EEiB]

ARIINEHEGEES, REHALAHMENEIFRIEES, XM IBERER T, B2
SO ARES B A R L R?

me BE

U S BRI AT B b B N 2R AL ER AT N85, (LSS B i 2 O R T AR EAIL 5 T
1769,

WFEZRAMT AR AL T4 B RZR I A A% S0 X — ok
SCHLA ., XA A B SO TS, TR TRE - AEREZESANA
AREBERMEE.

XEER 5 B —EFR A AERF S ( authenticator ), TH B IAIERS UL ZIAIERF 58 —Ff, BF&4
R —HE . BT R i PRI TIN5k P A AE A S 1

BN, b HUNE RS AGE 3 05 45 B 6 F 69 F Bl R — FATERF B (R ASNERF S
BRKIRAET ).

1952 HFZZABEMRIEVEMEN

mn o EE(0)
ME 9-6 kF, HERAZSMER AL T, XEEATILERIEESRPLETE T

e R

HIBANL, B2 HE AR A R AR .
IRTBEIENLENE, WA LA EAGRHE, TOREH BTN Z FERE. XTH



95 X¥FEHHMEE | 215

MEANHSTTE, RINSTES 13 ZPHEENA.

1953 XMEZAUBESHT

me KE(G)

WA A AR AL LB —R s, SR AS PR (HAR AT LU 5 & i A IR
BINZ, ARERERITER 47

wme fRE

BB, AR S, TRl LA — S E AR TE . 34 4 AT LU
FEMSBATARRE, T LRI BANES, MR RSOk R, (e, T LR
LA S, RS MO AT B A A AR A

R, S&ATBEHR, FFAEREELMBATE X, Fh ARk S LR 1%
FEEE NN BAT T4, EMEA LB, IR B4 H AN BN,

FESRSCHE ol 2 MR A — TE B, EIVHL L B E R ) RIS AU A [ 4
ELE AL A SRR RIS 5 2 TR To e K B A VP R B = A PRI, 4R
M, BARFREAIATE, AFEENANENEEESHENMESEET —RiX—
5, |
T4 L0, R AN BT TEL” X5 RS A TR,
B2, AATBE S, AR LSk SR L.

o

954 HERBSASHEREN

L ﬁ |‘E-|

¥r A R R E ) 8dE, HEMEZ WA LMEEENRN, XHEAELLAR
g
e B

M, AW UXHESMERETES, HEXHEBRZE, RiEEAMNEKK,
PEATHAE A AL RESS L BUX — B AT R . BT A TR SR B A RB R B e, TRIRAEN.
ek Beln]il, HURUELE 2 2R,



216 | #B9E ¥H5%4%

we JBi9

REABERIRHMESOR B4, (T3S IESE 24 RESE R Zh 7

m= ﬁ%:

9 ERAMAFIR .

LAXFEOSIME 22 o p], REH BB R, ERiHR MBI ER S kAR KEL,
EPRR I AEES, BATEATERGIRYRTHR T X574 i B EHAT g, FE LKL
TR, RO AN ROTE AL TCHE A T AAEH A REAE LAY 3

R S TR A R, RAOTRE 2 E et i .

1955 ERERSUEEER

me BE|a)
WEARAGE] THANMBTFEY, DOzt el LR 2 S B R B 5 i T B T, X
PR 2B A 7

AOBA, AT LR 22 0 SR B SRS BT n 2 s il B 1, (HR IR 2 2RI

KA R X —1T R, BAFEUR IS AR PR AR & F LS 23 Tk —R. RIMTE
WrEst, EAMERZRZERAXMMARRN, HEAFRZEANFREAR, FiksEs R
ToE e 28 2 AR I o B A (PR Y

Bz, B—mEARIMTERNNHEEEE, BIEEs KK,

1956 MBEEBEE EESR" B

B E& IE]

QCRRARTR ARG, BRI SRt vl LA . (ER A R 2 40 10 4 R TR
F, K HMER R RERIESR L C 2/EK, WARE b R RE B A RIA . TEEEN%
PARARARE AT EYR?

e fRE

A, A BT A AR B E MR AR, BRI AR TSRS, wTLIE



95 wiFELMGEE | 217

B — (Y TGRSO . FEXTTER B Ein FEF 4.
A ELARRI T A0, ASRFRA A8 B o e AR , T LA — 0 75 1%
INIEEBE I S5 SN BT |
7T L 384 7 B A ORI B RN A B E R T A
KT, RAVHTES 10 ShiEmn,

Y957 M{ARHIEEIA

mo BE(]
HEIAIERSTCIE ] IERIN, A A% % 2 SRR B 1k A A WE?

me fRE

Bl N “HERFAE T X — DI G

fEIH SIANERS T, BERETHE MAC &S (L8 ) 2 i Ak FH M 307 LRI A
(1, PRI A8 A R R AT — T R RE RS 13T MAC fH, Aol & Wil LA FR "X~ MAC
[EARIITE R, MR TR,

X, EECFEAT, BB ANEANEH (FAY]) ERAREEA AN, HAEEX
HAREE S, P AGEF W IMEN XA A RTAEM” T .

IR, TEARORUL, ARECTE AR AERE R AR AN BT T, WA AT REE AT
B, RTRXARIEEATZAESE 10 FEhETHaT.

1958 HFEREMEBREEEM

me Bt

AUFAEYE EANRAZEF W R, SRR A KL . BT 4 R BESE A U U L s i
FEH % 4 A 2 TG 7

we BE

X ANBER N AR R S H

BTr B2 HARARREZMA, FINAT LY LS EITER, LU IR AL
LREERBIE AT RS RN, XTSRS EREARRIUR S A X A W BIL R — S ARE N
Horp—MRRA SR Z TSR . T ANEX R R —Ft 2t .



2018 | moE meEs

A TERN TR P2 0, WA NS ACEF AL TR PSRN, R
el B4 B B R A UG T P sl AL L A

SR, XA O EAHE RS ? SR SR P UL “IEAHZ ST, (B ERT i
AHH B BRI X AR S T A RIS AR A RE X AR B RO TR R, M
WP LT 5 A SCHFEAT T &AW XFEMfERRATARE A FIR 2, midchr L&
SN HEk L

2T 2000 FEMAT T E-SIGN 325, HAUL T 2001 4R [ EBFE R R EINEL S48
KiEfE (L FERE ), Rk T T BSOS 4 55 (5 4 5 2 [ S b AL |
IR SAMTESEBRAL T, IRA T RE S A SR 2 A DG (] L B B Se B 72 A AT 5
PRI

BB AT RG R EENEN, (AL N ET %4 ol 1 BN 2 ol 5 % 4
FAMERARSGRG Y. — Pl B AR R Se g AT M A, FF X 25 e o 25056 s A 0 A8 A ke i
ZIG, AR S HIEsEZ

,="9.6 HPER AN ATH

A AR — R 4 1 B S

1961 ReMER

— B (5 B 2T T A LR 2 H Rl b R AT — 06 T Uil 18 4, IS 5 s 455 1,
R HL AR T AT WE? FA AT A DA A 1 645 B Y o9 B0 B 7 BEsmig

TEXRER R B0 T LAl AT 8T 4, BINZEH 20T DIXP S (5 B0 SU i e 7% 45, 1%
FE—JR At 5 B BT AR AT LA IE B 4515 B R A R 5k

KA H R R TEE 2R NRE, R IRA TSR A B TN, PR A
SR NG AR BOZ A GUR A AR B SR XU . Rk, FRATAS I & 8, . 1T U X B 4
TR, XA SCH B RTHEINA S, PR VBB A ( clearsign ),

O AEAakkds@m, KET 2005 FmAERT (PEAREPAELTELE),

FEix



96 ¥FERONATHE | 219

----- BEGIN PGP SIGNED MESSAGE-~----
Hash: SHA256

&A1 JPCERT-AT-2015-0011
JPCERT/CC

2015-04-15(#HR)
2015-04-16(8 %)
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FoEH. D=29; N=323

BTN 323, F B TR 0~ 322 BAL R A R, 7E BRI ER 123 X
B

mr ENRER
FHEFRATHFA (D, N) = (29, 323) SRAEMHE 123 ME 4.
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.5 ” mod N = 123" mod 323
=157
ssn R 1577, IECE RN AR

(THE , &4 )=(123,157)

X .
mn FER
BEZHBIINHER:

(THE , %% )=(123,157)
HATHZAH (E, N)= (5, 323) it AREHHE .

%4 F mod N= 157" mod 323
=123

FAVRRRHE 123 5REE BEEAGAIRIHEE 123 2—20, HEARIERY .

798 HMMTESR

% T RSA ZAMAFHEHMMBFELTE, THERIEPLN4 —TF ElGamal, DSA,
ECDSA F1 Rabin iX JLAF 7R,

¥9.8.1 ElGamal A=t

=

ElGamal /738 /& Taher ElGamal %I HIASHE L, FIH T7E mod N fh=R B mON £ IXERE
ElGamal =0T LA T AR MR TS . FEEM GnuPG H g i ElGamal 758, {H
BT 1.02 AP FEEA LI EAAERR, FIEZEE GnuPG H ElGamal {8 T A%,

@ HX 123" mod 323 9{ATIA A 5.6.5 H t9+ 42 P 475 ik, M Windows #3355 kit H .
123" mod 323 = (123" mod 323) x (123" mod 323) x (123’ mod 323) mod 323
=237 x 237 x 191 mod 323
— 10728279 mod 323
=157
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"9.82 DSA

DSA ( Digital Signature Algorithm ) &—F 7482 F %, J&H NIST ( National Institute of
Standards and Technology, 3 E EZRIRMER A ) F 1991 46 FEFE 2 I ( DSS ),
DSA /& Schnorr ##: 5 ElGammal /)8R, HEEgiHTHTFEZ .

"9.8.3 ECDSA

ECDSA ( Elliptic Curve Digital Signature Algorithm ) J&— 7] FH 5] il 2% 25 55 ok 5290 1 307
B2 H5 (NIST FIPS 186-3 ), & THAR L # S 49 RIE S WA %

¥9.8.4 Rabin 7zt

Rabin 77 =& M. O. Rabin % i+ 1A E %, FIH T 7E mod N H R 77 4R 19 B ME B
Rabin 773 AT LA#EH T A S B4 4

_a"9.9 MEFBEMWE

Y991 FEA¥E

XA SR F iE] AIE ( man-in-the-middle attack ) ((5.7.4 7 ) X FE0F28 24 ok 15t ol B
B

EF R AR A, BAOCkBEE E318E# Mallory /v A &£ E FEICE B hiE],
X A IEAE Do AEWCE , RHEWCE PR AR, MBS AL DR B 7 A FIE AT T
eI o

ZEi kPR AT, MFEMABCHBINAHESENEB TACKEGFX 2. filn,
A Bob T EHHIA B CArE R 2B HAZ Alice F92A%], Bob AILASS Alice FT1~H#L1H, [7]
— T ACTF LW AHREASZAER (AR TEE h Mallory £, IRX N HERAIT T ).

SAEREPIRAHNAEIT S —REERE T, XBEA RPN, Bl Alice #1 Bob
A3 S O R A R, SRR TERRIE P A E AR ER AR A] , SEhR b, W
AN LB R AARMBEONE, X HESMEFRAIESL ( fingerprint ), FEEUHNEFHE
&P X — BT,
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85 74 EC 5E BE DA 35 3E D3 24 3E 08 22 9C 30 BA 4B 7B B4 A3
EEARNE BTSN Z B A HETIAER, S LK ST AR5
BURLIF2 AT ARG, A R E M AN T4
1992 tEMEEFIEMMKE

B4 v BT A R B8 RO B ORI I, 7 TN A i AT AR R Sh— A A
RIRGIHE, GEHS %2 Fras e iiH 8B A MR R R E,

1993 FANTEARHAATT
TE RSA 1, A E A KA U :
%4 =1HE " mod N

XA AN i R E R ERIA, WptEiinT ok “TEXE RS XK A
“TEREIEE" . FIRX—E, BEEE AR S —MIabisct, BRI RBCTAE 40 R 3

A MBELINAE Alice #1 Bob IEEMATIESS, EshHd# Mallory IETEGIWT. Alice A Bob i)
NN TEBG K145 Bob, AikRI SR T AT RN

W =48 " mod N

Mallory IV E Alice % %S SCIFMHARAE F 3, BT Mallory B ERIRXEN A, Fit
45 Bob B T X HE—3Fhpf4:,

Dear Bob :
RIE—NFLFERE, 240 Mallory,
HITE BRI T KT BT 2 1L,
W] BT SRR R BBt 2 2 R M S 2 3 7
B R R R REELEE . A T L,
RIS

Mallory

Mallory R K53 W7 21) ) 8 SCHE Ry LR R4 B B 44— 2 &35 45 Bob, BV
B = 2%
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Bob &% | Mallory FYHB{E, & BRBHAFECHE o8 S REBEVLIEDE ({BHZX R Alice ] Bob #Y
SN S ).
T& Bob XTR 8T8 %, BMAEFENT.

54 = [ BdE © mod N ( RSA =% 4% )
=% " mod N ( B BAE LR %30 )
=HA ( AT T 54 )

Bob A B X B HLAY B BB ME M 72 2, PR TE PHEE T % L RSN
¥ FIREZNE (= 48 ) K%L T Mallory, B4 Mallory MK 2 F1EE AT LA IR#E LT .,
IXFFE A BCE AR TR 09 ik A R AR R K,

1 L EE) B, Bob il RE2 %0 )45 4 W HRAE S PR ERAEXH BT E ( Qs {E R
BEWRENTE, SN RUEMILEIE, HiH Bob AJREASEEMR ).

MRS, AT ZCRBUEFFRXTRYE? B8, AEEEHBHTES, X
(AT 5620 B2 4y 0K, B B0 B 45 4 TR 7 43 0 PR R IR B s R 0o SC0R
GnuPG F1 PGP #RA] LLA: il 24~ % 54 .

SR, MEEMWHEBNAENERARTENERHITESR, LHEAENFERKA
PLEHRAIH BT84 . WELREIRDE, X — SNz 2580, @ﬁﬁﬁTAEéa
EAENER S TFRER.

1994 BEME

LEEFEATERR FEEALA R, AXMIEERIDRE B ENE . R MNEA AN
HHEW AT A B XMHEAE RGBT EA, MARXNMNTFELZBE—ERAEEN, X
FER 252 2 AT AR DR Y

SR, BMEEZ NS ELE XHHE (BEEVLERERFES ), nREGEERES A AN
B4 (BN &4 A 22 B 1E H AL 5 ), FRATHL NI H: 2 B X iX A 48 22 Bk 1Y)
— PR TE R . X FME AR X B 2 B YIS .

fEH] RSA KM% H B EFE AR LY, WEMGETRER. Ko R 2R REIL LR TT
511 S Fl RSA BB BUE S M, B4 S M EHERTEA (X5 B AT B RN
FIEMHR ). B THGEEE Z T LREUA R, BT 8T % 2 i e G i v LASEEL T .

T RATIETEDhE, AfT7EC B RSA MOBERE A& 7 —M &2 E %, 1{E RSA-PSS
( Probabilistic Signature Scheme ). RSA-PSS H-ARXTHEAR G742, X HEFMEH#TT
B4 nHh, RTIREEAEYE, EHEBOUE MRS ZE BN (salt), XF RSA-PSS #)
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AR # N iE S W 2001 4E () RFC3447 ( Public-Key Cryptography Standards (PKCS) #1: RSA
Cryptography Specifications Version 2.1 ).

1995 Hftti®

(ARIVA A ETNDE G W Rr PN b e 0 20 U R G iy S = R UV B a3 Sh v R 7 B
A AR RSA B N AT & 55

,="9.10 FFEIGHAMI L

T BN 2R S AR B BRI T— T HBL

19101 HEINEBSHTES

5 8 BN THENEN, EMATENROBFE AR, 45— et
A TAER A

A LAH I X6 X R A AN 2 B A A A X E R BRI BERS S BF A 2 X 5. FRATHEXT e
it PR R AR 9-3,

*9-3 MNMEBEAATBMIXIL, UREBNERSHFERNITLL

| A FREED | | AEEE
BiEE - AHERANE BaHn®
B E = ALETERY RAERE
EERSEaE T T, BARBESIMAE
FE _ 0 @)

HBIMER : | MPESR
Rk 0 AHIBOHEMACHE ARAENES
g A#THHITE MAC & FIAERITES
THEROE HE T, BLAHEEESIMAL
T : O o
AIE O ({XBREIEH KW ) O ( TEAFEFAE=F)
BALEFIA x 0
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19102 EATWMAFZSIHIIEES

ERGHM ARG, HEASZAIRPRER IR, 7 AR ARES 08 PR A
e R, BRSO PR i) s S THE

H— i, BFEATDOHR T RN T, BRRE B B A S R BOK B,
RIe AT MR T84, X FUBIME SR S TR R

QSR PO R L B R R RO FR TR, FRATATRAUE: XIFRE MR EARE R, &
[ R B E R BRI . T LIRER, RIS ER)E—F#THIT.

L=" 911 HFEFRZREMRMMEE

B2 2 BT LR A B SO %e, @ n] LA (ERIA . st U, FRATRIESEH T 6fIA
HEREREME . HTAELL S EIADG 1k B S At AL X —HoR APk g BETX .

SR, EIEWAH TS, A—PKAiE, BMEHTRIEZE AN LB TEIE
MEEE, MR TEAFE B, WRREEMAHENER, BAKTFEA NS
BAL

MAERNEHEB A T —IIEEF—R T2 2 ZARHIE B RS . DR R AIARY,
(EE A FRAT T b 20 AT B PR () ik E AR BN B e A AT

AT RERERRIA A AR RN AR E G, WRNFEMER . FriBES, SRS A 8 41E
—&RHE, H—AIERE = HE 2 S S 2 AH.

IR, XA RRRREER T e . A AR i8S 2 TR, FAT]
WETTE S — AN, IBA WA BEA S — > TG (B2 A BE A7 SR A A AT 15 I IR
fug? FX—4, BITHO LA TH SO, RINTFELAHL B FE A H AR —
Pt S rERY AR e, BI/A$AEREIZHE ( Public Key Infrastructure ), fAjFK PKI., X TikE45%1 PKI
FAl P AESS 10 TP v,

M&& 912 FE/NSG

AT A THFEAAEXERR, 52 1 anfardi a6 AR LB T84,
FEH RSA BLARSCER 7RS4 WA BUREIE . sthh, IR0 ARG 78 2 i i ik
VLB 72545 S5 TH BONIERS Z [H] G &

AR 2 SR T T AU B R e . SR T DA IR A . BT A — PR R R AYIA
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EROR, (HRTERE N TRAEES AR E W AHBA S, AN HESGE, TRAXA
P, XERIE . AT UEB A AR AR,

THlAS, WEEROFNEO, BRNFHE x,
(1) ERTHFEL, BECHELENLA,

(2) RSA AR SE 8%,

@) EEMTELTRRPH S ONTM, TRELESR,

nua 9.13 /PMUBHER

INIEE 1 B SR: RNASRARNIER (9.3.4 %)

(1) Alice EAAUE BB FEEE, BEMFA Alice HFAH.
(2) ZNRFZLIE Alice B9%E R, NIF/EFEA Alice 29,

INDIEE 2 BB R HFEERNEREIA (9.12%)
x (1) ERIINFES, TEFASEEORS,
. RIESEREEALATTERLA. Gamees e Sl
O (2) RSA T EEM ST B8 Bk,
x (3) EABFELTIURESSHNEY, FTEEBOEENR,
- BFELTARIEE NN BN,



410 =

iF :
H MmN
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L="10.1 FEFIHAE

o5 5 M IRA1ET TAYEN, 8o mPRRIEST THFESES . TR HENLERHT
4, Hph A E TEENAG, R, MRAEHKEC T EOAHEESE, AT
REME RN AT (5.7.4 795 ). AFEENGHUES, SURARXTAH G B RASERBEAR

fEATER, RITEIRNA—THARIESR, UEIEBRA TR, RIS X509
HERRLE, DLRFIRRERRE T A G AHER N ( PKI) FAUENLA

L= 10.2 WEH

11021 fHARIEH

BWIEREEER, SR EmEicAAANBE . B2 BAEEPSCAGE, DA,
MHESEFmPEUEEFER, HFhALEAELmER., RIHEEFINEHM, ST LHEAZRIAE
B A A

Y$RIER ( Public-Key Certificate, PKC ) H S FIE MARMML, HMiCAMES . HEL. W5
HHEENAGEE, DEBFIHAMZAS, /i IAENLH ( Certification Authority, Certifying
Authority, CA) JEINEFE% . REFDAHUES, FAOTHLAT LB VGENF A E iZ A S
BT, AFHEB WA AIES ( certificate ).

Al ETRZ A B BT B A LERLAS , IAIENLAEER BB A E “AHHICE TN JFfegd:
BT A WA NSCE AL, AIENLE A E PR S RBUR TS (942, @R H0HA
AR5 BRI — Rk, AN A AT ABSIAENUE . 76 2 BB 4% VeriSign™ %,
R 5 BAT PR P11k vE i HIRR Class1 Digital 1D IR 45 345 B Bob M9IEF, X TFIAEIAETRA]
BAE)E SCP A4 (1043 797),

“1022 EBHNAHS

AR UE A AR R ok B IEA 1A o
&l 10-1 /R T Alice 7] Bob AiX#SCH R, 1EAE MU U AV IR Bob A9 BRdEA
HEBLF BRI

@ iE$ = PKI ¥ 3k 4 245 F 114 £ ( Symantec ) 4,
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WY LARATER), X F “T{ERE =77, AR Trent XAM2F, XANER
M trust ({FAE ) —iRIEEAE KA o

(4) Alice S EITFHIAMEN M Trent#y (3) IAME# ¥ Trent B C A FA A Bob )

$ % HBobMI /AL (IEH ) AR BT E L I IS
UEHS CAEMATrent (2) BobZEINEH# Trent it
Bob i/~ 4H 84
| Bob#4
Trent#y NS
HPEL
(1) Bob& A 23 $A%T
HBREEAlice > SHEEEEB
(5) Alicef FIATEHIAG Trentf) /A 4A BT £ wX (7) Bobf8 & 2 H AR T
FEL, FilBobMAHME M BB E| Alice i A
(6) Alice FEBob /A £R N :
Sl B3 4% 4 Bob

B 10-1 Alice | FiAIE#1#4 Trent 6 Bob & X% X RITHI
FHEFRA I IR EE 10-1 R EH —F X85 BARARMS T84 4, .

(1) Bob 4R Z$H 74

AR TAL, B T B YR, Bob 4 T —AAGIRRLG], IFHRAY
AT
fEAK L, BEINLH Bob [T ARA, WA HTIATERLII A (1043 ),

(2) Bob 7EIAEALKY Trent iE# B S I 4R

FESE 5 &, Bob HiEW HOMAHEL T Alice (543 717), {HR7EX H Bob M AH L
%25 TIMIENLAY Trent, XJEF R Bob 77 B IEAIENLA Trent XHABA SN 8722 (ki
A BGIESS Do

Trent 1% Bob BIANHJE, SHIARTREIRIAHRZET R Bob KAFTA ( BULER: “ BnHEIA
FAGEb 55 7™ ),
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B SHWAREL SR

IMEMAMBEIA "KA" S48 FEFIAEA A B IAE L & 4N ( Certification Practice
Statement, CPS) AR HE XK. WRINMETMEHNSNXANRS, BATREEEFASHT
ER S0 . WREBAIITEZENINENM, TEREEREBERNERETSHRHHIA
ISR Z A 8 AERE LAY, BT RES AR R AT EIE E EIA.

Blgn, FRITEREERRS W & EN Fi1& S iAo A Class 1 ~3 H=1MER, WFFiw.

® Class 1: @i [l HpfE & X HP 1SR BN R A S5

® Class 2. BB = A HIEERFIAEA SR

o Class 3. 1B1d N EIAUFFI S HF AR AR A 5 4

LS, FMBIAEE.

(3) IAMEHLH Trent A B 2 HIFA$E3T Bob HIASAMEMEI P& A FE 4 HIEH

Trent X} Bob BI/ASHM FECFE4 . I T AEBBTES, T2 Trent H B R, I Trent
T B A U R

(4) Alice FFEITFHIAENH Trent B &2 #) Bob K28 (iEH )

HAE Alice 755 7] Bob A& 6% 3, FitkiiM Trent Zb3REBGEF . iE-HH A& T Bob B4,

(5) Alice {# FIAIENLHS Trent B A$AIERFE &, FHIA Bob HAHKIEE M
Alice i FHIEHIAY Trent BAGINHE S F BT LI TIRAE ., WURISIERTS, #AYS T
A TIEFS PR S I AP BZ)E T Bob (9. X H, Alice B38| T4 H:H9 Bob YA,
(6) Alice i Bob HI/2$AINER H B FF & 1X%5 Bob
Alice Jfl Bob I SAMNBE &6 TS, ¥R K %4 Bob, REXHTHYR “HASM
%", B 6 FAh A HRIR A B R G 2 AT LAY
(7) Bob F B 2 RIFASHMRZ % 3152 Alice BIIHER

Bob %] Alice ZXHI#3C, R HCRVMR, XHEEREE S| Alice MIHET .
E A HAUENU Trent AT AHEMEFHRE. HP (1), Q). @) ILDEBRAEE
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WoR AP A 2T, HFARBUGEFATE . Mok, HIR 4) (TE Alice H— K AP &1
Bob A& IH BB AT Ei# T, HE Alice ¥f Bob FIAPIMRAFAERI P, 76 LUR A (E st nl LA
HEEM#AT .

AT EHEA A, 003 0] fEC S P T S S Seh rik. XTI
ik, BARRERN .

E T ETFIMNTNBHAAAE, Alice #8.
ﬁﬁﬁ%é&ﬁﬂﬂﬁﬁ%ﬁ£7@$ﬂ,ﬁ&&ﬂ%ﬁﬁ?*@@%#ﬂgmuﬁMW

Trent RRIFMZEE, Trent BFE LS TARTFXR?
 Alice X REIRN, XE2AHAR?

g=" 103 SCRREER—GIES

FEFRARAE PR VB Digital 1D % 8 AR 95 K SEPr A il — 7K Bob BYIEHIE

"10.3.1 15K Digital ID H ik RS

FEU T TTIR A T T 5 AB9IE S (FRK Digital ID) IR%, AT Gtk f] 25 X . @i
Web W WEZR AT LA S iU+, B a R E e B AR 1Y (A4 T VeriSign Class 1),

“10.3.2 HERIFH

TEFEN TR L B0 0l L A B ok, AT DAAE BIEAS (P 10-2), 7Ei B A6 BRFR stk 24
SRR, PROA A GUE 3 )5 20 TR T BRI 1 8K v i AR A MR e Al XA 7 s UH: 5K
SAHS Tl Bl T ERE” SR AN SO TN

@ Symantec Digital IDs for Secure Email
http://www.symantec.com/digital-id/
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@Symantec, Digital ID for Secure Email

Step 1:

Certificate data

Certificate data
Enter the email address and validity period for this Digital ID for Secure Email.

Emaill address+ Promotion code

&.g. webmaster@sfonehiltbaker.com

og xissaoosz RN

Validity period=
@® 25days - free |
(3 1year-$25.00

Required field*

©1985 - 2012 Symantec Corporation About | SiteMap | Legal | Privacy Contact RSS

B 10-2 ZEIEH

IR, RISV AR B8R, 75—~ B B U A B PIXT ( Generate Key

& Install ), SRJGHFIEFIRLE T (Install Certificate ), XFEFRN IS E] T —44 1Y SelfService.
action.p7s HYIEH .

Y1033 BERIEH

T HLERATE LA GnuPG PR gpgsm ir 4K R — F L —15 A4 5L Bob A9IE

FHNE (& 10-3 ),

$ gpgsm --import SelfService.action.p7s <+ AN+
$ gpgsm --dump-cert — ik BN

(verisign WiA&MIES, X ACKAHMIEITIAE)

ID: OxE98E46A5
S/N: 008B5B75568454850B00CFAF3848CEB1A4
Issuer: CN=VeriSign Class 1 Public Primary Certification Authority - G3,
OU=(c) 1999 VeriSign\, Inc. - For authorized use only,

OU=VeriSign Trust Network,O=VeriSign\, Inc.,C=US

& 10-3 Bob B9iFH
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Subject:

shal fpr:
md5_fpr:
certid:

keygrip:
notBefore:
notAfter:
hashAlgo:

keyType:

(HE] & )

(VeriSign Mii&RIES, XTE1ELZHAHHITIANE)

ID:
S/N:
Issuer:

Subject:

shal_ fpr:
md5_fpr:
certid:

keygrip:
notBefore:
notAfter:
hashAlgo:
keyType:
subjKeyId:
authKeyId:

keyUsage:
(pla)# g )

( FEMETEMARUES, X Bob BIAFHMFTINIE)
IDsz

CN=VeriSign Class 1 Public Primary Certification Authority - G3,
OU=(c) 1999 VeriSign\, Inc. - For authorized use only,
OU=VeriSign Trust Network,O=VeriSign\, Inc.,C=US
20:42:85:DC:F7:EB:76:41:95:57:8E:13:6B:D4:B7:D1:E9:8E:46:A5
B1:47:BC:18:57:D1:18:20:78:2D:EC:71:E8:2A:95:73
DA62F1E6F18D41B7E75FB8EB2501316D60ACDA61.008B5B75568454850B00CFAF38
48CEB1A4

EBA322ABSD8COF6EB72E1E488FB5052211990B48

1999-10-01 00:00:00

2036-07<-16 23:59:59

1.2.840.113549.1.1.5 (shalWithRSAEncryption)

2048 bit RSA

OxACDDA6CD

38AB002FFFAE96B756FF395AFBSDE71B

CN=VeriSign Class 1 Public Primary Certification Authority - G3,
OU=(c) 1999 VeriSign\, Inc. - For authorized use only,
QU=VeriSign Trust Network,

O=VeriSign\, Inc.,C=US

CN=Symantec Class 1 Individual Subscriber CA - G4,
OU=Persona Not Validated,

OU=Symantec Trust Network,

O=Symantec Corporation,C=US
2F:75:63:CB:C7:F7:61:15:47:1C:AD:B8:53:C9:E4:19:AC:DD:A6:CD
95:F9:7C:80:56:AA:4C:18:90:99:DC:94:E2:47:51:E4
DA62F1lE6F18D41B7E75FB8EB2501316D60ACDA61.38AB002FFFAE96B756FF395AFB
S5DE71B

75FC6C5489331C92445313842FE8F75B984AF245

2011-09-01 00:00:00

2021-08-31 23:59:59

1.2.840.113549.1.1.5 (shalWithRSAEncryption)

2048 bit RSA

ADF9C393722DB5B92861E4A4D760D5C40A5E1AQ0L
008B5B75568454850B00CFAF3848CEB1A4

CN=VeriSign Class 1 Public Primary Certification Authority - G3,
OU=(c) 1999 VeriSign\, Inc. - For authorized use only,
OU=VeriSign Trust Network,

0=VeriSign\, Inc.,C=US

certSign crlSign

0xC12FAQEl

B10-3 (%)
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S/N: 24F1FD364C078EA7EDAC7886F0FF6DB2
Issuer: CN=Symantec Class 1 Individual Subscriber CA - G4,
QU=Persona Not Validated,
OU=Symantec Trust Network,
O=Symantec Corporation, C=US
Subject: O=Symantec Corporation,
OU=Symantec Trust Network,
OU=Persona Not Validated,
0U=S/MIME,1.2.840.113549.1.9.1=#626F626279406879756B692E636F6D,
CN=Persona Not Validated - 1434089220087
aka: <bobby@example.com>
shal_fpr: 39:28:FE:1B:6F:CE:42:F7:D6:E1:95:CF:71:57:C6:0F:C1:2F:A0:El
md5_ fpr: 95:2B:83:B5:FF:EB8:02:EF:9D:AB:EC:30:37:D2:39:FD
certid: 2BE81DBC305B0007345579C660DCEFECSDC216EE. 24F1FD364C078EA7EDAC7886F0
FF6DB2
keygrip: 50D27DA6A017221A2517129A4DE8SC646B78E8F43
notBefore: 2015-06-12 00:00:00
notAfter: 2015-07-07 23:59:59
hashAlgo: 1.2.840.113549.1.1.5 (shalWithRSAEncryption)
keyType: 2048 bit RSA
subjKeyId: EADBD26B0695D66A62D91D95C794BD679CB4C740
authKeyId: [none]
authKeylId.ki: ADF9C393722DB5B92861E4A4D760D5C40A5E1AQ0L
keyUsage: digitalSignature keyEncipherment
extKeyUsage: emailProtection
clientAuth
policies: 2.16.840.1.113733.1.7.23.1
chainlLength:-not a CA
( LIF4n%)

B10-3 (%)

11034 ERIRARE

EH R AEYA S Z R, [ HEREMERHTRIE, B e+ a9 T4 8 5258
MAFTET . TR, ATHE TIEBORERGE, EhH& Z02H ITU (International
Telecommunication Union, EPrHL{ZEC ) #1 ISO ( International Organization for Standardization, [EPr
PREILEALR ) HlRERY X.509_ ALIE ( RFC3280 ). RN HIRFARSHF X.509 FF4 HAE A IE+ 4 K
AR PR AERLTE

X.509 E43 P & B B EE R S RINIA: ALY Bob BYUEA52Z [B] B K EOH B X R ANFE 10-1 PR,
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% 10-1 Bob HJiEH

EEFIIS S/N: 24F1FD364C078EA7EDAC7886F0FF6DB2

ERMmEA#HE Issuer: CN=Symantec Class 1 Individual Subscriber CA - G4,...

UNGEEE Subject: ... aka: <bobby@example.com>

SHA-1 #54 shal fpr: 39:28:FE:1B:6F:CE:42:F7:D6:E1:95:CF:71:57:C6:0F:C1:2F:A0:E1
MD5 ?E& md5_fpr: 95:2B:83:B5:FF:E8:02:EF:9D:AB:EC:30:37:D2:39:FD

iE$E ID certid: 2BE81DBC305B0007345579C660DC6FECSDC216EE. 24F1FD364C078EATEDACT7886F0FF6DB2

B ( #24RtE ) | notBefore: 2015-06-12 00:00:00
B ( &3RATE ) |notAfter: 2015-07-07 23:59:59

HINEE hashAlgo: 1.2.840.113549.1.1.5 (shalWithRSAEncryption)
FHER keyType: 2048 bit RSA

#Z$81D subjKeyId: EAD8S8D26B0695D66A62D91D95C794BD679CB4C740
SRR E keyUsage: digitalSignature keyEncipherment

L="10.4  ZAEAEHLBHE ( PKI)

AU RE E S 1 RLIEE A R LSRR PRz T, FAT1E T ZARZ HAL MM, BlAniE+
ROZH RN K , AT, FABHIM SRS BOZ AN MR BIE S, TR AL [ A S 2 e R V6
FERIRR NS o X — VT FRATRE A 21 RRAS (22 9 32 RSN 200 2 B IR 52 i

=

10.4.1 HARAHERMIZHE

NEAERIEHE ( Public-Key Infrastructure ) S22 T B A Rz A28 i il 2 1) — FR 3L
RIS B BFR . APHEERNIR M — AR H B 48 5 /PR A PKI,

PKI 2 -8, mAdEHE - 1ampRasiisg. flan, RSA 2 b B €
[ PKCS ( Public-Key Cryptography Standards, ZMHAZRME ) RIIFEHE PKI —F, TH
BX /4% RFC ( Request for Comments ) LA TR E 5 PKI A SO, 1eoh, L3R4
FI| Y X.509 X FEAYHLIE R PKI A —Fh . 7EJT & PKI P2 FFEt BT 9 il #5128 Rl 45 1Y AP
( Application Programming Interface, N FIFEFF4ufEsE ) MEAE 45t T AR PKI MIAH K
A%

I, ARIEEAFER AR, PKIMSARESEM, XURRE AMELL AR PKI A
FHEZ—,

J3 T R F AR TR PRI, RADRF MEE—F PKI MEEAA M ER (HF . AENUE
I ) LA BGAUER IR B 7 53 1 A

T
Harif
i
i

=
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KT PKIWTRANAZ, ATRIZ M ATBOE AR BACEHEADL (TPA ) 5CTF PKI AHIEHEOR
A6 A B ( http://www.ipa.go.jp/security/pki/ )s

¥104.2 PKIWAERESR
PKI R ER EZALUT 31

o FP—#iH] PKI A
o JAEH—mZIEB A
o GE—RFAEBRIEIEE

A, #\F PKI AP ARAENASAMERT “A” (WA ATRERITEL ), HULsATT L%

A E—MFRN BT, MESEME (entitiy ). SCARUR#ATUEH M B A AT R F 4.
MR, ABPRROA SRR TXAAE (E 10-4),

UEH
Bob#y/A 4R
Trent#d
NFEES
o -« EHMTrent
Bob#)/A%A
TH Bob#y/2 %A SEAR
Trenttd
HFrESE
Y
A PAlice B FBob
(NEAERE ) ( AEME )

10-4 PKIRARER
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e R

RARPURR Alice. Bob X PKI A, P RFERFN. —FEASEMEH PKIFMA S
HWAHBA, B—fEREHEHCERNAHMA . RITREEE —TXFFH P E#ITH
Bl

[ FEMAAR AP TRRE )

o AN (tnT LA IATENLAS A AR, )

o FENEAUM A4

® [ AIEAL B I E

o MR E HIEIERC EM A

o fREEH Y L

o XHEBHITHFES

[ & F M2 $A00 A P BT TROIRAE )
o HHH BN G ARG HcE
o BT E#

me AIELH (CA)

JAUE#L# ( Certification Authority, CA) BXHEHH#HITEHHH A, EARZF LAHF (E
10-1) H, BATAEERT —%FWE Trent, AIENUE BRI AT EEWT .

® A BN (L nT LA H P AR AL )
® TETEM AN XA N B 3 A TIATE
® M NI R UESS

o {EIZIES

WIEPLA B TAE S, A STEM A A Sy A UEX — & 420 7] LA B iE M #AL4 (Registration
Authority, RA)H, XHE—K, AUEYIRTAT LR S BIMAIES b, MIRER Tk
MR T, A, SIAEMYURA S, AN ENUA T Z X e A S AT INGE
i B FEE HARE R A, WEdBMSERER, FHEZIGER AN,

mn SR

£ (repository ) B—MRFIEH AR E, PKI P ETENEMER LA RBUGES, &
HITE A BTSRRI RIEA . EATIF MBI, REBRFIRET], {H Alice KEX Bob
HOEFES, BalLMERERE. CEGMEESBR.
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11043 AEHIRTIE
FERA PRI — FIAENFF S0 TAE,

B- Eﬁ‘i@%ﬂﬁ

HRESI A PR —FRm PKI AP B4R, —Fh R A e S 1l
TEINENLA A B P B AT RS BL T, TAIENLA 75 R RABH R 4 FH P, BRI kA
RFC7292 ( PKCS #12: Personal Information Exchange Syntax V1.1 ) k47 TH#E .

we GEAHESR

P BATA A ER T, AP SR OGEYIA A SGEAS . I IEIE 3 s i (i B %)
FLi i RFC2986 ( PKCS #10: Certification Request Syntax Specification Version 1.7 ) 255 X,

WNIEAL AR AE FAGE L 45 #E ( Certification Practice Statement, CPS ) XfFHF 19 8454 TIA
Wk, FFAERMGER . fEAEMGERR, TFEM4AAEY R THF S 4 . R MIE B
B X.509 & X,

e {EEIEB5 CRL

YHFPMAAZESR . SRS, DIEVIATE EXHIEBHITEE (revoke ), AL, EMERH%E
INTG&, A IR EAERUE, 640 WA B B R S BOH R LRVH [ AR, siE R4
FR7AE B S EOFHIE A Fic 200 N A A —BEER L .

AR R DMER T, (EX BEAIE-RERAER, BME G E M Bt e 1
&, FRAHPSRAAEBRRIA, [BAEN SOREEAR P 0 i @l A< s .

BARRUES, INUEHLA 7 2 /FE — 9K IE # E & 5 B ( Certificate Revocation List ), fij
7 CRL.

CRL RAENEEMEERRES -k, Bk, 2 —KEEEMIERFSS 0758,
HHAEY I EBCFEE 2 o WEBIFAS R EN U e & Bt BT T 1995, TEIEBHHE
Fa T

PKI H P 75 EMIAIENA SR BURHT ) CRL, i) H A TR 4 (s R H T )
M APIEBREECEMEER. XMPREEFEEN,

BB ATF LA Bob MIIES, ZIEBA GEMIAMENME S, HBEABA, B{UE
XA A BEVL R IZUE B —E AN, A EEEINEVMRITN CRL, HFWIANZIEERER
. —Bokd, XMRERRBEHP B SRR, RN %A BHZIE B Rk 5e i, 8
ARZEM I BA BT CRL.
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XtF CRL WX R TR R 55T .

1104.4 EBHESRLEN

Blix Bk, INEVBE S AP AR THTES, FFER TIES. EFRMAPE
FEAESU A, MHE ERRFEZ A TRIE

B2, AT IR BIERC T4 4 BIAIE LA ) %,E#ﬁ%ﬂﬁﬁ%ﬁé%%?ﬁ?ﬂﬁ
HLHR 28, AT LA HAR R AES U A I 8 74645, T DAENUA B9 A HBEAT SR U, BPAE AR
—HINENER A FAIES

— MNESURKUE SR — MAESU R 28], XARRRAR T LU JLZE . XAE—FPIANIE
P Z IR ) B R FR, AT LA R B EE PKIRE ., flan, FARMARSWIT,
§—EHARBANIEI

AL A (FRAUEZ ARAIENLA )
!
JLiEIE 732 R (AeiE 7 FIRAUERLAA )
!
FLIRINEEAL (LRI AL AES LY )

1B1% Bob EALRANEAM—% B T, ALIRANEAL 5 T 69245 i AL A8 38 b G AL A%
%ot (R EREE A S NEA N6 ).

S FALRINEA A TEAL BG4, AN A A T GEN AR SE T, T TAbIE A2
FRAENURIAAS], Mk A5 B A TAEIRFEIES, LIRS bR AE TR
T, BB, AN SRR AR A FHAIENUM (IR IE2E T B — R AL )
BT, ZEN—RERERR 4R CA (Root CA ) T FASUMATMENM, Wl A ETEA I
SRR [ O R A ©, SRR [ B B A IO 4 07T MR B4 ( self-signature ),

AREEATE] (RIS FRAENL = 1] CA)
ﬂﬁ%ﬁﬁﬂ(ﬂﬁﬁ%ﬁﬂ%ﬁﬁ%)
ﬂﬁé%ﬁ(ﬂﬁ%%ﬁﬂﬁmm)
%ﬁ£$ﬁﬁ13w

D stF AT EA S AENM AL, LTl i A A E R ATIAE, B TF S AMNNIEMMBART &
BEE, ARECMNAMEAHESLL LA BERALE,
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BAERNTEER Alice ZHRAEFLIE S F 4L 5L T. Bob MEFE4 ., IBA Alice TEMATIN T
IR,

BHEMNEEHRAAENL (R CA) FFR. WARER CA MAHEA S LR, IBAMIE
BAEIES 7, PHULFA B Alice A MRS E 2 AlENM R A SR SR .

ET ok, Alice BUFILIRE /A APAEAUS R APHES, XES B A R B2 wAIE
PR ECF % . Alice FIBTARZR R B2 FHAMENM B ASX BT E A THRIE, WREIER
oy, WA Alice 345 T &1k BYALTEE 723 FIAEN U B9 28

FHETR, Alice BUSALIRINHAAIENU B APHIES, XAIE R A JLHEE A F1A
N BT 8% o Alice FIGHERIACIEE D2 RAESU B A HM BTS2 HTRIE. GREK
WER), W Alice K45 1 & ik BIALBRIp FALINEN U B9 A4

fJa ., Alice BUSALIRINEEAL 52 T. Bob FIASIHES, XAMEH A AR FALIAEN LG
M T8 . Alice FIA LR F AL NIEN U A BOF B2 T IAE. INRKUEMD),
MIBERA Alice FR75% T AL HIFLIRAp 4L 51 T Bob FYAH,

E s Alice Xf Bob HIR T2 A MATRIER B NI E . MR, MHERNBIEERAS
T ACRERAVER, TR Hi e MR 3 D T AR S5 R B shoe iRy BT 10-5 ),

$1045 EHMERH PKI

ARG ( PKI) X4 F B2 E—R, i “mm A REBUEIAESE R A
—A47, BF “etFRARAREAER — MR CA FGAER", HIX AR IEFRA.

WIENUH RER TR E AT LT, FU AR AR AT LSO AESLAS , S2Pr bt
FEEEHTBNEIAT o

M2, HTBUN ., BER. BA0E A A UM PMART LS A IEIAG R S5 B PKI, 2 Al
AT LA Tl 55 e B E R SE B PRI, = ARFIRAGA AL dLnT ALASEG o H kA8 PKI,

H A BT #LE 1) PKI R BUFFIAE B I& 3 ( GPKI). 7E GPKI ', & TIMIEVARES
A5 HN AN RAEBAUR S 55 B BRIk . TEANA AT S UL http://www.gpki.go.jp/.

AR NFEHEL T, A REZR AT LG b —FEmA s AL Z R ——Xt
BE, WATLAA——XR, BN, WRAEEARR ., KB, JLEEERUMNEBSL 75248, dn]
VAR A Z RIAHEAIE RS54 . ZEAUENUMZE Jrm, o] DA SE TR 2 PKI 4K
=i B O s E, W] A RSMTAER S . BARERBUERET, BT B AR
R, HBA—EZM.
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E$

RREBAFIAE
KR BASIAUEN A /A48
(fRCA) (BEE)
FREASHALE
TN FEs

+ iE$H
1L A AT
fIN
JE3E A SEAL il

KREASIAIE
HAENEFES

EB
Y LR BA T

A\

HLIBH SN HAaeY A4

JEEE S ASHAE
MR FES

E$H

Y

LR D4R T Bob

Bob#)/A %A

LR AN
HANBFESD

B 10-5 AEYHIRIER

o= 105 IEBHIBE

AT R HATRE BB S RRE A A9 Ok RO R . i TR 9P L RS R B 24 3
A, IR 2 BT SOl T R E B A AR BRI EZRE —F % PKI A .
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11051 EAPEMZEHTHRSE

TEBRENLR A8 B -G & B BN LA 2 8=, i ERTFEL2 RS
JEEHELAT L, FULIRA TR LA B3 M B 2 Z BT A AT I

{Bi% Bob A i T #8I%t, HMESAENIEIWEEMN B CHAH . NV TTRTFE/RZ
i, EHBEHE Mallory B AHBRM T HE K. XHE—X, NEYMFEEXT “Bob B AfE
" M “Mallory FIAE” XANHEGHITRTFES .

SR (kX Ay, AT LR FHE A . Bl Bob AT LATEHRF AN &2k A UGEN LA 4T
FEMEE, ERAENLA B AR Bob BIASHBITING . tEAh, TAIEHLMFERRIA Bob A9 S {7 R,
] DUBF A I0T8 80— K £ 45 Bob it THHIA

E-Z = ;E:F ID B 5

ATHRNBEUBNBERH, ATRAZFNEENIAR(IXEELHAEG, MATH
IE AR IERMNXEEIER - EX—EENEEP, KEHNESE "Xk CA BMEE",

g, hB—EHRKXAT H0—F B, LLwET DR (ID Based Encryption,
IBE) ", XEH D ENE "EHEBHESHNEL", —RISORRIBELI B #
ZEEBHBTEETRANANSHNES. BT IDWEZHBE—FIAFEHIA ID # T AR
MFBAFREE, BN ITUERMERAZ—FERER D REMLBNFE,

AN F, BRIRENMERFRFEIUER ID KEH, 3 Alice 6 Bob &iXZ LB, Alice
T MARIE B C A&l Bob HIBPFE LS4 A Bob BA/A4H, HEFEEX—AHEME X, HFX—
BHET, RINATTEFEAIEHERKIE Bob WAHMESEN, A Alice 2FHECEZIATH
Bob HEFFEHbHE KA M AN, Wi, BT ID NEWLFE#HNE "X 1D XSFHNEE", B
R ABEIER T,

LR, ETIDHBBOLAET2TEN, ET IDHRREATEZIAENMG, BHRE
F—FHH, FRAFAAERHM ( Private Key Generator, PKG ), R BEMBEMYAA gETSE
M5 IDHENNABETRENTH. BT IDRAFEE, MEASETENE, RLWRFE
ANERBEARIE ID £ M BEFAIE, BRSHEET ,

Bz, RPEEANMATIRGE ID £MHLHA, HERPARLRXBSENERSE. 35, B
FRPEBVEEERNAEEXNREZACR, BESNLeHEERINEE.

FARZUUAREEINENME T, EXZBHRX—TMRAEMNME, EFRERET —BX

@ CRYPTREC :{ % FA T ID ¢9 E&ehiA£4R4E), 2008 4.
http://www.cryptrec.go.jp/report/c08_idb2008.pdf ( b4t % B L4+, ——iFF i)
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REXT? REWLE, EF IDNELERBEN LN, FIUNREELTHENE ZFINF
BREENQN, BREAREHTREREZHIREEZECHNA. FLE, ETIDH
BREAE L5 PKI AENMR, BRESEHERRE —EXE,

11052 FERHEMARZBTRE

HEF RIS T A3 SO HAFA F G S E T2 878, ST —-E2MPBRhER,
FHRAALAT LT 0!, EARERERES NG, MKl n] LI AA T B
filn, fBi Bob B PR B 4 7RI

Name = Bob (BEFHKE)
1M Mallory F 5 — 4B AH P EE.
Name = BOB (FFAFEERE )

HEM T B — AR AH. XL TFM/E BOB, {HERR FHIZE Mallory FIAH,
Ffif , Mallory A% Bob,

Name = BOB

WA KIEL Alice, Alice HENEBTHAIFFEE, RATEEHSHK BOB iRAAZ H O EAIEH
S HIXT4 Bob,

EREXFEGE, NEVALARIAERRraSEEETENERFAENITIARRE,
WA G0 WA B s T AS o) EEA0 & UE 45 . IATE LA A AEAL 5 K000 ( S0 10.2.2 IR )
FEERILE T X RER T4

©10.5.3 BIEGAEHMIEIFAL 4TI E

FEahdi & Mallory A T — M RMBREGE T, ARAURHBOMENERIFASE. RS F
TINEHU AR, AR AR ABUER AT LA LLZAEN LA B9 B A IESS T o

L BONEN R, TEARNEVEETENL, sESCEA R RAEYERAFIRY
No WIENA R B 25 T A SRS, 2S5 EAUA Bl A ik 45 (9 T (5 BE 3 DA ORI
AIERUAE Z BT LLFRCRAGESLES,, REH BT ELRA(ER, EHIEYG 1L KR )
K 15K 1k B C ARV BT EL

—fRE, 4RI ESIGEEHE Mallory FI YU B FRAH S R AOUES T, BUA] AKTRE A
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IEYUA B RAAB BT EL T . th TIAENUMIC S T B C 8 ARIEBRFS S, i AE S H) T 5k
FRARZIMEY B S8R 1,
WA UEN LA B AL B T B (it ), INIEDUM LR 2R FABH IR — F @ E CRLIEBHAR.

¥105.4 WHEHEBGAMENAEITHR S

Fah i # Mallory AW T —NEACKAER A2, AR5 Mallory B 2 A3 BGAENAS Y
it

EENEIMEEATERIC, WATEREE, REFSENEVARM:, £ AZT
VASCAAENUA . S8R, VREGATEDLA R B A IENIA FTA R SRR F b —15FE T,

BAE Mallory BL T —MAEDLF, SREXTH CHAHMA T —KIES, IR “XE Bob
A" ZJE, MRXANER EE4 Alice,

Alice WEREH 5 FHHAUENLF Mallory BIABHBEITIE, $UESR ST, B XAES
SR IAENLF Mallory i & HIAEHIER . Alice RAFIEHBMIN, TRUMHE TXAAH, K
HE K445 Bob ITH B XA AAMET TN . BfifS Mallory #0K% 3¢, #RAT LK A% T,
4 Mallory ¥4 F T %8 (457 ).

M EEREFRT LA S, RINEMEESARAE, MEIEREEE, ERHNAHBTREEE
A. BAX—SRETYAN, HEZUXFHEEHNTE Alice HCEZMELATT, MUHE
EE A O RIAIE B2 AENAM AR, XAAENMRE S

10.5.5 4§45 CRL M= Fi#1TIHE (1)

MAHEBE Alice IWBREBAERE B ( CRL ) FHEL o —Bati, F3hdd# Mallory 7]
LIF) B CRL &ZAmRIRTiE 2 R & 3B

HRER, Mallory A2 T Bob B, iU T Bob HAAEH., # T3k, Mallory fh%a Bob
45 Alice 5 T —HR4, BRMFHESR Alice EEF; K3 Mallory MUK P . 245K, Mallory {#F T R
W57 B O RABAXT R (AT T8 7% 4

Dear Alice :
T I M-2653 F K 100 3G
From Bob ( H:5C /& Mallory )
[Bob B F22

FKE L, Bob KB H W HIKEAR, mHEAHEE, T2 Bob & FERIAIENLE
Trent, A HCOCHAHE LK,
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HFXMEE., Trent ¥ Bob MIF SR —FEHIFER CRL I &0 thok.

H—JH, Alice Y% T Bob ( HE&Z Mallory th3H ) ZRAVEEIF, FRAERMIEEKSH
M. AEEMZRET, Alice WEBIFHRTFES . A Bob WASHMITIRUE, Z5RMI T, MA
Bob MJASH W A AIENLK Trent A FIE+ . T2 Alice fH{5 THR I ZE, HE1T T H MKk
YE. 137 —Eemtal, Alice B TIAUEHLF Trent X5 IEFTAL CRL, & ¥ Bob BEHHCE 2
KT, WIRZATS

LR AR A CRL A7 f9BdRIZEFr R shi B 2R F MR . 76 EmisEE+, Bob
£ H O RRMVAREE T, Bk L, KREEEN THRELANA CEAZ AN L 748
Znt, A RIAHEVELER . BIME Bob R AYRTEE SN Trent, KA CRL LR FHEmE]AY, 1F
X E A, Mallory 5820 IRERA R . BLH., 5§ Alice HAILE| CRL X &L — B,

B, XF 3 A B0 R

o YN FEET RPGE FAESLH (Bob )
o R4 CRL ( Trent ) o
® S it 8 CRL ( Alice )

XEEXTRAEHRAEE T EIRARRL, Moh, RATET M3
o TEfERIAHRT, FRAFIAAHEEERRAL (Alice)

11056 4 CRL = FHTHE (2)

BT EARER IETIA, (Hifidsh CRLEAZF, MABAFREXIMEIA, XF LR L
J& “# CRL Mz #1700 (1) R —F A

£ FHEEES, Bob & — AN, MR T — M Alice F_EIRERAITTRI .

B4, Bob HBAFH R T — Kk X-5897, SRIEME T —H R4 Alice, U X Mk
SN, B4 Bob( HE ) MAHHTTHTFE 4 -

Dear Alice :
WP X-5897 1k 100 J7 7T,
From Bob ( H/#J& Bob )
[Bob HI¥UF44 |

Bob $HiX EHEF & X4 Alice ZJ5, XAIAIEYLM Trent &% T —HABA-EH B 2 HAHE
ZRE
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BN A IAUEA LK Trent -
FEROAAEE, RO HER.
From Bob ( EL.f%JZ Bob )
[Bob KA T4 |

FEM Trent AMSCEHTAY CRL ZRi, Alice B2IF T &4 T 7K,
Bob ER M H & HE A FH IR P X-5897 &R BUH %,
icF| Trent B CRL ZJ5, Alice K AER, FRMh2:iAEK %K Bob.

Dear Bob :
KL AIRAER TP IL T We?
AT R B RS A RS T R e Y - - -

From Alice

Bob ZEARHE XS, 4 Alice {5,

Dear Alice :
FAFEABE Mallory 7 T, HHENEFEXCEENUT
BRIRBA KB E| Trent ) CRL IE,
BAERMITE S8 Mallory %E T, HEHHE,
From Bob

Bob SEFx ERLRFETNXAFE

RSB XA R AR EMER . UETATAT LAK 2542 A [E) ( timestamp ) FUAR S AR
SREVEHEEATA H, (ERAAMBEZERAA KA RBIEFR, FIHXFXT Lt A a8 L.
EXAEES, BEAH . IEBFERTERN L Bob WILIEATH, WAEMRKEER FiE

A17o

AT HREFINEBREECLERL, ATt T—/4ah OCSP MY, #1&EZS W RFC2560

( X.509 Internet Public Key Infrastructure Online Certificate Status Protocol ).

? 10.5.7 Superfish

2015 4F, PCJ HHKAR ( Lenovo ) A wmIFTEHERITHR ML AL T —R™ENFM, BRAELATE

HA AL P T 5804 Superfish ] R4 2z 4xialim ©,

@ https://jvn.ip/Nu/IVNVU92865923/ ( % F Superfish ¥ 44 #) F L3 i€, # A I http:/tech.sina.com.cn/z/

superfish/., #HIE)
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Superfish J&—#K) &M, E RS WU FICER P8 fE 80 AR BORA X
NE e AT EBIX—IIEE, Superfish RTERGE P LRARIES, HEHFFN AR5 IR %5 4% (8] i
EAE, FF R EIEBE N E CARE . R, Xk SR 538 o b A B i 2k
B F AT N

AT R MHERE M sh &4 BGES, Superfish WE THTABBFELWRSA, it
i, HPETHENZER T — DA ERGEYAS Trent, T HAE M2 B @) 04 B2 — M5
MR, XK, SRR AT AR Superfish FERA: Db 1S MO IEIESS, (HA549 RS 7E
P a3 A LR ERSR IR M —, R P B ievseE 1R E R, FR—E
ARG

—RORUE, BAVA SRR AREE, FrhSEEmP RS, HA%5E
A EASEWERERN TP SE AR E B K. X Superfish IXFEERIZMF, 1 P38 BIRLXT
it REER WK AlEH) ) AT B =R E T KT FIET KR, RITESTES 15
ERART .

Lu"10.6 XTIEHA) QA

A TINFEIHEB AR, PRI L Q&A.

#1061 HHLBEIEH

Ew EE(0)

FAEMUE B BN, B AIENIA IR B RIREUA S, FIEZRBAHRIEAE 4R
—FEIR?

me @

TEE AT E B2 (PR ) SREBA SR, TSP 5.7.4 B rh TR 38 hE A
Witi. Alice AR ZIRIA Z Bob A, (HLPr 152 A1A G2 3 % # Mallory
M H -

WERMNEHASIREUA S, BRI AR ER PR ABRHRE ., FohWAIERAHES
SEAENUM TSR 2 0, 50 F R, (EIAE G R, JR ] SGZ AT AR BGAEHL
AR = GiTNG L
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WA b XA AR, IR A CMERRFE M AHT, B ETET XN R,
HIFEZA S, Flan, IR Alice 1 Bob ZALE, Bob BB SR AL Alice RIIE,
MABEE NN T, XEFE N Alice 7] IFH{E B 2 iS5 2| A5 2 Bob B .

SRIM, 1E A EE A3k S b B R iR OB AE , 7E Alice #1 Bob Tk HEELHEMIFAL T, 3%
HEBME H R VLA Alice th EEM{E X 2 Bob A ABIENR T, IAUENIAFEBIFFEA
BT . FH Alice BEIHA VYT LK Bob KA, BFR Alice #5f Bob A< A &3
FIHAX I TAERFELS T AIENLA o IAUENLAS WA FT 122 S5 558 T Bob X — 508 i ik
( BPXT A TR BT B2 ) 1514 Alice.

FIRAERE S ST .

o WRBEHHURAMEIAH, AT ZAUEILA
o LA AIERAEYHAH, HAAGENIEVA T B S B FARIEO T, Wl LG
A UEA A5 A HIE A B d i iZas R S B 2 3

11062 BEBECHTZEHEITANIRFRERE

me o (]

T RAEH 8B R PKI, (EHAATFHEAR BB, RAEBEHAATFHBARE
THEEHERMETHTRENEER, M2, EERMHAFR B O RRRERIETNEER
M7

me EF

A, XREFHRE .

A O EZ R RAIE R0 T SR i Bl U % 4 ( security by obscurity ) #ix%. AHH
ELZWiRiM, A FHAE2HLHEREEFERDY . NE-RAFANNDELEF LT E
DI M Z2H AR, X— SRR THMEEA, X TEF 824 FE B AR A 58
B

FHAFHBRANHS AR EEREHTHENGER, B5KREN, 2HFANLeLTRE
TE R XN FF B AR TR ISR

FHEFANPRERA#MEE —F X THEHATFHEARB A,

THER, HHAATFREARTE A A RRHEARA T ZPESE

KHACEATR, HHRET KERRNEARARERMMYGE, ATHATER A ARIFTX
AR AT . FATER TUiRIA T NI k6. kR THRE%ESHmh el
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LIRHIATIHY, R T REMCRIEOR, ERBINIFAT R XL T AT, mRERES
FOAHSCH) G TRERT LA T o X AEFRATE0 AT LUK KU 5l Bl s, T — A NE B BRI IR4{E B
NHFHK, WA BRI, RO FATT A RHR A R 2 IR .

RO A, AnSRFA M P B EA SR TR X 401 AR TSR RE R 1, R 4— BA NEEHE
FELORANTT, e ™ Y R

ERERFRIREEFRN—X TUGEABPCLERERF T 2K, HAISEX MU
SFIANTB EREARYE , HERARE EEH,

11063 A AEHEESIAENG

me BEin)

ﬁE%%E%EmMWW%T,@%ﬁ%ﬁ%ﬁ#%ﬁ%ﬁfﬁ%—fﬁﬁ%o%Tm%
N, ARG Z S UE B RGENLAE, BRI AT AEMEXIAENER? SE
A B ANEVA A ESGER, I3 4 EHERD B — AR g7

me EIE

XA A ARG

XA LR S “FAERW AR X —A R, AR ER AR TR?
FAt 23 AR B A0 FERE B FE B IS LA HVE? AN SHETRE BN EYET SN
We? JAIERRIYAEE P ESBRREBXFE “EEMREE LAE Bfl+, BaxF “Al{E"
(i 2 I B R P A YW 2

—H Uz, SR BRRAMUETEN" ‘NS EEREN" X—RHEe., RITZH
PMEAEREZRTT, RE B WRKFRS WEA LEREE 2T A 7, 42k A4
BRI

INEAL 2 ABRBEIAE, FRITHE —FER. R & i A s o 3 5O EDL
i H X Z LA B 5B IEAL, IRAX ZOAMENEE &1k AR {5 . X T2 al N ER A AIE
P, HEARD L M E @A, i EARR LR ERRG X R RATA R AAEAE”, R
ZEXRER TG, SRR —REAE GRS B & AR — ML, siE EEE X EE
AN, RO R AR .

1 BB U8 2 FE 1 09 T BRAF 3K F A0 Web WINERR ., ELEE T —& A A AN RYIE
B, WOTEFEGEHNEASHATR ALK PEENEMIES, XE2EAEINEEXD
WAFRIEE, M2 A &R ZA 2 i A— S EROAENLAE IE 5 (BLERA R
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BEAR, MG R 7 —FpAas)E ).

Wt FEAEEIRATTAE L, AL & B A Z e, (b 12 HE”
KRR R R ai iy 290 e . AEIE 08 S B HA R REE, RITZAFLUEIESA
AL, S AR ST THE T 22 A 0l {5 (A 15 4R 5 T A s A i

- 27 10.7 FENGE

AT IRATNEAE R Y 55 0P8R, ) TIEBAriERLE X509 4 4& UE45 A IEdLI
AR ( PKT) ARG . [ FRATIEA 4 1% PKI B ik FIxd o

MERFFE, RERNMNCEEA T2, BIRARBRAELE RS RMEERR.
TREAPARARGREAER, 1H R Z M ANEB e G T (G A8, AR WAL,
TEfFAER T 5 38 B AT 25 Rh A FE TR 2R AF . FE kA 728 24 B IATENLI A SRR AT {5, IAIEAL
FIXFA NSOy BAIE SR IERG , IEAE S E 2905 1C/E CRL FJEfT TERE -

A TR A AT RE IO A AT . iR R4 . Wb, R AR ) JZ= A5,
HARAHEZEAAEHRETERSEHEEXRE. HAURMCLFENFELECRERNMF, I
e FERPFRERS IR AL . AUIRRENSATIE . fERLR A . AARANR B MEY . SR R A
FIANHAHS —E5F , A RERS | H AR R R

AgErh, RATERLSm T “#Ha” X—BERISE, fETF 2, ROPEESRAA, &
—AIANTHIRA T A {5 B2 42 Il i) —F i LA 91— 9

FHIEFIESR PKI 355D, BETHNTHEO, SHENTHE .
(1) AEBRINEHAGIE F P AT 2 B0~ 9,

2) BERAMTEPHEANAPRT S, TEBIINTNMNAS, ‘
(3) HF MR MFFEIES, BEINEH R KX RELAEGE 1 T — 1R CA,
(4) BPAIECHREHEYE, BEIUKRIMBN LS,
(5) FA P EEEHMIMEH KR CRL,
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27108 AMRMER

INIUSE 1 BB AENATT BRI FE? (10.22%)
B X S b4 N ELHFRTNH R INENY, TE2AENEF,

N EERIERR, SNAHRETENET Bob #HTIME, A IMINE RIS

HERHTHE. BBS, FRIFBPAEEH Bob WAAXNBIEPHHFZELEHTHRIINE

PKI BF, M3 IMENAE,
MXPEX EFRIR, MEHAEUE EBEMETME" RZENFEHEENAE,

INITE 2 B EHAERIT (10.7% )
x (1) IEBRINENIE B P AT IEZ B0,
INEAMFHE R T TRNG, HENAGNEEZEE,
O Q) ERNELFFAESNAFREETESX, EEBINIVMMNALH.
>d$ﬁﬁtﬁﬁ%%ﬁﬁ#,Eﬁﬂﬁmﬁmﬁﬂ%%ﬁ%%&ﬂﬁ—%ﬁC%
EAIET AL B R  BIRMIAENE, BT BHIFEBEE— M HENMRCA,
O () BPAMECHUBHRLE, RETHRFER L LAOUNENS,

”&ﬁﬁwmm°_
O (5) FP BERIMIMEN IR CAL.

E, WRFIAMNE, RTELSELAELAMNAAREELRFHTNES
m@o V = = :




=









#1111 =

BE—amnme
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A R B OB HE AR U A —F
— BT - AR (%GB E 20 EA ) ( Secrets and Lies: Digital Security in a
Networked World ) ( pl44 )

2" 111 FEFINRE

EEEEAT, BHEE T ERNMAC. WRGTEEEHRGHTRENHEN, R
SCHIHLE PR TCIE R B (RIE ;s AnRICE# RRAE ARG I THT A MFAE, T LUR S ke it .

TEZ AT R R 12 2 A0 B SR T — L THEPAB AR, AT PR XTI IR
TR,

o fHAREY
® K FPAN[R]
o FEHIE

TERCHERN b, FRATIEHRE 22T TR TR AR IR,

® Diffie-Hellman #4535 #
o E T4 %M (PBE)
o nfal A 2R 04

" 112 HARESH

1120 BPEME—NEAMEE

TEMEIXTRRE RS . AHER .. HEWGEN, HFELFEMRAMH, HHE—IRNE
A (key) BB RECF. R0, BFASNANMNIAEE, HENEFAZTEAXRAD, BytEa]
REH BRI R B8R, POy E A IR, 2EfT R o e . = M/ NE R
HAREREN

AT ERFN B — D ERIAR, AR e MK B R B EH o
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=~ DES f%54$H

BT DES (8% B ISR R 56 HoAF (75F7) 7
filan, —4~ DES %3 — 3k ] AR A -

01010001 11101100 01001011 00010010 00111101 01000010 00000011
FA-7SE AT AR A -

51 EC 4B 12 3D 42 03

17T -2 AT LA RN -

2305928028626269955

TE F AR, BATREGE—EHEEfR R .

wo =E DES H%=$A

TEXFRERS — & DES ', 45 1> DES %41 DES-EDE2 fil{#i F =4~ DES &4
DES-EDE3 #jFh 5=,
DES-EDE2 S8R SZIR R A 112 e (14 54737 ), el F X 80

51 EC 4B 12 3D 42 03 30 04 D8 %98 95 93 3F
DES-EDE3 BRI SE R R 168 HeAF (21 7745 ), HinF X N

51 EC 4B 12 3D 42 03 30 04 D8 98 95 93 3F 24 9F 61 2A 2F D9 96

w AES HIZ4R
XHFRENS AES A T LA 128, 192 f1 256 AP abfTikst, MBHKE N 256 b
R, A BE AT X O

51 EC 4B 12 3D 42 03 30 04 D8 98 95 93 3F 24 9F 61 2A 2F D9 96 B9 42 DC
FD A0 AE F4 5D 60 51 F1

QO zZzmAaekEandamt “EH” —i8, THALEDESA=Z¥ DESHEAPTHWT —£ 8 TRMNiELE
ARR YA IR A . ) TR e T E R FA T RE A e, ARKNEAT AL ERAKE
R i
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1122 BHESHIREHE

E AR B, BAOUCR—A ARSI (FHRE0), (HE R HA i A8 T
RS, FEFAN LA EREI S 0], de B — FEHmM .

1% Alice fff FH SRR 35 B % B SCHEAT T I . Alice 22 7 LA 88 W S22 PR o e i
o, T SO Ak B SR AT MRS T, PR BB 35 SCBE BT # Eve 03K, Eve thGik18 %1
B SCHPIZE, AT, WURBEITEA Eve THAEHIE? Eve LU ® UL AU,
o AR E B SO T .

GESL, X BIVT SCH Bve R, 3RS SRR SCREMIN. HE2, BHEMAXR
L. I SCEA 100 JTITROME, T2 F a5 B S 4tk B 100 5 T
fi; GBSO 14208, B4R 1 1250; MR SCRIRZRAFEMOEH, I 4%t F e
RAMCE T,

1123 FHREESEH

Afrh R RIRE], KGR RRRE S kA B BT R R (R B AOPLE MR AR W ek g, a2k
i E— R R E R, AROZATITR, TR A — A 2ad e it R s O R R
UER RS R

E BRPLEMEARLZRE T HM T EA L, MRNIZKE T 28R ENEH. RN
RHHIRZ—,

.l. 11.3 HFHARMHEL

FATR UL B BRI AR LR, THERATEEIE— .

"11.31 NREBHZHSAPTBHEH

TEXTFRERD D, I A AR — 8. TRk E MiklicE Z W 2L Ee], |
SR FRETS AR SRR X AREE S B e B9 o B 0 ik 3 AR M DL AR i A AR
w, =Tk EE T (A 11-1).

D # AL ATERMNE” TRREOAT, XERAE—TFTREFPHEFHIMETAEMRT .
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XFREED £
ISk ok !

N

=

#H9

B33 ik BX B

B 11-1 MHFHR, nBNRBEAR—I 5

TEAHER T, Mg EERGRAFNEH . AT inENEHRCHAHE, sl E
A IA TR s AT sn s i, RAWERITRENREEA ALY, fid
PONBMEESA . XTI AAMAAAZ B BARZA 7 C R, FithdcoyEmaAst (F 11-2),

AABBPER
AR

1////' ( Bm4E%t ) \\\\\\

X =X BA3C

E11-2 AHZTRG, EFRAANE, ERLERE

T11.32 ERINEBNESSHTE LTS

TEHBIAER P, RaE A A CE AL B PR TINE. HENER REERFAS
HAEPIR AT R R B B UGER M@ (SO, T AR GE {5 A A AR Ak
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that., BT “BASENEH" SR AEENERESES O EN, itk 8 A ERS ) %5
AT 32 5 B LU AN A A, 75 Uik 2 7 A= B A 2 1 AU (181 11-3 ),

‘ =

HHEHE Ly BEEISN TR
MACTE MACE MAC1&

|

|

I l
|

, A4

I W EBITIL, MR-
: R SAE AL Sh

B 11-3 HEIAERAHESA

EHFEET, EA0ERMBIEFERAARNESH. RARFARSIRARNA BB AERES,
(Hifi RIS A HEEAS, HI A AT RS RIS 4 (18 114 ),

"11.3.3 BTHENZENEZSES BTN

MARFERAAAFRH R EASEATRENEERESR. WA NGE I TRER SR E,
BCEER MBSCH N A

FXEH, T EAER A 22 P A, MR AFAMERESA. R ARE G
W, BUOCERCEEE, kA AR S
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HE - GHE
¥[q #m)
B R L elEE v
#FE BIIHE

TEHS
x4

| 4
[

#5lE

A 4
B _FHTLE, DR
N IALEALTh

S ——————————S LR T T T S P ——

11-4 HFZ20ZH

(1134 REEASEEH

MIRIFRAT G 2B H R, FEFRI TR OCE— T S48 FH %,

[IRATUTRILL https:/ F3k IR GTET, Web R 55 #% Fd UE 8% Z (8] 1 76T SSL/TLS N
AR TERXFERE LS Al A B R AR TAYGEE M — K%, FUGEFI AR
T o X REE YGRS RBE FH— IR B PR I 2iE 4R ( session key ).

HEE— WM B A P ab e ? T 2ib % REARVGEG AR, T—5Wr# ik
T AGERGEHSWEEH, BHEBEEAKEGHNE. T TR E DA%,
R o LA 15 AL A 2 A2 B BEE

FIRTUGE G2 B2, B R AR A: sl S 0 Dh LB E L3S & /A GE, BT
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FRUA FTREFIN B T U A 2R ], X RS A 1R N A BB B KUK
X TEUGE{FE LRSI ES, —BEREREHNEHICNEESA ( master key ).

T11.35 ATMEARHERSATNEZHNES

TR CHE— TS M E X 5.

— R, MEMXREMP BEEEANGEE (N ), XEEAE T I e SHR A
CEK ( Contents Encrypting Key, WAMBE®EH ); X, HFEHBHKEHUFR N KEK
( Key Encrypting Key, HM#E % ). E 11-5 F1/#7R T CEK #l KEK f9—Ff %

BHENEES
( KEK)

BHENBES
( KEK )

AB NS & A
( CEK)

RBNEZSA
( CEK)
+ #5 g i

L)
1
L}
'

E11-5 AFmMBEAZTHES (CEK) SAFNEZEANEH (KEK)

W PTG A AR, (Bl 11-5 hxREm M Bk, Al LB 3 B
MR

FEARZHOL T Z AT B S 1E B HARZWE N CEK R, T E2% 5N EHiME R KEK
HHE. FEERN “RAEFER” (1144797) DR “EFOS0%EE” (1161 1) Pl i
KEK #%%H.

=114 BHEMEE

"11.41 &£RT4

wo FRREYLEE R ESA

e R B T A U E RS, DA BT RS S W A HEI I PE R . FE VT RE
T DL T e i REAS A O S~ b O BE LR RE s, (B —FBEFRAT TR 2 ot P OA B AL S0 A 1
aniX— & [ R B R
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EAENREAN, REEACHMES H—%{% “3F 23 52 28 E3 -" XEEMETFE. FAR
AR A 2 LR, (BICIE AT &R Gk R e ACA IR 25 , X w2 B I 3 59 B AR

PRI AT BRI s AR (i F L A A AL LA IR 2, (B2 FIiR Y
RN ERF L AT BRERRMIETA. G, G s hpadLBCE ST UH T
AR AR R, A ik S P DL B A AR 2% i A B RO B0 B R R R BEALRY,, (B HEARR L]
HFEEE R, SUARREEAE U, B e th AL A A AN L& AN AT 1 X —
PR, X —ri IR RS 12 SR iegnigit .

v AOSEREHA

A R T2l A AT LLE /) O4 ( password 5% passphrase ) #4E %4 . passphrase
TR —Ff i 2 BUiAl A B Y password, TEAREPRATKEMELEHR IO S,

Pk, AR EEM DR NEAMH, —BREER OS5 AR E R, &
S ¥R R R AL R S A

FE G0 1A B BTEE . T B IRl (1164 45 ), FEALE 04 1T BHIn— e
AN EE (salt) AFEHLEL, SR AR H S A L iy sl . RN “ET R4 HER”
( Password Based Encryption, PBE ), %7F PBE &{/ |R/a ¥ E4iN45.

"11.42 BEREDSH

TEAR P FRBE AT, An{o] £ A 26 3 A CE Z 8 R — A a8 ( R Z SR E
B )., fE% S ERRNCEAE6HT T H g, EMREARENE, TURHEEEER
. ERZEHSEDD. ERAMATBE L. BERTEZIN, BF — g E S ECE ) 3
()75 4 Diffie-Hellman Z$A3E#, ARG 4.

1143 Bgwsm "

A —FP R Rl (SPGB E M ( key updating ), X7 i s 7R L 2%
PtTEER SRS, EW (s k% 1000 M) BUBEH. MR, Kk E MG L2
BRI B i R S AT

FEEFEBINY, Ak FREGE (5 HO B EO T RY RT R SR R, R X A 1)
(RS MRS, B2 RHAIZANBIEEAT—IES.

SEAT B SR A R AR W7 BB 5 i P A A )L, B Bl Wi A AR
T, 2siWr & XS Z R s E N F TR (2, aiVrENiEmeE ey

U AFAEHEET (45854 142) (Security Engineering ) [Anderson] — ¥
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B KA N [E] U 2 AT IR 5 P 2, DR DA S P 1) A7 e RS i ey ( RS AT 8H ) RO i
] R A CBD 9 ). il TRl O sR R A B m e, RO (R UE T 3 1 S 5
S AR MR

RXRNB I PR L IE fF N AR PLE], FROVIEE %&£ ( backward security ),

1144 REEY

T2 E AR (F i A P AUREH — K, RIS LA RS . SR, %9
o 2o A IR, SRS FERTFE AR AR T .

we ARLFIEEEH

BRI - N EEARESL, PR ARREFCEEETHKENZAMN ., )
i, & FHEXEE—> AES 1Y 128 4S8, — M2 RMEC .

51 EC 4B 12 3D 42 03 30 04 D8 98 95 93 3F 24 9F

SEE W hsRic A T, WA EICE T MEAME . ENRE A et 2 E Y
I HAREATE, PR ERA AT REMEIR

me NEAFHITMFRENX

TN EE IR, PR RE ZEHRAAAE A C ok, B2 862 20 (R A7 A A A
HiLTT o

TRIBMBAEG G T—NE KO HEME, A THIEVLERE, AT 2T 7, i
9 FH B S AR AR Y T RIIE UL AR . SR, K B s SCAE e Rl — & Lo R
WREEN . W FEshdd & Mallory BERE IR RAE R SCHITHAAL, JIB4 Mallory #iARA v RERI T
BRI B SRR A

BRAITEAERS, ENREZHRFE TR TESEHTN X EE LN RE, X4
() AR MEAS BB Ak, AHFRATTRT LA 1 — e 5 R i s

Hrp—frk i, BHEHMRARSU, IS U REERRIESEREMMA . X1
SpFer, FRAT] i o A AR A e ke AR R B DL M1

(R AE AR AR LA TE, T TFESMRE SR TCIE M 7o X AMEDL T, 1T st s 22 bt B 5 Y
WL AR T LR SR AOTE, s A R B L B R

F—HEAE Y, b T REME LR AR B & B[R] A fE BT (i FH X AN, FRATAT LASH %
ZHMBREREN L. MR, BREGME, DRFTFES—PEH. GO T s &80
W, — B KEK,
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BESR N AT B 5 — %8 (KEK), AR —1%H (KEK) LEMMRFR? 14
1§ AFEFEIR T .

XTSI 2 BAR A TRV E R RS, BAERLHEHE - HEERRN
ik, HAXFEMTUROEERENZHARE.

A, BREHENLEA 100 TS0, 2 mE AN R % S HEA T In & A= i 100 1A%
3, BRIAF EBET 100 FAESH, MERE 100 7792 REHMER

T, FATH—1T%H (KEK) ¥iX 100 HAEHHAETE, BLARERNMAEZREX 1
KEK SEAT LA T . At AFEAERIE, X—4 KEK BMMEH Y TRITE 100 5B MOHER S,

A 1A EHRRBEZ AN EHETREN S, FOANEIEHERAIEE M. EEET,
ENATEFEEZ AR, MATEGEE MR CASATLAT . FfEH, RITBATER
RZAEH (CEK) WHLEYE, mATEFRHR M FSH (KEK) BWHLEESATLLT .

KTEHN BRI, RITEE 116 TH#HETHA.

yEL, NMES

RCA KEK

TANEHLA TAEHAS TAIEHLAG CEK CEK CEK

uEZ, NMER

KRXEHN "MME" SRIEHN 2R
3 AR AN

B 11-6 AEVHENERSZANERRITLE

Y1145 EEZH
BT A R R SRR, SR AR IRTSCR S0 6.

me - A AEEERERA

AR EE—TIEREHWE L.

ZEAEF, BIX Alice [a] Bob &% T —E I MM, Bob TEMFRE )5 BIE 1 HB(ABY N2,
X s 24 Yl £ B (i FH B9 B 8% T Allice 1l Bob R UL AN PR 22 T o AN 2 00 35 40 WA 20 22 3 1
B, B MR EIVTHE Eve JREL, Z A &% 1 M {4 sl s i s .
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mw o HTEERZ4HH

MRFEGRATE L —3CF, AU BRX A SCF—A R UIMBR &8, EoAA —
SRR BB IEMIBR O SCOF AT, BeSh, REBFR F XA AFESE BRI NS,
B A0 X SRR e ik . Wi 2, Be2MBrEs], MAEMBIERKM, E7FEE
BTN RGE N M E R Z 2R IT IR HIFIE

AR T EAR SRR, SEREFEANEICARRIA T, 2RBUERMERIE?

WERER TR EGRIEEEY, SIOEMEE T, WRERTHEAMEBHRSA, ¥
Tk EEERNRIEH AT &5 T .

NHEBT, —BARSEEZRAPANEIL, HALNHRZELSATTH, 1RAFTRETEH Y
HL_E AT AER A

BRI ER T APHEBRFY . NRER T APEWNRRY, PSR AHE
PR T o ok, WRER THFELANRG, MEEERBTEAT .

,=" 11.5 Diffie-Hellman BEAZ R

AT RFA TS 21 55— Fh R P BC A R B B9 75 3 ——Diffie-Hellman B85k

#1151 4R Diffie-Hellman 24335

Diffie-Hellman #&$3# ( Diffie-Hellman key exchange ) J& 1976 4£ 1 Whitfield Diffie il
Martin Hellman t[m] % B0 —Fh30s . A AR, 85005 (G 38— mT LA T H(E B
SAEE A ML L E MR BB, X — AR AT LA A EXT AR i M B 8 . TPsec TP fEE
T 254 B /Y Diffie-Hellman %535

BARIXFP LM N EHACH”, (HELPR OO I A HIEACH s e, MR it
Ah TR R, Hik, XF A EFRR Diffie-Hellman Z$A1h & ( Diffie-Hellman

key agreement ).,

“11.5.2 Diffie-Hellman Z$A LM B

IAEFA T Alice #1 Bob FHFE I E X RFELRES, RMIFZEAEGLEE S
BHIUT# Eve BiWr 1. iXHBf, Alice A1 Bob 7] LA it PAF 7 i# 1T Diffie-Hellman % 4H35#, M
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mA I EHH (K 11-7 ),

TN TR BB
Alice . Bob

G*mod P
( ST FrEaEL )

G® mod P
( TR FFHIEL )

GHIP
(EIAFFHIE )

GHP
( BIAFFEIE)

-
~.

1%
B 11-7 Diffie-Hellman B$8 35 #

(1) Alice [a] Bob ZiXF M RE P 1 G

P AR—AHERE KM EE, T G MR —F P FCHIE, FRMEMTT ( generator ), G A
LR — /NIRRT A TS TR A PRRY 5

P G ATFERE, #HIW#H Eve KB LR,

It4k, P A1 G A LAHT Alice #1 Bob H R — 4 .

(2) Alice &= —~BEHLEL A

AR—1~P-2 Z AR . XMEE—NRA Alice HUIEMTER T, BALELIF
Bob, L AfELL Eve HIiE
(3) Bob & —~FEHLE B

BiE—11~P2 ZA ., XTEUE—1 HA Bob HUEMMER T, BAVEELF
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Alice, tANRELL Eve HliE .

(4) Alice 4§ G” mod P iX/~# % %44 Bob
EAKGE Eve HIE TR,

(5) Bob 4 G® mod P i/ & %45 Alice
XABGLE Eve ALE LR,

(6) Alice f Bob & RHHEITHE A XFHK mod P
XANB R AL
Alice IHE %4 = (G® mod P)" mod P
Pl PHr - T 2 Ak

Alice #1540 = G°** mod P
=G"* mod P

AT mod PRI “G 9 B KT A KT MERT “GHIA x BKF".

(7) Bob A Alice Zi3RrIEITHE B XA FHK mod P
Bob #1194 = (G* mod P)’ mod P
A TR L i B Ak
Bob i #EH = ¢ mod P

FHEFHTE mod PHH “GHARBFHIBKRT” MEMRT “GHA x BIKKF". T=&,
Alice Fll Bob it & T HZERILEEH.

Alice 715 H) % = Bob IR B HH

11153 Eve sEitEH BT

AT (1) ~(7) 1, BT BB (B EERS 4 57 T & Eve HIEMEF ) —3LF 4 1~ P,
G. G' mod P 1 G® mod P, HRAEIX 4 1 EFiHE 1 Alice A1 Bob HIHEZE %4 ( G**” mod P) £
e H EHER

IR Eve fEMSE 4 F1 B PRMEE—1, AEHE GV MRES 1, RMAURYE
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i 4 DMECURARAER I 4 F1 B #9,

ZAMGF, TATEERIE G mod P 4 1W? G mod P ) mod P J&iX H Hy LB AT
fE. MRMUE G W&, ZHE S 4 A, SRMTRIE G* mod PitEH A MEREZIIM
FEREEHM, XA nEFR A BRI ( finite field ) (9B ST &0,

A PR Ay 7 8O0 B (v R 1Y) &2 2% B 1 2 32 4% Diiffie-Hellman 25 8H 20 B L AU 56

11.5.4 HERMITHEX

B P RS, ERNTHEES —TF mod P IITEEHE (5.5 ). % Pk 13, M mod P
iz B b i (R A e R AT 13 NS al i [ a4

0,1,2,3,4,5,6,7,8,9, 10, 11, 12
RIFIRATEF]—3K 0~ 12 BILEMT A FE (K 11-1),

£11-1 G modPFE (4 P=130t)

c~2l1 2 3 4 s5 6 7 8 9 10 11 12
0 0 0 0 0 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1 1 1 1 s 1
2 2 4 B3 6 13 1 9.8 10 7 1| (2x&EmT)
3 3 9 1 3 9 1 3 9 1 3 9 1
4 4 3 12 9 10 1 4 3 A2 9 10 1
5 5—- 12 8 p 5 8 1 5 12 1
6 10 48 2 ad 7 STl i (6mERT)
7oe L 7 30 5 9 6§ 3 8 4 2 1| (7h%EHT)
8 8 12 5 i 5 1 8 12 5 n
9 9 3 1 9 1 9 3 1 9 3 1
10 10 S 12 3 1 10 9 12 3 4 1
11 (11 4 5 3 7 12 2 9 8 10 6 1 | (11 AEXT)
12 12 1 12 1 12 1 12 1 12 1 12 1

ELEY, BKEEER GFT 2 (9—17.

2' mod 13 = 2
2" mod 13 = 4
2’ mod 13 = 8
- 2" mod 13 =3
2" mod 13 = 6
2" mod 13 = 7

2% mod 13 = 1
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FATATLAR T 2" 8 27 fofl (3t 124 ) 8A R, Wbl 2 WRRFEERPHIT 1 5
12 (A EREs, BT 2 BA& kbR, FIARK 13 MERTT . AR, 6. 7 11 R4 mt.

W R, P AR TR GRS 1~ P-1 FHRFR——X A, F2 R N EA Xk
—— X KT, Alice A BEME M 1~ P-2 B3 FEl v BEALBE B — BT ( Z P AASBE LS P-1,
REK G mod PIE—ERET 1 89). MR, WBCE LB RN AFHEN 3 FE B HL P
B—EFFEERTT G, IR R B A E MR T %,

1155 EH&IB—T
T EIRNTH B AR S T2 — T Diffie-Hellman %5H35# .
(1) Alice 6] Bob XA RPN G
BRI 13 15K P, .
P=13
RIETA 1R 2 BN G, FMIRIE F—Tpiguisl, 2 2 13 l— 40T,
G=2
(2) Alice &R —1~FEHLEL A
ATTRLR 1~ P2 J5FE A AR, 7R AR 10645 9, 4 2 A Alice I MR ECT .

A=9

(3) Bob &R —1~BEHLE B
BATLLE | ~ P-2 UM BERREL, X BIRATHES 7. B 2 HA Bob M (IR EHF.

B=7

(4) Alice ¥ G” mod P XM & 1245 Bob
G" mod P =2’ mod 13
=5 ( Alice & 1%%5 Bob %)

© E##P, 2 HH# 13 89 R4% (primitive root ), —— %2z
@ AAAGEETARE—FTHEPOEEN L R ARk R, — i Fi
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(5) Bob % G® mod P iX MK %45 Alice

G® mod P=2"mod 13
=11 ( Bob %i%%5 Alice HI%Y )

(6) Alice Fi Bob i3 3#0%1 11 ++8 A Xk FHK mod P

Alice T %4 = (G” mod P)" mod P
=11" mod P
=11 mod 13
=i§ (H=HH)

(7) Bob A Alice & it 3krI%1 5 i+& B x5 FH K mod P
Bob i+E 19%4%H = (G* mod P)’ mod P

=5 mod P
=5"mod P
=g (H=HH)

@it EiREER, Alice F1 Bob 4% TR THHFHIRL 8 fENILZEH.

%37 Diffie-Hellman BIRBEVLIRE, Alice 724 T FHEREE,
DS FTAE Mallory SEAH T Diffie-Hellman BHZRNTI AR, EERFHER
# (hEABE ) R? :

BIRME Alice HIEE[EE,

"11.5.6 #5E L Diffie-Hellman Z4A 35 i

Diffie-Hellman #EAZCHERI B RO ER " (1958 2% B R S BB A & 235k ry, A2k
W CESHOT R A" SOk W IR 2R AR EOE BN L, SRR ) LA AR O 6 B Bl 2% Diffie-
Hellman 24335 #k.

3 £k Diffie-Hellman F403c /e SRR E AR, FURFTAI R % RIEA [ i
E. #E 2k Diffie-Hellman %540 3cHR BEAE FHEUE M AP B e = &2, HIFIES N
F 1 A,
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=" 11.6 EFOSHES (PBE)

1161 HARETOSHERS

i E X, EFOSHIEE ( Password Based Encryption, PBE ) gif2—FhAR g 1 44 il %%
IR TN W . b g s i R R — A% 8.

PBE HRZLR ST, N RFC 2898 ( PKCS #5 ) F1 RFC 7292 ( PKCS #12 ) %KLL i
iR &) PBE i Java [ javax.crypto 53T T 508, b4h, 7EEIHISE(: PGP (RAFEH
i, &#H PBE. A, RITASNFEKORNE, RN —Br 7 ERHBERN4 PBE,
PBE HY & AT LAFR BRT T A8 SR B A

R0 O AR RSN K oy i

4%%,;@&4%&@2&:%%, TRES B AFH.
m%;(amjﬁﬁﬁﬁﬁm%@o

{E%i;zkx'ﬁ*%%ﬁﬁ%ﬁ (CEK) MIHLEHET .

4%%;% ( CEK) HERIFTERRL HIHRIRIER

Fﬁ%iﬁ\ﬁﬁ ( KEK ) A 43547 1% ( CEK ) 1B,

%%!l KRN T EFHIRES (KEK) BHLEET . #EASERBIFT .
E%ﬁﬁtlmth, ARBEHI O 42k LE L8 ( KEK ) IR,

fﬂRJ% N4 53 FuGE.,

ﬂrsfz,‘;tﬁﬁ H&FEh R A= e 4 ( KEK ) T,

har Limu%!éﬂ*@%@% ( CEK) —B{RFFERE b, MH4H (KEK) LIEEESR.
Dé\%ﬁidﬁ: A C R BB,
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PBE Wit #2 aniE 11-8 s .

( Aice ) HE

(2) £HSEREHNE | @) MEHE

(1) &£ REKEK

(EomEAn B A8 )

B fe
O
@

o))

- ) 4
SiEEA
( CEK) _'_@Emmm

)\

( 2 (IR )

S [ e e e e I e ———

]
v A i
BENEHH W= ) I
(KEK) { BXFRBEL I H !
]
v E
hZEH ]
2IEHE :
7 !
| !
} h RawE
=
FIKEK® | :
2 |peEmal© %q?iggm
_J
L& b H
E 11-8 PBE &
PBE %15 T %1 3 145K

(1) 4R KEK ; (2) M EEHHIFmME; 3) mMEHE.

(1) &R KEK

e, DOBEHUECE B 28 2 i i — AR B BRI, FEh A Alice 5 AR 114 —H24 AR
T B, 5 B OO (B PSR P 5 4 %4 ( KEK ).

AR | A MU AVl e, 76114 A Skt 2 oos B A A KEK 8, 5
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—MH T RFHREGE (REH# ) B9PLEH .

(2) £ SIETAFME

Bk, FRAVEE A O BEML B A A RS TE . 2 0 1R IR N I B i % 41
( CEK ),

IR EHN AT (1) A A KEK #H7I%, HME—REEELenithly . &
WEENEZE, KEK St EF, AN KEK BHLEAE IR, REFSHMOSEeL
#H## KEK,

(3) MEZFHE

e, BWATHAER 2) A KB S TEH I BTN
PBE JIN% & BT 7= He ) i L AL 45 T 31 3 Fof

e ib
e [ KEK M#EM&TE%H
o H&iEEHAMERHEE

Hep “3h” M A KEK MERSETR" TERFELEIHTT .

711.6.3 PBE &%

PBE HUfi# %t R an & 11-9 s,
PBE f# % 04E T3 3 45K,

(1) E# KEK ; 2) #ETEEH; G) MEHE.

(1) E& KEK

BTN TR Z ATRAF TRIER, I Alice Fii A B & —E4 A LI B3 R8. XM
A A KEK BT FR—HER,  PHIRT 73 28O (32 KEK.
(2) REZ AT

PRIG, WAVRECZRTRAF FREY “H KEK R E®ESH”, HLE (1) PIRE K KEK i
T . X—SEATTLER EEH.
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(3) MREHR

B, BIVHEE Q) hEENSIEFHX NS S TH% .
¥R R SR 11-8 b “PBE " AL tb— Fii& &8, 7& PBE &I & +F
8 T R BEN LS 8%, T7E PBE % id f2 &l — I #h A A .

R ITHE AR A LI ('AMS ) _—
H 3% P

f

(1) ERKEK (2) BEREER @) MEHER

v

# IR

SVERH ;

PR I—————— et

A i A
A A :
BANE T e |
(KEK ) \mﬁﬁ@@mﬁ) E
I N |
]
]
P =1:0 :
SEmE :
£ |
\\
AeEs
FIKEKIIE: S
i e e
24 HHh T

11-9 PBE &%

“11.64 LHEMIER

£h 5 phy DO BB 10 38 A ORI, 70 A e (KEK ) 2 14— Bl A B8 i B
9 R

W (KEK ) SEARIRRRRA0 (1A B, MR 25, HhAdhBRAR A FERIR?
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HREARGEFRHRRGH., FRIGEZE —fF e Tt B ES I RE R RN Tk,

A MBS AEA: B KEK MRHE A N . 84 EshBGhE#E Mallory 50T DURHE 7 5l F5%
He KB R KEK .

FEXH, EEBMEEMN — L, XEWE Mallory 7] LIZEST BN B 2SiEFEH 2R/, B
WU T KEREE KEK, ¥4 Mallory GTHUNE N SEHHAE, MFE=RGTME, XitR
BH) e  R i KEK, 56 68 9% JC0R 48 % 2= K () i B, 33X 5 & P B I ( dictionary
attack ),

GnSRAEAE A KEK BNl MR ERR, &% KEK MBRMSRZ R, 354 E
1k KEK SE&Ff R ME, H % Mallory AR FIER, SUAHA SURE KEK, 3X2F ik
ZJa, ik KEK R 22 RERE R (B 11-10 ),

FhoEk A 1ER
WHEHE B LEITE O S NAKEKE
( STREHITFHATE )
04 o4 % 2 #KEK {8
4
abc 02 E3 29 13 2A DO
v abcde F5 21 62 FE 72 717
abcxyz 81 75 8E B2 9F 66
£ B & hello 3E F3 C7 06 DF B7
pass 18 1C 48 22 E6 EF
v
RN E RS
( KEK)
I ER

J

ThBBAN £ 4 AR 28
BIEO$HEE, RERAFE, KEKEDRTRE,

! Bt AR TFHRIE
%k D/V:\ fr}i D% X“TBEE"]KEK{E
n
| | S5B94E7 abc 4D 58 FD 69 87 38
\ ESABY9D abe EB 4D CB A9 C3 A4
F8DC3B abc 09 70 FO 7D AC 20
-¥fﬁl§[§“ﬁ# C6541B abe 44 40 32 6F AB 16
FeCl09 abc 1F C5 3C 14 DF D8
Y
THRNEZRH
( KEK )

11-10 FHRNES5HNER



1.7 wfEmzesos | 279

¥11.65 O4HIER

RENZEC LM TR T 04 /% (PBE) PRI AR, TRk 4,

HREBML—-TRINZATRBM—NFL:. BAXERKENEHZITEHRARICIZH
(114477 ), A4WRE—F, RITBITECHERA AR FEN D4,

#£ PBE rf, Ffildid 044 M #48 (KEK ), FHXEHEMESEEH (CEK), HT
it A4 A (KEK ) 38 BEA 0 i Y BEDLEA: slas A U 278 %8 ( CEK), XEtiF 42
B —A B AR BRI T — AR EAF B REAE PR, RIAE T 04 1%
4 ( PBE) Af, TEHELMMNFEE A CEK BEid B AR FITHRIP. BIUAT LUK R Fin % /5 (19
CEK {RAFEIfFIE R h b B .

®11.6.6 @ExtHifhskE R PBE

FEA 8 KEK B, 3l 25 YA FH B0 ) 8] R BSOBR T LASR R e 2t il an SRR s A
2 ek AR B R B, SRS S B A E U E R U A SR [ O e B, S B A BB FRIR
B0 A LA A BRE - - AR PR 220 1000 YR BR BT B M BIMEE A KEK R{ER, ZE—
AT

XFFRP R, $UT 1000 KEERECGF A S REZ AR, ROAFH P A —KO4
FE BRI R AH EE, $RFT 1000 YR AL o8 B0 7 B B[] AT LA Z B8 AT, R0, X T FE 3B
Mallory ¥iji, XAl —MRKM G, FHRhTHREIES KEK, Mallory #4720 I K& #) 14
AT

(XA B ) ) oR S A T 25 AR 5 EE PR BL MR ( stretching ),

" 117 MEAERRSNNS

F|ix B, PBE HMKCHIRBPFSE T, FHIEARM O HEEHT — 2 HRAREE,

HIRNETTREIL LS FN, TEWADS, EidA 04, AT LAEY A & #1498 s
B EYLEEH

TE44 H PBE N M SCREAATIE B R, BATETEMA DS, XMl i diA 02k
ERA B C ¥4 R 32O AR |

N&REFERN, AREZAERLZEMOSHERFEN. TERIPTH - LERZS
ORI BT
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o [FH HA HCOARRAERE R
® AR 1 Ao T A
o HRUHMHZEIL

® R O A R PR

o O pAETE TR

1171 ERRAECSALMENEE

AN OSR, ERAFESARMENERE AR, FobH A RESH I AN
i, AR RA B C A RRRGERE SRR 1R . AR, 7ELFRER A4 mMEHE, Af]
HRA B T — R

LEFRAT AR AR —

we AEERXNBCEENEYNEF

HTALIERES, REAEESMHN ACEENFYHAT. B, ACBANET .
BIAT . ZTFHaT. BYNAT . BRINET . ENAF. RENETF o RN, X
A CEZRNEY AT RRE 5 P AN HRIER, FIRATARRIZAE O 4 i fd i x 2t
T o

me AEFRAXTFECHEER

EX— R HEABEZR, AREOSPEABGACHET. HOHWERAF L. ik, BT
SEMA S HHEE,

e AEFEANANITHER

ABMEH—LHIATTRRF B MFERENOL, FlEF . AAMTISC. FH-PYEGE . W
FEBIEE., & EFERT (qwerty. asdfghjkl ), BILHEIE , ITEMNET. BE. A,
B,

EXH—F, AAHCAAEMNEEERRIEFAREY, HitER— 22 EHHLIEAR
5o

1172 BEAFRMHOSHFER
AEE S EE T4 HORFRAE, TR R 2RI B 0 B4R 7 9 T



1.7 wfEmeenos | 281

Lo B, FHRAER S RS A 04, FARMERSE 1000 MF P ENEE XHH D4
E%x{ﬁgﬁﬁﬁ—./l\o
FE XA R O AR, AEE(URAE 04— 5 Hanvt T mXRE Sk st R AR /T AR,

FRA AR 04 tUnidwl
HRFEITEIROS tUnigwsd
HFIARFE4 04 tUnigwd
& a4 R 4 tUnigwd

XEERYIE, RESGFHF—IO4, HALR O-SRIRES Sl ik

1173 BHIELIE

AL NS BEESE FRBUWETEIHNER L, FRE/CEAERN I ERERZ™
XTI

A, AEAMAHLZICRFARTE, SHUFCHBEMRE - MIRMOS, EAmHMk
BEHLEAE AR A R — BV FAF RN 0%, REH O LIE FRIMFEL 2T . |EZ,
REZRE I S BRI F SE X, (O DS —8 05 FRITMEBRIERARN.

1174 BREOSHERYE
M4 RARIRKER . h T BT E R, ROV 04 RAkH 8 TR A
TFHM. EXCFRMET—H 621, .
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789

Pk, 8 PISCTF AT HA S HI T REME N -

62x62x62x62x%x62x62x%x62x62
= 62"
= 218340105584896

R KL 218 T, XN FEAS/D, HEbF ERAGHY T IMRED 48 HLAFHY

FAMD . XA E SR AT LOES 2 BRI RIGE#F A TR L AR AT LAA: O 228
2 A%, WRTEE 25 Kl LUEF a0 02T o



282 | ®1E =

f1175 FEAOSEHMEETL

RATRIA G T —2er i3 42 VA (/N TS, AT REAR 2 B0 35 2 I A 101 4 TSR i 44 JBR T
el b, BLANASSE A 1 O e SRS B A BT AR R AR £

A, RATEMHAMSEERZ, R KB SEEGER A S MOSRETR, H Tk
AL R TR 1 A S R, R 5 S RS B B 1A RS B A 1 TR

e T ELS et LR AR RO AR I A 114, - RENS 5530 W BRI B 7 R 35 L P St AR
4,

i, FofTt iR s T A [ S AR P a0 4, bR, X THRRFRER
A OCAE RlEEEEN,

W@m118 FENE

AT EATFRGT TR P A R 8%

HEeMbEFHE5, WAREDNTHIRERE &4 E. REiI=%5ET L8, &5
LR E. BURT R FHE S, MEMNNGZATARN L2, B PREARE—FH.
WHEE O IO 24, THRA T AR TR 24

FHMBEHEBE AN, FHIHE MR LR P50 LIk (R EEZ{FEALEE, &
] LIGEBRRE B i1 o

T, AT EA T AT Z B A D BELECE gt .

Fﬂﬁﬁ* ﬁEEﬁh%ﬁ@O %R@%ﬂQXo_
(ﬂ@?ﬁ%ﬂ%ﬁﬂ%&ﬁ#ﬂ,!&&ﬁkﬂﬁ?&&%ﬁo

(2) AR TRAT :

(3) # Diffie-Hellman #4A3c#ch, ﬂﬁTuﬁﬁ&ﬁ—MTuﬁﬁﬁf§$ﬁ$%ﬁﬁﬁo
(Mﬁ*M%I%i#WD%,Tuﬁﬁ"ﬂﬂmﬁﬁﬂf®ﬁﬁ$$%*ﬂMon

@ #4e 1Password 2 —ANEFA LY L FR T AL, fox TREETE, L4 LEFE,
@ fak, kHEEZE KR X608, R44EeR R Ige3 2004842 aTay 1 |

—
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L= 11.9 DUBRAHESRE

INUEE 1 B E S : Diffie-Hellman B$A 3 #5 h E] AL (11.5.5 %)

£+ Diffie-Hellman % $A 32 # 2 o LR E P [B] AT 8o

18& Mallory BRZE{ T Alice %0 Bob hidl, ¥4 Alice % Bob %3% G mod P B, Mallory T
DX EE AR, AEHER Alice 4 Bob £i% G* mod P (iXE X £ Mallory BE#14 A 6052
T o

FIREHE, 4 Bob [ Alice £3% G° mod P B, Mallory B2 Bob 14 Alice %1% G mod P
(Y 2 Mallory L4 AL HIFAH T )o

tb/E, = Alice 0 Bob £ A Z B AFTNIREILBESE, Mallory BLel UREZFFB MBS
MZ&. Alice #1 Bob DUAMAIIR I AEBTEILBIE, EXbF LA TPEH Mallory TREFNBE
EX&R, MoTAX Alice fA% AL Bob, Xt Bob A%k Alice,

SN XFNEE, RNITMUMERLAATRBEE—HFEREFEL. EBFHERNYN, &
IPsec th & A 87 Diffie-Hellman B $A52#:, BEXN P EIABGHT 7T ARAY R,

INEE 2 ISR . BEAREMENIR (11.87F)
x (1) B TR REMBYLNELEFRFS], Ritb#a ARE T HEXER,

%%ﬁﬁk%%mmtbﬁﬁﬁ L% l::ﬁﬁ bﬁﬁﬁ#’%fﬁgﬂﬁ?ﬁﬁmﬁﬁs @ﬂi:{*ﬁ@gﬁ@'
ERBA
x (2) FASAZ oI AR FF Y,
PRI IALFE, ﬁﬁ"lﬁ"”fﬁ?mju"\ﬁmo _ ' - e
O (3) 7 Diffie-Hellman Z A3z dr, W5 oJ DUBIL A — ﬁbTLX/L}?FB’]f_EEEEﬁ%E{EﬁO
x (4) WTAENBEEBRXHFNOL, TJRUER "BENRKYE" XHAEZ5ILNER.

ﬂﬂﬁ’lﬂﬁ'ﬁﬁ Bﬁﬁ?ﬁ%”’?ﬁ, Lm@%?ﬁﬁ%%ﬁ%ﬂk%iﬂ]ﬂi%é’ﬂ*%, EitHED
%L%T l__mo
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=121 BFHIBIES

TEAE U BERLECZ T, AT 1R B —

RARALIET, BFIF 7 —FKBUEE, il “FREEBELREE, Mg TAF." H
HEEh IR BATA B shPIaR b B C R T3 b T 3Rl B

BT Bl e AR M A, (R R, BB RL fE SRR [R] — TR . PRt/ M H 22
B3] T W TP, SR LTI b FROBE T .

Fo)Il - BRI A Bk ST AR B, {H AN AT F G g AL S

=122 FEWEIMAE

ATE, JRAPEHAR T eI 2 2 & T RELE ) A,

o {ii FHREHLE Y F RS HIA
o FEHLEHI TR

o DhREHLEE AR

o BRI PhBEHLEE A
o i OABEHLEE alids ) T

" 123 RSN EREA

" SR THABRY

QRGN ECAN B S BOR R ARG, AT A Le e b UL A . 9B b, RIXERRERS ., 2
HEN, MFELFEARMIL, AR ARTLARMRIINEE, BE, MEIEHEEN
ARG EE H D EEAAA.

i, T e BRI
o

X PR S AT B A UERS
ot U BIXY

T A ERFTES
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o A plipita il (1IV)

FH T 434 %75 1%) CBC, CFB Ml OFB £,
® 41l nonce

FAF Bl A ey LA B o e S Y CTR ARUES
o ' alER

MFHF A Ry%5S ( PBE ) %,

X RSN E R, (AU EEM R AT M A I X P B
(AL SR i, R EAGE 78S, ez e FE R, Wik, 072~
FEMLECRAE S, 2 BB R S

FEXH, WRFICHEATRUEBRGHETFMERBNEBIX W, Wl “BEETF", WA
AT, ERATER) T

Ju"12.4 FEHERYERR

FAGREALECT 5 0 SCRAE W RXERY, A B B St AP AP ig M, FEX I,
AT R4 — P BEVLUBA RS DO B — LML R

T 1241 XABEHLEAOME TS 2
FE3 TR T BB R L F =35,

o [N E—AEESit 2, BEeiiLnEdl
o Rl M E——ANRE M 2 BRI T — T PR &K
o Al H A —RRARKEEI AT A7 R, SN BEE B R A %]

FEEAER, S TR . RN, AMUR—ERSEATHME. SRR
T R BEALEL, AR BENLE AR, BB BB AR AT,

RN BN LA, — e RARNLE. Ha ArEIEr i, b—e Rkl
PE AN AT S0P

EAS T, T ER I, AT LR =R 25 a4k s DhBEALE . ikt
BEHLEC A ECREALEC, JFREBRAGR 12-1,
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F12-1 BEULEEI S HE

BEHLE AT AT ERHE
FihpEE (@] X X R E S Tq’;q;ﬁq:@‘;&g&*
S8 DA REAL 2 O O X B &%
B o o o AEFTENM lﬂﬁ%ﬁmﬁ*

AT

B 12-1 BEHEAMSER
T ETFRATIR AN R — R BEALEE . AN AT S A A T SR

"1242 BEHLE

10k — T REFLEE ( randomness ).,

WriEFEBLYE, TR R R AL R, FRATTAT LU PABEAIL S5 AR s Kk 2E 1
0 F| 9 ERNMREE, REF—BIERMET). MRS ZEBZO, 1. 2,.3,.4,5.6.7, 8,
9. 0. 1, 2--XEERWTEIRM, EEABMELETER., SEEF-FEMLITER, H%kF L
EEI 0 — R ERA I, SEENBIIPE LR 6. XHEMBII AR AT
B

AR AONBEDLES P A FEAE G2 22, WIFRATT AT LA 3> T BEALER S BEHLAY . 4 T —
AP B AILECE) S BEAL A R RO BEHLEBON I, FEALEON A kAR R

— FBCAE L R (e B AL B R B L BEALE R T LA T esh, RS ALELL b {17
B AL B SR T BARYE B AR TRV, Atde HEE ARV LA T SR, g
A FE A BELEL, AU &AL R AR

EIRATR M2 — T B E A il A BRI 22 B BRI PE L. h TRANLEC SRR
WY, FILEARMMIEE RS, (R, ZEXTERHFRERSUET ', HLABHH A

D #lde AR 4k (HEHIE) £RGHEMKT], REARAFALE, L LT TUARATH
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HEBEPLIER OO REYLERR S5 OhBEMEL

i

01243 RTINS

F i A BEL B BRI R A BN, AR ERSRAHIGEEFNARFR
M, A i AE S S T U AE unpredictability, $iX IR 0% 2 G B XAERY : un ( BE ) -pre
( ZHiI ) -dict (%) -ability ( 7JHEM: ). Hitk, unpredictability 5t2—fh “AalgeEiih” otk
O 17 N 7

PR AT F ¢, 2R EEEMETEERNABNETIINERT, RALERMUYT
—PER R AREME R, Hr, “7ERE S A A OHREN LB A ETER e BAEHR
HEM—5.

AN MR T # B EME AR A AR B, IAh, IEANTGE B AR a2 8 —F,
Tt AR B P RE LR R T . COREDLECE IS B R AT, (B RENLE R T RAR S,
16 R AT T, IVt 05 5ot 2 T A R PR, At Toik Ot F — AN
HE R B O B AL B S A ] S

A2 A RESR S R A T T ) Db BE LB AL 2R IR MR, X —MRA BB AR,
HEZ, At RE S ERA O ZTRRE ARSI, Flan, 7T LGE 5 EE0) ok 80T 56
PEFN 65 B AL 1 K (IR D RE LA B A% B A BT T . PEAR N B RATSTEN B ONBEDLE A 1YL
i ) AR i A T U

A, FA PR A A AT TR0 4 DA BEHLER A SR Eh BEALES

11244 FATEIMH

FrdARTEIRME, 24870k ERME YRS MR R BN TER . ARER TR REAL
BOWAGRAF TR LS, BA HALT A T HZES, WBA T BLZFE LS B A A &
Bk

OUE AR ICE A U B A T BRI BEDL R 89 . Bk R RE A R REYLE, XA
BRI RYA SR SARONICRE. MAEATRSHFEBMZST, KFns RbE
AR, R Pr A BRI 2 —E 2 W ER . B ER Z Ao
KEVCHEM, TR LR, HARLERERE, S8, XMRTERLREK,
HEHERAREY ., FUERA RS, MRS A EBM:.

BAREF A BRI, TENATERAOYHAGE PRBUEE, HanEE e

D HHEMEGFHFTFE AR TERGEII GBI, FaMBHFEARL 1251 %,
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WA E WA TP R BUbR A (AR B S AR T Tl Bt Sy il 2 (3 ¥ i e
(E55, HRYE X LERE i Bl AR A5 ST AR R B, — AT LU 2 B AN ml d B Y B L
eI

HAT, FIHMERS S —HAME, AMIDEH & BRI AE BUAS AT 518 A BEATLES A0 B 4 15
& o Blan, SeRERAVETRL CPU gl B T BCFRENLEBUE GRS, FFHRAE T A8 SR o] S A Bl AL
¥ RDSEED 4654, LA KA BASn] Fli 0 BEALEC Y RDRAND 84 ( B 0LE£2 ),

A, FRATE B A ] BB A BE DLV O E A

| REBRFFLANN), REE

FRFRAFE CPU A E T 8 FFEH &4 R 2% ( Digital Random Number Generator,
DRNG ), 3427 RDSEED % RDRAND B£#5% o X% CPU £ MBEHE M ER ( BEHIES
B ) kB TREPEENRRES, NEESERASATTERNNLEREFSI, 4253 AES-CBC-
MAC BEZ4E 2z /5, WA —8 256 thFFeIEHE, X B EIERABEEREVIHEA ( conditioned
entropy sample ), AES-CBC-MAC 2—FhE T AES HAZINH CBC AR HE BB IFmNE %,
AXEENERARE —BBRENLLFFIIESRET 256 thiF,

RDSEED < EEF BB ERREMAHENENES, IHABIEIIZEESE
JERMN, XMESEFHENER, — BB IERMMIETEEMKEFF ( seed ),

RDRAND f5< M 2 AR BEHIH AR AZ CTRER 8 AES HATWE XD, REE M
EHIRETLES, XENEIIERERTTNMS . RDRAND o A REVLE A A AR T NIST
SP 800-90A thiE X # CTR-DRBG F %,

B ANENBTESEMSREREREREHE, AT —TOEAREHS SELEeMI@
BEUE. XF “ER" XMEM, RIS 16 E i,

@ Tnter’ Di gital Random Number Generator (DRNG) Software Implementation Guide
https://software.intel.com/en-us/articles/intel-digital-random-number-generator-drng-software-
implementation-guide
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Lu"12.5 {ABEHL B AR

LT LS e R A I, A T A et A
BB S REALE , AR AR AR . AR RS RS G R E LAY
FARBIRSSE BRI . (X FEARE R AR BERN T 4 L ER ( Random Number Generator, RNG ).
it AT LA A R B AL 28RS {4 T B Sk £ BE AL % 4 B 2§ ( Pseudo Random Number Generator,
PRNG ). FOAUFER M TCEE A B, I E—14~ “fh" .

" BOBEHLE A R SR R A
POBENLSCE AR A PR, JERRSNRA LY “FO T SR ROVBENIES] (F 122),
fhr
¥ a1k
AR A
. i | lLIEve])
SRS

B 12-2 {fhREHLE R R4

wo PHRERLECE CER B R ERIR S

THBEHLECE AR ) M ERRES, A5 DD BEHLECA: A Brg B A7 P RO RUE. 5 A Db
BB AR R AT — A OIBEDLE Al RAT, PhBERLECE AR AR SRR A B R (P
W) #HATHE, IR ENSRIE LR . BES, 8 T WAL T — O EPLEGR K,
PHBELECE RS 23U A S M AERIRES . B, FHREE AR R O BB Ik A ZE
MRS EAGER, REEYLIEA AR

HTFARRESYSE T — AR A REILEL, PRI A RS A RE B # AE

we ARENUEE RERRI T

Jo T HE AR, PhBEALECE: BAS T BRI T (seed) U R DHBENLEAIRF2H
AN Oh BEHLRSCA: s B RS HEA TR AR A )
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THBEVLE R FRF & — B EEVLAY LEFR TS, REFFRir] LIS %R T B B PAREPLED .
PHBENLEE LR A, BRFRETEACKREN, XMHEEEREEATN, HHEHA
REECRE ., i FRFAT LIgiEGE & HGE, F A LA S gl eE, #aAsnT -
LRirE AE P

W ] S O BEH LB R Z RO S L 12-3,

9

BE3C 4>< e )—P X

¥

<:wmm&$ﬁaz>————a- ByBEHLES)

12-3 EBHNEHRSHEENMNMT

_a"12.6 BRGNS S

RN ARMBIM IE, ROVRF—LEERARRNE. T RIRITRE 4 — s B DhEEHL
B sAs

® ZRELAYITEE

o LPERARML

® ] {8 PRI
o ik

® ANSIX9.17
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"12.6.1 ZEMHE

WHEAANZUL, BEARREA M ILEERES, B2 2L IR KB ARATLL T I? b
ik, AT LARE RLERR Y ARG IR BEAR IR AL U R ML . AR, XMk R IRIY. QR A
RIER ARG E S, AL R T EREORE

Horp—A SR R0 R 0 R R {8 P A 2 TR BT A U B9 R 2 R = B TR 9 A 3 (B
HBIN ) ABEE ).t TEMER P ER D REYL B AR & AT e, AR AR A
T,

B—AIRRERE, WRTERF RS IR RRA TR N A, AR BT W A A R BERILEL
R B A AT

“1262 ZMFELE

£ 1R %% ( linear congruential method ) &—Fp (il IR Z FPABEAL R AR 8 1k . SR,
EIFABH T B A,

RPEE LM R XN . BTN T E A U DA BENLE N R Ry Roeero ESETRATIR
PR, I AR RS ABENLEL Ro.

BT HFEVLE Ry = (4 x FFF + C) mod M

fEXH, 4, C, MEJEE R, H AR CHENT M,
BTk, RAMBRE R, AHRNARITE T —AMMIFEHLE R, .

R =(4 x R,+ C)mod M
2 ORI HFERER A, RIE AT D BEHLEL R, I HIE T —~PABEALEL R,

R,.i=(A4 x R,+C)mod M

M2, RYERARE LS LT BEEIER LA BN L C, ARERIUMBRKNS
HIEAT—ARENE. TELRIERIARE T, BaL—0 A S DY RED LR (B2 RS, Db
BLEH T BRI X A RS AT R BRI . RPERIRIERIZE NG 12-4 R,
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FF
#asik
REBIRS
4 v N
— RERE -b@ x AEIRTE + O) moda o L kel

B — PhbEH Bt E B
B AR

k FALMRRENO BN E R )

B 12-4 FRALMEREREN PV ERS
T HFA R LA R AR T — 2o PR . A TN E, X R ERE N, R

A=3
c=0
M=1

SRR 6 VERINBENLE RN T, MR YERI AL, AR OhRELES i BT

Ry = (4 x FF + C)mod M
=3 x 6+ 0)mod?7
= 18 mod 7
=4
R =(4 xRy + C)mod M
3 x4+ 0)mod7
12 mod 7
5
R,=(A4 xR + C)mod M
(3 x5+ 0)mod?7
15 mod 7
1

Il

I

I
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Ri=(A xR + O)mod M
=3 x1+ 0)mod?7
= 3mod 7
= 3

DLt EHE, ATTLIES 4, 5. 1.3, 2. 6. 4. 5, 1, 3, 2, 6 XFERIDNFENLES . 7E
XH, BEIRL4, 5. 1, 3., 2, 6E4J|Iﬁ FAREIRE, BRI 6.

M FPAREHLECE PR LA M AR, FHIEFELEN 0~ M- 1, MHRE 4. CRI M
(B, e HRBA R ARV i — 0o ( RIS 4 ), i, M 4=6, C=0,. M=7, H
k6 bf, FrGEIROMEENIEGSI A 1. 6. 1. 6. 1. 6---BIJEHIKN 2,

NSRNUE A BIE, AR PARERLES ) SO anfe A8 ke FRATTPT AL EL, WRZELRSIN 6,
HE A=3 1 4=5 AHem 250,

M A=01f:0, 0,0, 0,0,0,0,0,0,0, - (FHAHHI1)
B A=1Hf:6, 6, 6, 6, 6, 6, 6, 6, 6, 6, - (JAHAN1)
MA=20f:5, 3, 6,5, 3,6,5,3,6,5, - (FA#HK3)
MA=30f:4,5,1,3,2,6,4,5,1,3, - (FAYH6)
MA=401:3,5,6,3,5,6,3,5,6,3, - (FA#HHK3I)
MA=50f:2, 3,1, 5,4,6,2,3,1,5, « (FA#H6)
MA=60F:1,6,1,6,1,6,1,6,1,6,  (FAHKH2)

fEAME R, HEEFERE 4. CMME, SLEEBIRE S Ak sl B & HEHL I rd Ph BE
PLELS .

BRI, RMEFREARSAR I, HERATAEEERREZRTFTEEREAR.

R 2 Oh BENLE A 125 A% %2 pREL ( library function ) AR R LM FRIAEARER .. Blin CiES
M PR %L rand, DLz Java 19 java.util. Random 2855, #RH T4 MR G, HIGX LR EUE A
REH TR AN

FATAT AR 2 5 ok B L R A e AN L A8 AN mT il 1

R ETH A=3, C=0, M=7", Xb}, Bt BT CHENLE H LR
—A~, SUAT AT T —A AR . AT R %Hﬂdﬁ?ﬂﬂ’]fﬁl‘ﬁﬂlﬁlﬂﬁﬁ?ﬂ NN =
FATLAT ,

(Ax R+C)ymodM=(3 x R+0)mod 7

O ERREdEZEHLEmiE A, Ch M, BARBENRRE4EERMHTTARE R A, CH M4,
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e, BahFBABEMEMN T 6. Mo, REESE LR, gal RAR
ZJEHE B RN BENL RS . BUERFNOXC EW H TR, etk R A B8 A ] i .

i KERRENEFRD

M = ER%;
A=RKFO0EBENMHELR C=KTFT0EB/NTMHOBE, AIIRE = hEYENTF,
while (true) {

PHBEHLEL = (A x WEBRTS + C) mod M;

AEIRE = (HBENEL ;

i A R BB ATLEK ;

112,63 HEETIEEE

il FHBL 10 S BRRSC (AN SHA-1) W] A4S HE RE A8 Ak il &5 AN mT S04 i) D B ALK ( RS thy
REHLEL ) B ONBEALE A s (5T 12-5),

-
(THEsseeE )

a1

y
RERIRAS
(it#E8)

5 16) #5 ok 3%

— Ltk e

FEM— A
METEBRNE
i

FH B O LA 2R £ SEIN B0 Ch R AT $ A Rl B8
% ' Y,

B 12-5 e E 5 eR BSE IO BEML 40 4 AR5
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XA ON AR A AR B TAE I AT .

(1) HAEENLRBO R TR s RS (BN o
(2) FE ) RO R R R E

(3) KHIUENE N P FEYLE o

(4) HHEERRED 1,

(5) WRIEFEMBEVBRERER (2) ~ (4) BER.

BTG # ARAT 1 XA 0 Ph BRI RO i BT A i i 2 i) DA BEATLEC , 75 BE 6% T
A hEEH LR ?

Wik F T F —ABEILE, TERNE AR A Y EE. WRRER, X Bk
HLEG)SEPR B T8 {0 s B (E . s, BAERETTRAE, W R
(o) S PR B e P, R AR IRAERY, e F TR TN T — kL. BmEZ, 7E
XA ABELEC R T, B e 5 R A B e M R ST R O BE AL A A RS S AT T M Y Bt

%317 BABBOIRUSANDIAMENBLE, Alce BT 10 12-6 AL DR
MEMB.

(mﬁﬁﬁﬁﬂ%&ﬁﬁﬁ%&&ﬂﬁﬂﬁo

- (3) BESIE A BRI e

(4) PRI H G BB 1 0 3 B0 I BBIRTS ,

(6 RERENHEISEREE 2~ @) HIR,

-mﬁﬁuAMe¥$%%ﬁﬁm%M%%Mﬁé&%#?ﬁ%WTﬁM%,Wﬁﬁﬁﬁﬁﬁ
VALY =



298 | gI12® B

¥

g
AERIRZS

—> RERE

g B LTIk e

FEA— RN EEEESIE
EAFMRERIRES

k Alice & iT 80 P BEAN #0428 )

B 12-6 &k Alice iiTHIHBEN B LR RHITE =

THESNWAEMR Y THF, counter M{EHE N T AIRS.
counter = IH#ESHWIG1E ;
while (true) {

THBENLE = AR mE S REK counter KIEIFIE ;

B H PR BEATLEL ;

counter HI{END 1;

"126.4 HEYE

FATT AT LAt FH 8 ok 2 55 RE 68 A JC R Db BEDL S A4 Eh BE DL B A 1 (11 12-7 ). BT AfeE
AES SEXIFRE, WAT LUEFH RSA A%,
DR AL A B TAE D7 KR
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¥
- B

THREE MG {E ok

y
AEBIRZS
(it#E8 )

ThREAL %S

sFEB—T
REAHL T 4038
B9{E R h1

ARSI BRI LS8
- »

B 12-7 FEESLI A0 e B RS

(1) WL ERRE (THEER Do

(2) HFmHME A

(3) W UERARENLEG R

(4) FHEEFE 1,

(5) AT EMABENERRESR (2) ~ (4) AT,

(RS it 5 ARAT 1 HE 1 Do REATLRSCAE R T A i3 25 O Dh AL, 2 75 BEAE TTI H
T PhBEHLEE ?

ok B EZ T T — OO, T AT THEGR B S RE. AR, T mi R e i Y Ol B
HLBFIA S T3, NIERGE T AR (E, W Ea0REN, XRARF MR, Fitdal#
LT T — BN BWTE 2, TEXMOUREYIE A SAR T, BRMLE R R
HLBAE R 2R AN AT T B LA
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e

key M{EAIRBANEAIEE N E S S T IAREN TP T
TTHEES I EAE S T AR,

key = ZHHEHH ;

counter = iTEEE¥IGE ;

while (true)

FA B8 Sk I A O BEATL 28 4 B 2R O A2 e AU ED

tHEEHLE = F key INZH counter;
ot Oh BEATL B ;
counter BI{END 1;

112.6.5 ANSIX9.17

KT LB RE LR AR A BT, 7€ ANSI X9.17 il ANSI X9.31 #9Bff g b T
THEA (LUFRIFR “ANSIX9.17 F7iE”), FHBATRMH— Fixfirsk v s BT s
Bk sy, s TR PGP .

ANSI X9.17 TAREHLEAE AR BIAS NI 12-8 Fras .

SO REAILECA: RS AR R AR

(1)
(2)
(€))
(4)
()
(6)
(7
(8)
©)

WAL ERIRZS

¥ 24 AT (] in 2 A= LR

Xt N ERIRE 5K XOR.

REATR (3) RS R TING .

KT8 (4) BOLE R Dh BEALE

STAEER (4) BE5 R S5HERK XOR,

KR (6) IERINE

YRR (7) SR R N ERIR A

HELR (2) ~ (8) HESRI P B i FEHLEL

EAEEFRRIRE S, FATAA AT T 1 ) A SR W — T P v ) A2 R

(@ ANSI X9.17 #2 X9.31 +4£/A T =& DES #o AES th A B A ik, EAX ZHRNHARET LK HE XL, @
A Wiz g0y T
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PhREHLE D 7
=
( )
R EBIRZS .
DA o &
EXTERE
(1) FEA L R EBIRAS (2) 4% 3% B8 ] A0
% 4 B ED
@) MREAS S
\J Lk XOR
— AT -
XOR
(9) EEHE2) ~ (8) ; Hik
E TR g et
B 1 PR
(5) B B RIE
Do B Eog &
8) W7 L BIER »| L
R ERRA Y (6 S Baw
R 55T
%%ﬁﬁl‘ﬂﬂﬂ%?ﬁ?ﬂéﬂﬁﬂg XOR*XOR
(7) 5B (6) 1
FHRnE
s ) 2F
k ANSI X9.17 {4 BEATLEL4E Rl 28 /

12-8 F ANSI X9.17 77 SKIRO0 BEAL K0 4 Al 28

TELTR (2) b, FRAT IR SR () AT IR A 1 T — RS . 5 AT e T AR o i i
KA, (ERM T O ARENE R, KA Tek S in g o 09 S Ak C RIERS ). E£Z)5

WA BR (3) FIZLTE (6) 1, FRATTHHf PR A XS LR 9 R AL B A
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AR (3) ~ (5) MR F A 1 DA AL R, i B i 0 DhBE I LBCR RS IR S S HERY ) XOR it
TN Z e g, W4, Sl 2 o e bR Oy BEDLEGI AT SRR o RS 5 #ERS Y
XOR Wg? ARE, HNEFEXANE, BuhH OGRS, Fik, W5 25 60 PhRErLE
5], Wk A TR OO BEAL R s 1 IR S

LI (6) ~ (8) WA BB IR A o B A9 AR ARAS 2K E— DU BEALE S e 1) XOR
TN Z G AR W84, Bodi & 2 e DO BEALECHED HBr i) A FRARZE WY ANBE, POMZE
FHB PRARES , BRI E—MABEIBOE AN B R, iR RIE HERS LR I S S A AT

LT LT, FRATAT LRI, fEX A OARERLECE g, TR B ORIE T CHEAR DS
Kyt DA LA AHEI AR . 5, OhBERILEA: A B N IR S Rl S A TR

£ fANSIXO.17 RIS EREOEERE

key 895 NEPREVIIEE N A EE S TAREVEHTF,
key = NIEZA ;
RERZS = WERIRAS R 618 ;
while (true) {
1L = A key NI L FIETE] ;
THEENLEL = F key MIEH) “"HIPRE O @H8";
i L DO BB ATLER ;
AEBIAZS = F key DO H) " (AREALE D #15";

"1266 HitE®

Br T _LRAARE AN, BAHRZ A A s AL . AL MR &,
& BB RENLECE BN XA BEALECR R T RS ] T S e M A H]
w, — VB ERNS, MR EARSATT I, AR2BANREH T8 A A e
. KEFHNT, IR ZEMUATEISEHER T TRefE, WREFHhIA.

AT, A — 4B RELECE R R I ERERRIEFE B X ( Mersenne twister ), {HEJF
AREF T % 2R G, MgtEmak—r, REWE RS RKNMILIES, Magwx G4
BB T T

Java P A —A~H T RBEPLEGN S, £ java.util. Random, SRMHXPRBAGEH T% 2
FOCHE . RE T, 7TLMER 75—~ %0 java.security.SecureRandom HY2,
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Ait, INRWEER RS ERA, FEPr bR B 3T EA 1k —f,
fl Java —#¥, Ruby 11153545 Random 2l SecureRandom R, 7E%2 440 C F i o V%
{# ] SecureRandom, Tfii/~J& Random.

" 127 SHEABEHLEE R B RO B o

EATATREMR A 5 MR A EERYdr, POIRA AU “AXHE— %", 7RI ARt
2 KT RmiE7”

TR HI L, OhBEYLECE WA SRR BANIPER, B RITRA S SichRavLE:
AR T LS BT . SR, T O BENLEUE s R T AR U R AR, B R
ABE IR R

11271 MWMFHTHE

DHBEHLE R F T P8RS A % A IR S5 B . n R 2 RLE T D BESLE R 7, IR 4 Mt hE
B IR AN D B 128 A AR 2 SRR BELE . PR, PhBEHLERR T AR AT LA it
HI3E

FLRE AT oG E NE, AR B B AT A BB AR T

F127.2 HBEMECHETHRS

MR, BAT—BAER THERNEA Y4 AR, TR SHeE— 2 BN
#s ¥ ( random pool ) 9 SC{Eh AR BBAHLLLAEFFHI ., YRR T SO BHL R Bl T, 7T 1K
AFEAL R B B BE A BEAIL LR I SR A

BEHLRCH Y P AN AT AR 2 s, 75 0 O BE AILECR Fh 1A ] RERR 700 ok

BEMLECE A B I A AR TR B CHE R . ORI BA (2 L LR T A, X —
A RGET IR, LSRR R,

O X BHEEAEE S AP R Bk,
@  #l4e Linux % % F 49 /dev/random SCAF 3k 2 — AN AR48 A8 4 1% & 3K 304 4R 64 9F Sk B Ak A AR LS e [
Wie, —ikkiE
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.I. 128 HE/NSG

AE PRI T AL ATDC IR

TEFRS AT, BEPURR R AE SO . th TR A REECE & B0, PRI T8 SR
AIBEHL B TR S Al B, RO ARE S . AAEBSFEARME, BEYLBOFATIAER,
(AEdmEE “HHEEOR P ATt ER” X—EE A6,

AFE, AT RELERE R/ i =28 . BEDLYE . A7) 0 ¢ AR o] M. R EOR
P O BRI i, 2 AR AT BB (4 SR B o DR BEDLEC 7, SRR LR
AN LTI A ) i DR BE R )

2L Rl AR AR 2 R U R 09 A O BE AL 753, (BRI A o] DL P EoR
2P W) 2 A A DR BEALEOE R B BELIE R s DB pL R, 7EZetkRanikeh, BATATLURZE
by Mo AR I 1 25 1) PR BEAIL KRS Tt 1 — PR Rt

WT%H&*M%%MﬁEﬁﬁ,%gﬁﬁiﬁﬁﬂﬁﬁﬂﬁﬂ%ﬁ*%%ﬁTTﬁwﬁ

PIARE NI, ATC2H ERAEMEAR SN FE T T—8, RO LURER FiRf 2
e (PGP ) I, A% — T%%ﬂﬁiﬁﬁﬁAﬁﬁ&o

FHAD, BEEHNBHEO, LRNEHE x.

(1) CHBENLIL AT T BER IR E R e
0 GHASETIES AT RN SRS,
(3) RS RENI S BT — R A E T THAM,

2”129 pMEMER

INEE 1 ER: BT (124475 )
20, RERRFEMNBIIZEETTENMN,
HFRFREFTTEAMUNERERE, BRINTUNBRFFI=ENEIILERA AT ERTEX—
RKER. REBRFIERNEIIRSHEIIE. ARSI ER S =F MR,
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INEE 2 B9 SR RH BN ERSERNSE R (12.6.3 )
ThBEANEL B A o] UM M4 45T sE R 4B 13 % i (A BE AL AL Sk UM T — D BB B 8914 R
7 Alice 1TV PABEN A E REE P, REXN E— Mot ARSI E85IE, TG T—
MMUBEE T, BitERREFR TN
AR OB RNEUA ST IR M OBV ERSN, BT BRI &
Hovpmt (12631 ), BIATBEBEHRERED EH DA MBI G ARE, BE
A 5 a3 R O A SRR AT R IP o

NS 3 BB SR BEVLEAERZNIH (12.8%)
O (1) HEV N FREENNHEERE
x (2) MR SET IEAD BT 2RI EEMSS,

ZESEN, BTRMESETURIED S ORHEIFON T — N E RGN, B
HTEEATESD, ~ | e

O (3) REMEALIE A PhBEH B E RS T — EE%TTﬁMEo
IEH, B, MRFEZRARSENME, BATRSTITNML,.
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Toig TR A9, (REAAE B O BFAE iR CE AL SRS A BEER . 5K A
C BB RA K L 5

— ik BIEFE - Z=ERE (PGP P FM ) ( PGP User’s Guide )

=" 131 FEFINAE

Az, AT LB PGP ( Pretty Good Privacy ) A@ibf, BE—THEAIHE 1 42
AT EHEEAATH G BT
A B YRR Fi R S 54T

® PGP f&j4r

o AU XY

® % 5

® LRI UEE T4 4

o “AHMTFEAIME" Lk “MEHRIERTER"
o {FEM

AP 2HAKRENER, EaRTHRREBEAREAR ERERNZACEENALH, &
BRFFEEME S EHEBARRIMTH SRR
sk, EATENEG, BATLEN A PGP I THIALH S EEREE M ik,

Lu"13.2 PGP (5]

11321 {t4R PGP

PGP J&T 1990 4E A2 A i AEFE - Z2BRE ( Philip Zimmermann ) > A%i'5 #9808, BLE
WKARTEHE R L4 2. PGP X 4~44 T Pretty Good Privary ( fREFHIFSFL ) 4TS .

A BA T RE “Haioe” MR YR? A A& %8 BR a0 RE S % 2545 2 1Y
T sRE oy, MR, WRAT—WAGWEIEEG T B TFBUAEIERE, R EAEREAE
Wb T FE—FRBLZ 1 PGP 8RR T AR 40 F X AR ek B0 T WA TR BSRATH FF A& B 25 1
BAt. PGP WIS AlER— =4, b NG BURTEL — TR /M. R4 T#E PGP 551y
85, nILLSE—3 Garfinkel T35 (1) PGP: Pretty Good Privacy —¥ .
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PGP AJLA7E Windows., Mac OS X, Linux RZF& Ligfr, WRASELE R PR 2.
AR A —4~H GNU # I OpenGPG ( RFC4880) M4 E i " /FE GnuPG ( GNU Privacy
Guard ) i) B . &F GnuPG ATPIAE T — 1T E4H 41 o

AERNE EE Y PGP Command Line User’s Guide 10.3 L& GnuPG 2.1.4 BN EH'E
(1. FEFEANDIARE A BT R 7L T, PGP Ml GnuPG A X1, 1 EHAS R ARAS Z [a] 23
FEARIR], AT A5 — Lk PGP .

"13.2.2 %F OpenPGP

OpenPGP & X} % L BT E 748 18 L FnfERLAS ( RFC1991, RFC2440, RFC4880,
RFC5581, RFC6637 ).

1996 4E ) RFC1991 1 Xf PGP i1 B A% Uik A7 T 5 L. 2007 4F ) RFC4880 H BT 1S 1 X
RSA Fll DSA Y 3HF. 2012 4F1#) RFC6637 gt 1 X [l ih %% ( ECC) M3, I HIESL
Fi % T Curve P-256. P-384 1 P-521 — i #ffi 5 il £k &%) # 8] 1t £k DSA ( Elliptic Curve Digital
Signature Algorithm, ECDSA ) FI#f [/ i £k Diffie-Hellman % 4 3¢ # ( Elliptic Curve Diffie-
Hellman, ECDH ).

RFC6637 titd 17 T Lo B i 2 B2 (- P PR A 0 B R . sk sikRmT A, Bl 43 ik
FH 256 F AR A ] 28 25 A e B, AH N MV %38 FH 256 FLRRI s B DA R B BHAC O 128
FEARR I R B D R 12

F 131 ERFERENTEEN

6B 5 ECC i 5| xHES
P-256 256 3072 256 128
P-384 384 7680 384 192
P-521 521 15360 512 256

%W 13.2.3 F GNU Privacy Guard

GNU Privacy Guard ( GnuPG . GPG ) f&—# T OpenPGP FRif T & B2k, i
e . BEES . HHEE . S/IMIME, ssh EFEZMINGE. GnuPG /24T GNU GPL PRSUAA Y
—A A B, AT L E HEHE. GnuPG AR B R —as i LH, [HEmsE s
A BB A R AR

GnuPG 474 stable ., modern Fll classic —~&%.

@ GNU Privacy Guard ‘B 7 M 3k https://www.gnupg.org
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® GnuPG stable FJRA S 4 2.0.x, 4% OpenPGP. S/MIME # ssh

® GnuPG modern A5 4 2.1.x, 7E stable [ 3EAE b 34 T %3 4% 7] i 28 25 69 1) S 5.
GnuPG modern 2 [WESHT I MUAS, 4R ILFER) GnuPG stable ffiAs

® GnuPG classic FMAS N 1.4.x, & HEIHARA

"13.24 PGP HIhgE
PGP L& BRI LT LT 2300E, FERATRIE—te, TR,

PGP SCRFHIXTPREE TS HEAT NS IR . XTRRE RS T LA A, thmT DA A H S 4H A ik
REBMESZ (Fo63:)MHH,

Al LLAd B B X PR TS Bk A1 55 AES. IDEA, CAST, = DES. Blowfish. Twofish,
Camellia %,

mr o TR

PGP A A PIEMHEIIN, UURAAHEDITINE MRS, Lhs LI
P X BSGHAT NG, TR AR & W RGO T IR .
A A 922 S S5 2 f0 4% RSA il ElGamal 55

ma o HFEER

PGP ZHRAUT& 2 04 A EGAE, el LU BFEZ Mz sctd, s MocFhas
Borss .

Al A R B2 2 F 40 4% RSA. DSA. ECDSA (HEIfi2k DSA ). EdDSA ( Zflitezs
2k DSA ) %,

i iﬂ’éﬁt?ﬂ@ﬁi

PGP 0] D H 5 ) 8051 e B0 38 0 B oR T R R E A

] DA FH 6 BA ) 55 R B 6135 SHA-1. SHA-224, SHA-256., SHA-384. SHA-512 #ll
RIPEMD-160 %%, MDS5 tHAKSR AT LAEFH, {HIHFAHEE

PGP n] LAY, OpenGPG H#LEMEAHIESR, LIRS X.509 MIEHARIES., Hob, dn]
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PIAT & A BIVE R IFER ( revocation certificate ), FfR] LA#i ] CRL #1 OSCP XHiF 1 #7856

mw o JE4E
PGP S5 e O R 46 Fff R4, FE48KH ZIP. ZLIB. BZIPZ &=,

PGP ] LK i i B A SCARBAE A B e e, BN, ORAR A P S T A 1 — i )
PR TR GRS, T LUK i B e AR B dE ( ASCII radix-64 #&2 ), X LLERF5E
REME A TALEE T,

radix-64 &z RTEMM ST & h 2% [ A base64 Rl iFEAE L, B0 T RN 1R Y
KE MBI IR . base64 A &—Fhn] LUEBHATAT] i HIEiEA H A~2,. a~2, 0~9, +. / 3 64
R E = (FATREBHER ) KRR,

me KXHRIIFSFHE

FE S K TE gl T MR &k R L T, PGP A LG — AN KSR A i, Rtk
AT RLRE 254~ SO B B — A 3o
mu FARLEBEE

PGP A] A4 34 fir A 1 % 55 A % LA B AR IR B A 80, FH 178 20 285 BH 9 STl SR RE
# ( key ring ),

«®13.3 HEREAN

BAE PGP R ITINE MBI FER, TEAAERA SHESAXN, B 13-1 B/ T H GnuPG
2.1.4 MAn 2474 L EAXT 1Y A2 .
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$ gpg2 --full-gen-key —HEREAN NG S

gpg (GnuPG) 2.1.4; Copyright (C) 2015 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 1 <« #EFEFPHKE ( RBERMNEFNBEZEHRSA, BFELE AN RSA)
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 2048 —RBERANLEEFER
Requested keysize is 2048 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
Key is valid for? (0) ly <« REZTHAFIHE(—F)
Key expires at Sat Jun 4 11:13:57 2016 JST
Is this correct? (y/N) ¥y —FRIAF REA

GnuPG needs to construct a user ID to identify your key.

Real name: Alice —EABZ
Email address: alice@example.com —Ey N bpFEHh
Comment : Alice Liddell —EgANEE

You selected this USER-ID:
"Alice (Alice Liddell) <alice@example.com>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? O —1%E ¥ OK

(XELRRE 13-2 PHOSTHASME )

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

gpg: /Users/alice/.gnupg/trustdb.gpg: trustdb created g "EEM" AREE
gpg: key AS57FF192 marked as ultimately trusted —BoARNERBHRREEAL "EXERE"
gpg: directory '/Users/alice/.gnupg/openpgp-revocs.d' created <« E|BEFEMEEITIHOMNE
public and secret key created and signed.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, 0g, On, Om, 0f, 1u

gpg: next trustdb check due at 2016-06-04

pub  rsa2048/A57FF192 2015-06-05 [expires: 2016-06-04] <+ AS57FF192 B4
Key fingerprint = DOOA 09E6 OEE8 3680 0E04 2BEE 81AD 4C36 A57F F192

uid [ultimate] Alice (Alice Liddell) <alice@example.com>

sub rsa2048/32D4291D 2015-06-05 [expires: 2016-06-04]

B 131 F GnuPG 2.1.4 £ EAXAIE (BEIBRBANAE )
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|
IPlease enter the passphrase to
|protect your new key

|Passphrase:D

I
| <OK> <Cancel>
|

13-2 OCHAEE

He 2N EH T AR SCARKE X ( ASCIT Armor ) S i3k, & 13-3 Fis.

|
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$ gpg2 --export --armor A57FF192 «—BRAS7FF192 AHNAZR

Version: GnuPG v2

mQENBFVxBfABCADBMYBIVEG8+/PHXIgFIJ4 7mddf EHenMpRSpYLWUGE /Jpl/UaPJd
j INKNEPYA1LD4VvwrgXM8wyxQBUa4dvgf FmgFxm8CED4VBCBHUZU/V+YQc/Bjyax
V2zrszYYvasZRYchOssUkaQvlITMabi7N1wXITsEUpZsnuLylmZd+hAwd0ﬁEb
rWd+xpeeHas 7mHUcCDC9HMs 7X1rCbhb2kt AFNvEToEScsbU/DcI3uh5411zbGnpzHx2
6+1sTBkONsU2bSrCG3r4oR1ShzJjftvhsl2RzI7UWgSpb7poiD9bl26PymBjhtYs
PlyckPHfysZ3b7S05CpyvPoflX2QCwjMOWzVABEBAAGOKUFsaWN1IChBbG1 jZSBM

aWRkZWxsKSABYWxpY2VAZXhhbXBsZS57b20+iQEIBBMBECAANBQIVcQXwAhsDBQkRB
4TOABQsJCAcCBhUICQOLAgGQWAgGMBAh4BAheARACJEIGtTDalf/GSkSsH/0rahwal
1H1Kt8rdxCrFoZDLQ87tSi+oacL/9UP2ZA/dRRG68tPo6C8pTRBCAIFJKv2s9hxI
YGUEVbIjsiyklzgiFCihHZu+gNBA3iWNWU63H26 TpMLOFlik/wYjBXCs3ky46shH
CZh6L2mhcfJP3waeHzpxV6BxgI9FTSLVFYgDF1y+sSgD1g4TbrCEfDQ+7EU4 zdOMoP
1NJaGougqLTgc4p6g9zdOuéfjrolOPyCUS1FVWYgoyRk/mULBJ/Yaf/0s//ZtnX2
IN3UUCijzQvUztbNHWxee21h/u7R+9tGgmTo66qULLKHNzZVkIgGhMIY7plrFtHzNS
34c+SNcStLMsfS+5AQ0EVXEF8AETIAO2hzbi1S0IxwLIQagshuGzPWBIgQXGuHIAYT
4E32xMWT80eWDyUPOfXQU1lYZZbndWbdmaYdrHHt fFG5i4vrxClrvSt13taICImDV
HOS5DnHBQBQYMEwWBBJvEenZuBraWgXeG8c/AwQalwY8ahfTizMJIsLYRyQToJTelEN
iv3TrMALHe34wQtn3hg0aC/SWHLVP61PPQU2MI¥rG+FG94E21DxgksQ0X5fCeVFTC
mJQTt iGBQoWzKPr /GRZXBODErBgBnnKWbJkKOnun+RrNrh+sH9ej2VQh2b4 YRLOW
Py5AYvCo8rsrpls3LgkTz3Z1TNBDOQrdgNFODSULTshYfdYjHB8sAEQEAAYKBIQQY
AQgADWUCVXEF8ATIbDAUJAeEZgAAKCRCBrUw2pX/xkivyB/91wDnHtvU81v/Q3YY1
PJMKkFDO5TubmJ0gqJdVSskLIjAIocnbgiBoxuO2bJzt 76 xuL.JEak3tGT7sskto/zN
bYrbsfETUUKMBH3 fr+uHtTod9ebjE21i7cF3bNtOTA0I9D7RyeaMSmjeeXFyJhEFD
6cIYh/7mrE2nQtn2+CtWmluzS+1GliuSuyhNs3ysvS/zyxjuf9gxMrrZTYMyOBBD
2RCSMbvSiS5gGUUVS8iiT8hPG3j0tXDgVxC/CT82nr4sdPaFCJ018)t8g3RBAHRE
NveEajGewzr0sY+GtDfKfUruszLTcLinyPvsnZF6LvRa76bFs2qLPgA0eGbXGHBtL

5mjM
=0xrVX

E13-3 2T
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BT RBAIAZ IR PGP i s, MENZ— F PGP N, T PGP Y
BRI E:, W 2% PGP BYAH I Ry,

=" 134 MESBE

1341 m=T

PGP M A2 AN 13-4 . fEX kBT, HESIRGFMAREHITIME, Rkt
AR SR ( SO ),

XEPHAERNSE 6 ENRSEMRENEMEAR FE—FEN, ERETXEAMEE THE
Y 4 DL S — il — SO (54l ASCII radix-64 #4558 ) X NETR

we ERAMESIEZA

(1) FPAREHLRCE Rl A 2 T
(2) HAPIEWEINE2EEY], XEEHNERRECEN Y.

we ERFMMEER
(3) FE4RHE-
(4) (EHXTARERS N AR BTN, X BT PRI (1) AR 2588 .
(5) FmFERSEEH (P& Q) SMENHE (PR @) JFaExR.
(6) KTk (5) BIGE RELHN CARSE, Fei/m B4 Rl 4 SO -

IEMTF AR, BAAERMESIEEH, AXHREHMEESHEREGED RN
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(1) BIvBEA B4 Pl 2R ThBEALEL
ERSEER EREE

(3) E4EAR

Wﬂﬁﬁﬁﬁﬂﬁﬁﬁﬂé

o 24
2iE w4 S BTN
(2) AASBENE
LR Y
By ERR
U /AR DT .
Zshme
&ER
I I
gis (5) BB 2IE TS
($®(2)) 5N
MIEE (SEA))
l HERE
(6) 5 HIB(5) LR |

XA, FRE |
B R R IR |

(::ﬁﬂﬂi$%&

N

CHE

E 13-4 F PGP Mm%
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" 1342 fAE
PGP K% i TR AN 13-5 Bk . X oK B RIR T 8232 F e B — 5 v A pl i 4R S8 =
J&, BEIELAT G AR,

BEE ]I

(ATmE)

(4)
£ C}‘Ci—»:ﬁ%’l'ﬁ#ﬁ)
NP (5)
g‘ﬁfffm ( i )

BN
SEEH

'

5T ESEF
MEZENER

SEER

H 13-5 F PGP @&®
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e FRETLASH

PGP (AR P RS R . O TR LSRR, AR UM B R SR AT
B, FFERAAREH T T 04 0% (PBE) (11.6 71 ). A4 W HiAH B mEiE, &
A IEH R 1 4 st T0 kAR A RAEH . R ek 2 AR B AR FAEH , SR A S 57 BURE FLBH
AOEHRLER , SRS PR 2 FAEH A 261

filt AV IRAN T .

(1) BWERAMERO4,
(2) ROLSEEME, 4R HTRERAHANESH,
(3) BRI RV I TR

e BRESIEES

(4) KRR SRR ( SO ) FeAf il — 2t il %odfs -
(5) M —HERPBAE BRI N 2R . S AR T B
(6) HIAPIHMME TR, XRHEMPE 3) A RREICE A,

(7) XABR (5) s 2 02t 4 AN I SR PR IS T . X B R (6)
A R 2

(8) XFAEER (7) SR ML R4 I TH S 2E T T 4

(9) RERLGATHE

Kl 13-6 J&7s TTEME g nd b, I EAAE S 2 T e,
EHEFEANE T PGP ROMEMF R, REAAER, BREHAERE TRGEERZEN
25k, NLZIE AT LI R

memveamE .
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: E13-6 NESHEF
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7135 ERARIENTES

THEENMRBEREABRMEIEATELANLR, FERALAER, KRS HEER. A4
B, BHEI—TH I ZENNETRESAE B,

11351 EHHFES

E 13-7 B~ T PGP 1A BBFE 2R, ZAXKEY, HESHMNNMMELZ#TH S,
F B A AR SCBE ( SCARKE ). IR —T, M TFEEERKM SCEIEER AR EE, 7
PGP HJEn] LAERER .

mu FREFLH

FEFIRC R P, RAIREE OSHETNE R, B RE 02 8 AT 2 6 F A8 N Y
.

() REEWMAZXHKOS,
(2) KROLSHEIIE, &RAHTRELHANENA.
(3) ReRLE P I A HHATRE

me ERHFER

(4) FHEmEF RO E NI E.

(5) IR (4) PRBIMEBIIEHTESL . X—HHYTHEHER Q) PEBIMFAHHET
e,

(6) HHI 5) PAERMEFEL S HBEHITHA

(7) IR (6) LS RIATHSS.

(8) WP UR (7) BILE SREG R SCA B

(9) IR (8) ML R AL SCHHE
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gk
|
D$ R L4
M| mres) we

(2)

ZEEBH
MIE

@) | #Hwxx¥E

B 13-7 F PGP £B¥FER
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Y1352 WiFMFEL

i—é-‘

=

i
Tl

] 13-8 7 T H PGP KR 748 24 n0ad 2,  RIRRCE TR 3R 3 b — 35 Hh Az B R 4 SO8 e
R 2IE A SRR R 7 24 1 7

W8 & iExE R ENHIE

(1) R SCEdE (SCARKBE ) Fetfeh b e .

(2) X G FEGE )RR HEA T AfR 4

(3) i IE4a 5 BB i i 4 BB MEFITH B R .

(4) HEedZL4NEEE (2 MERNESHE ) AR ENAHHRTRE, MENREER
=S IR

= XfLE#FIE

(5) Re2BER (3) i i B9 TH B 5 A O R BT R R A

(6) FiPER (4) PR BIMEGME S IR (5) PESIR RS MEHEITH .

(7) WREIE (6) WA RMEN B FEAKIUERL, AHFMEIERK, XHEHTFELH
BAUESE R

(8) #& 3) h il HEMRAZEE K ERHE

 13-9 &7 T e M BHER 7382 aad R b, RMEME RS2 T BRI .
E LR PGP A M IER 72 B3
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P& e

(1) Gtzk—':ﬁﬂ%@

2) RESE

s ()
' '

SEEM .
& HE
(5)
BikEL 10
pros #5
% E R R R B
HFIE HH B R

l l
o(C )

(7) WIFER (8) HR

13-8 F PGP RiE#HFE A
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woH AL TR

Rix#E

SmnEN
ASIE
(BFESR)

ZEhE Cop :
#3iE - HR
(HFES) . ’

ERERNE

____________________ L x*m } . i 2

O pummesE

EME _ '
HOE o AR
(Mespdd )

ZINBH
HEIE
vV (BZEZ)

Bl

w5l ' ; KR

B 13-9 HFERMEMRSHEIE
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0" 13.6 HHBFERFNEURBEHRIRFESR

i, WANPEE — LRSS E L TAH G . AR ER 2R A R E R,
(B R Z A N A Gk T

"13.6.1 E£REFEEIME

1 PGP 4 B2 2 3R i #R an [ 13-10 s, B JER TAEEAE RBTEE L LKL
K BT AR AR X A AR, B S R PR E— BT AL T 0 SCEERE ( SCAREE ).
X T 5 B R SCBR e SR , 7 PGP 2 AT DAY .

ne EREFEAR
A T A WL RN 13.5.1 7R A 4R B2 SRS AR R 9

I SR 13.4.0 RN FAREREMFR. A, X BRSSO AAUURHBA
B, TR R4 FNH B A 2 5 RO

11362 BEHRIIHFES

H PGP i % I IR B4 4 i B AN 13-11 Bz, BEFhJR/R T X B2 i3 i i SC8aie kA 7
AR RSE, XIS B TH ERIER T A X R HRAFA NS REEHEAS L
BB A RIS R

me R

R AR AN 13.4.2 WA AP IREARREIR . Aid, X RFE R HAUURE R
ALy, MHEHRBT 24 FH B9 25 e

we WNEHFEEXZ

BERCT R AR R 13.5.2 AT P A AR RAHRI
B 13-12 J&oR THE B2 " M S RIERFEL " X—EH g ET,
AR, IR HHEE 2 T ERRE.
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ik
(BB HR
....................................... %
g ( ﬁ;g& )

4

#E

A 4
RiEEH o2
148 '"‘{:;%£:>

)
ZNELHN
BSIE

v %

7\
Sk
op

\_/

y
4 Z TN

K3 hEN
SEEH

B 13-10 A PGP &£M#FEZHmME
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e BXHE
o%
(RT®#)
] 4 !
@@'— - Gea—=mnm)
A4 ‘}
% [ GENEN
NG T e (: SR ;)
| “ y ¥
FARE R ZEI e
ins Ews
\ 4
! EiFEY
Bk, A T
29 ' SRR
v
oo |- @D
A
( mEs )
v
C_»»
y Y
BER M -
) HE
4 Y
EE 2 X
G (P
y
" A 4
RIBES
BRI \
s it
v v
C %L )
\ 4
WAFL R
B 1311 [ PGP MEHRIENTES




RixE

BOIE

LN
(¥FEE)

2EHY

Ezsomika:y
S2IEEH
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EOES | L

HEUE
(BFEE)

BHERS BFEEHE

BRI INEN
CHFEELERT

2 NEN
2EEH

‘BFEEER"

EUE

ZiTnEs
SERY

5 “?&#%ﬁ#‘ﬁg“

ZnEs
BTN

SETH

fidmwty
Il

CHRGANED
_ BEEROEE"

B RGEHE N
CMPESEL

Sidh@e
HFHE
(HFEE)

T

(BFER)

o clli-ge

'aliﬁgg

13-12 £ EFEXEHNE, BEHRIIHFER
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=" 137 (5N

AT, AT 4 PGP BTk B — BN A H G E T e —— (R M.

T13.71 NASEM

fEfH] PGP I, BN H O3RN AHEREMNE TIEMIAN (AAGEYE) BFEFEE
1, PR AT RES L P a) ALt g e (B0 5.7.4 75 ),

%510 TP ARREH RN A BN TR Z —, TEA R AESU X280 BT i in
TS, B IR BTFEA AT LA AP A .

SRTTT , PGP R (3 FTASENUR , TR T — R AEAEEER ( web of trust) B3k " 7E
XY, PGP P 2B AMAARITRFESR.

{RIERBE SR “AMREVGIENL, TRE ST AZEBFEEXR". 52, HEEY
H O R E ZAR TP A9,

FHEEJLT, RAOT#EDS R 3 R, KA 94— T PGP M{EER e &R i .

o It 1: it A CMEFEAHATHIA
o Wi 2: it A C e 2fFEEM ARBTFELHETHIA
e 5 3. it A O A RFERZA ARET 2 HEATHHIA

YR, XEANAHRE M, XTRANEES I PGP 1A P Fit.

11372 HE1. Bl ACHETELHITRIA

Alice 1 Bob #92x, 7E5HIBEE, Bob 43T Alice —ikfEfiE &, Jfin “XRIRMAH.

Alice M E|ZK B, MWFE R EUE Bob FIAEH, FFFFHCEI A C Frfli A PGP A $A &
(FAREH). HT Alice HERIRIF AR AHHLEET Bob &AAN, Hit Alice XX~
FTHOWBFESES,

Xt Bob BN E BT 4, #AYST Alice BB “IXAA41E T Bob AR A ( EIX A4
RV,

Wifs, Alice 3 T3k H Bob BIHEA, T XEHRHA Bob T4, Hit Alice 8
GPG KK Bob HEUTF 24 . PGP AT T X L4 .

O feER ik ABEERAITFRE.
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(1) A T %0UFE Bob EIF2% 4, PGP T M Alice B8 & 548 Bob FIANEH .

(2) Alice FIAHHE AT Bob A, FARIILKASZIE Alice AT Bob B/AH.

(3) PGP A ¥ Bob HIANEHAA Alice MIEIFR4, B2&FMRTILKL S22 5 Alice %f Bob )
NN ETRFE 4.

(4) R THHIE Alice FEITF% 4, PGP T2 M Alice BIAEHEH H T4k Alice H LI,

(5) %K. Alice FIAEIH P HAE Alice HT A Y,

(6) PGP {#i ] Alice B2 HAXT Bob HIAH Y Alice BB B A HATIUE, AR ISIE R,
AT LARIAGX A9 B2 Bob HYA%H .

(7) PGP f#i &1 Bob M SAXTHEM: b B+ (1) Bob ¥4 #E1THALE

it AR, #SERL X Bob FUENTFE 2 BIBEHIE, Alice MtAX B MBI AT JL A A4t 2Y
£x11) Bob it &40, MhZTR] LI T o

' Ahce:ﬁ‘—"ﬂﬂﬂﬁﬂq Elma ﬁ)\‘té#;’zﬁﬂér;&%o 5%, ﬁfal&’ﬂl?’ iﬂéa Elma sqms
#, BEEH XERNAR", HEET—ILH,
Alice 8B XS BF 44 TTAE23 T A THE Mallory 9E%, FEMITHS Elma TEIE
BUEREIAE 2B ASRERE Ema KA.
TR, HTFRENAHXHEAKR, FTE—PPH— A FH BT BIERD LA, XT
ELNR?

Y1373 #HE2: BEACELEENANETELEITRIA

Alice H—M Trent B B W A& . £ Alice WAHR T, MEAFTHA Alice WHFEAMN
Trent B .

Alice dEH{F1E Trent, #hAE: “Trent MR T HFHIS AR T2, T AT AHIEIN A & BECT
BEATREMENL, ASThEZNL B —EREEN.”

i PGP AT LAR I Alice X Trent BUfFAEFREE, i, Alice A]LAXT Trent HYA B E
“KIEL(EIE Trent EFER” X—RE, N EHCHBFES.

fE PGP ', HIP ALV EXN BN AT AENREEREME (owner trust) 4l (S0

@ Mmaaﬁ&ﬁﬁiﬁ#ﬁﬁﬁﬁmiTaaﬁﬁ%éz(a B4 ), b, ATHAZHEEFAL
“#,37454%" ( Ultimately trusted ) ( A& L& 13-2)
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7% 13-2 ). Alice ¥ Xt Trent BT A H[HIEHBIRE N “T2{EE" ( Fully trusted ),

FATBIZ XK Alice Y3 T —X2k B Carrol BHRMF, XEMEMFHHH Carrol I, mMH
XA EHA Trent BT 4. 2 Alice ¥ Carrol A S A HE A EET, Alice Y
PGP £\ Carrol BN EEAY, AR Carrol I EHFA Alice “SEL(EE” 1Y Trent Y%K
TR

TEX s, Trent X Alice K2 fEH “HMHAN". Trent X Carrol AN EEF
B4, HHYT Tent 57 —H “N4E".

*® 132 EFTAEEELS

Ultimately trusted | EX{E1E ( REERBNEA )
Fully trusted B

Marginally trusted s BR{SHE

Never trust this key Mt

Not enough ihfc_mnation | RAES

No owner trust assigned | ki@ B

Y1374 172 3: BXACHREEHSM ANEFTELHTRIA

&G, BAPRAE il 24 & GEENSFRFAA A S EER k.

i Alice AFNFB A, Mbfi153 510 Dave #l Fred. 7E Alice FIASIH T, AEHH Alice
HIEF 22 0 R A4

Alice —EFEE L {F1E Dave fl Fred, WiA: “Dave 1 Fred T x40 A C B TFE4
FRCRBIE S, S8R, T8 Trent ARFEAI{E, iR ER Dave 1 Fred B AEBE L &M
rHE, R—EREEMN.

EXEFER SRS, Alice Al LU¥E X Dave 1 Fred M A HEEIEHRHEE N “BRIEE"
( Marginally trusted ).

HK, Alice YtF Tk H George A4, HoH 4 Dave HIBF% 4 Fl Fred WEIFE 4.,
R AH Dave — P ABZEZRATER, RA Fred —MARZAZ MR, BHHENEREGE
AR EZINTE—E, Alice i GPG BN AX N AHIHHE T George A A,

HK, Alice XYF| T3k A Harrold A, XK Ll RAA Fred — AR TFESL ., X
f, Alice [y PGP B2\ AX A4 —EJ& T Harrold A< A,

EEFATRE LM AT L AW AH SR, APl BfTREHAHE
BT EZ PN RTFRES
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T1375 APAEMESFEEBERTRN

HWARER, “AMHAREAE" 5 "AEESIE" 2P ARNRE, FAIREAHE
W, HETA HERATLIRATER,

filtn, Alice tAH M Bob ARRTFHI AR GIER, BAXAAHHE Bob ME L4 Alice H,
{HJ2& Alice AE{E Bob 780744 L FIWTRE Sy, BIfE Bob X HAMM AT TRFES,
Alice 24 %E Bob S ELIIEFT TAABIIN. Bk, Alice ¥t Bob HITA H{GEHGEE R
“AMEFE” ( Never trust this key ).

XRE A SER R, Alice [ B 7T —/ 1Y Inge A9 AR, BEMEX A A Bob %4,
Alice i) PGP A SIAAX M AHE AN

"137.6 FiEEEEEINEEATRY

it EE A, RAINGZC 20 LAESZ L Alice FIZA5H & vh BT et X 2E 08 Z (8] AT LUTE

® Alice Xf A AN EFEL (A HEFEERINA “4IHEE")
® Alice X} Bob IS FEFES (FFAEFEERIN “AMEE")

® Alice XI Trent IS I ECFE% (A EBESINN “wE2FE")
® Alice %f Dave A ERCFEL (I EFEIONN “AREE")
® Alice XJ Fred IS BT84 (A HEERSA “HREE")
® Trent Xt Carrol F)A8 N 3T % 4

® Dave X George MIAHIN %4

® Fred X} George MIAHIN FEF5 4

® Fred X Harrold A8 8744

® Bob Xf Inge (AN LB FE 4

ZE ) Alice Frfi A PGP 1AM Alice, Bob. Trent, Dave, Fred. Carrol fll George B2
RGN, MAZIAN Harrold #l Inge A RS E:H.

BATAT LK Bk e R B il —ak A, I 13-13 BiR. XERGEER, i “fF{EmMLg%”
g EEEERE .

fERX B ERRKEEWR, XM A & TR g fEE" 2 AR,
Alice 58 25T Trent, {HHIAA WTREFUEARMEAE Trent, WA A5EEA(F{E Trent. PGP BYHF
WL BITIEEXEHITAMEENGEE, PGP SRR G TR 2 i B 5k HI W i B A 2
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HERETAAN,
PGP LIyt H R A% E A A ERIH A PRSI, R EH AL OABA
AERAENLE, WHRHT “HiH P B ERBRERIERE” XrEmitit.

Alice WEI T 8 Jorry #4048, A LA 10 MEENBFEE, Alice REHITX N
ApREEOT i I

_______________________________

( T\Bf;t%ﬁ ) > Inge
Trent
( %%%E ) ————P» Carrol
Alice
(x5 )
Dave
( BIRfEE)
George
Fred
( BR{EE)
Harrold
AliceEEE R NEFEEH
o] HET A SENES
""""""""""""" R0 A B
A s B
AXBRI/ASFHTES

13-13 Alice §§ “{S£/”
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13.8 $E’]\f§

A, KATLL PGP A B T X ZFEMREARNA S, I TmE., M5, £
IERCF 2 SR . KT A M WM Bk M B A B R 2 A R R A TiE A T 0R?

RERZA LMRAZF], BDEEEAARSRBES, Sdd a2k s 2 a8 5
s 7.

h THAANS G N, PGP RATHEMRX — k. X EAKEEE IR,
el i B P A TH A 2 R R — MR R 4K

EF—&d, FA N2 Web FT 2 F#) SSL/TLS,

- TS, WEEROZHE
(1) PGP 2 S X BiiR it T
]Jmmwmmﬁﬁﬁmwm w
(3) 1578 PGP STk AL & 2 60/A 431
(4) % PGP BT
! '<5 A PGP WIES P 425
O ER PGP iﬁtﬁ?%%ﬁm

" 13.9 DMURHEBE

INUSE 1 B SR E4EF N E B IR (13.4.2%)

EREAENEZRE, HFINTREER, BXA LT AETERT . ANBERIHTE
/OBCE AR T REBL RS, MEXNFEZLHERN,

INUSE 2 ER: BIARHSEENFR (13.7.27)
THEHAHNAARSG, RERAANATH AL OEII R, FHBETBIEEEIFXTLL
RSB MMIIERTIUNT . SEIIEHTHEE, L ERES TR AFHABTAFZHTILE, X

2 B A mES ) ek 40T AR SR BRIA T M.
AT HIAZEM, PGP JUE R— BB AL ( key fingerprint) 8FHFFI, XH
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SHRZANETIE,

N 3NER: KENHFER
T8

NBEHFELARNERTAHAMAASEMNN, YIBINBFEEN "MEEEES
R KA HEAZEBNAARETE %,

(13.7.6 77 )

NS 4 FER: PGP MERENIR

O (1) PGP X EIBHITESE, AEBHTINEN.

x (2) PGP 89 FP{# A http://www.pgp.com/ 1% 37 BITAEH1H4 .
PGP th & FIAEA4,

O (3) EFA PGP T U4 B E AR RN .

x (4) f£ /8 PGP #4TM#EY, FEAXNMERIE, MEEALABBER,
BT PGP MRS EL AL, EibAAS EN A REDIAHARG,

x (6) 7EFH PGP Wi F ¥ &0, TEBWAODS,
BAABRENRXEFNAAEGTRIE, FUTREDS,

O (6) &£ /8 PGP &AM FELZHNEN, BFEMAREZENDS,

BERBFES, BEREZNAA. BTRAXZENHFMHN, BERERMAODS
NIAHITRE

(13.8%)



214=

SSL/TLS— 3 7Ex4miEs



336 | #®14% SSUTLS

=" 141 FEFINAR

A5 A P24 ) SSL/TLS MAH IS,

SSL/TLS J& 5 L ) iz A% (5 ik e, S7EM LR im A5 H RS0,
FATH) Web il W gw sl 2> i ] SSL/TLS #ATHISE(E . 1 SSL/TLS ] LUl {54 £ TIAIE,
i AT AR DR S N A PL A

AREH e A4 —2 SSL/TLS Bz s, SR HEA2 A SSL/TLS B 54 3t
ik,

SSL/TLS WZrfic il T ABH pree S M Fr @S . HEERS . AHEN . BFELEH .
BEALAS AL LA S A AR, RG] LATE B A B P 255 1 ] el ko a0 i AT 2T o P24 Rt
SSL ( Secure Socket Layer ) 5 TLS ( Transport Layer Security ) £ A [E#, TLS #124F /& SSL H/a
SERRA, Ait, REFFNABHHNE, KEZE SSL I TLS MEIHAH, FIBEAN ZE S0
WIFERITLASE, #RGE—E1E SSL/TLS,

SSL/TLS & —F7E Web k%25 i AT ML, 7EBLAL Web B vp BLAT i H & H 4 3
o Bk, TPA #SHE ARG H CRYPTREC 765 SSL/TLS 9% 4t Anml It ( BB ) 19
At 1, %A T —4y SSL/TLS AR5 2580 E )7 —— ( SSL/TLS St g 5r )"

,a"14.2 H4R SSL/TLS

ﬁ2%~ﬁ,ﬁﬁﬁ%ﬁﬂAmam&m%ﬁE%%—ﬁﬁmms%Em%%a

"14.2.1 Alice 7 Bob HEZH

Bob 43l J& Alice £ HCIH—K ML, F A7E Bob 155 Wb nl LA R B H AR E 5, £
A LIGE R R R SE B, SR TR ae g 5, EAR .

A—K, Alice T —AXLTFTMEEELEMH, B UL “HEBR A5 0B #R 2T gk
GIrHY”, Alice JEFAEH L, HOEWLH BN EMANERFSSARSHAITR?

Alice HZ| Bob M, NS HE—1TF: “TELL https:// FF3k A9 5T g A 5945 BoR it
SSL/TLS &% AR 42",

HHs, HAMG RS HMITH) URL LA https:/ JFLAY, TiARE A http:/, HAh, 7EN
WX TLET, Alice FY Web MY 2% Fif 2 BR— /MK ERR, B L EHREZLH,

@  SSL/TLS ##b#ie.& 45 : hitps:/www.ipa.go jp/security/vuln/ssl_crypt confightml ( #b4t B STf#, ——if#72),
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{H Alice 048, B S E “ilil SSL/TLS &i%” RABAHLOLW, BRATKRK Web I YEZFH
Bob 5 )it (14 o 3t =22 [A]4F A& A T R S0 7

A% FEWE EA 43 1 B AR ——SSL/TLS #E AT LA Alice BYSE[R], 44T SSL/TLS 1% A,
Web J|i#8 w2 Bom—A Mk 19 bR

1422 ERPBERSE
B, AT Alice Fl Bob 455 Vi {7 PR B AR E A (& 14-1 ),

http://......
Alice Bob$ /&
HTTPE P& HTTPHRZ 8 =]
E 4 (Webisiss) (WebfE %58 ) =
HTTP HTTP L
!:D
"BREM XM
u (5% ) )
e
XN
\_ (U@L ) )

14-1  Alice A Web X ¥12& ( & P ) 71 Bob H/ERIM G ( AR5 ) #1T HTTP &{S

Alice il Bob )5 Z [AAYE 5, PR & Alice (i R Web YT 2571 Bob F5J5 ) Web fIi
%t Z B S . Web J AR Alice YR ML EIBfTH—DER, 1T Web iR 55 %% 2 7E Bob
BIEFITENL EZETT— T, Ef1#2E0E —Fh{E HTTP ( HyperText Transfer Protocol, ##
AL ) BIHY ( protocol ) Kt TiE F . Hr, Web WY &FFr R HTTP &EFim, Web Ik
% #eFR ol HTTP BR 5588

4 Alice &ML I AYEERE S EHI A URL B, Web P % #8558 258 i 4% 5] Web IR 55 #% & 1%
—A> CFREPE XA ML #IEK (request ).

Web i 55 25 WPEF i =K 09 ) 01 N 28 & 15 45 Web WINE2%, DAMEXT IS RAEH mAZ ( response ). ik
%2R AN P 0 2 ) BT R AT B AL B R SR AR B A FEE . HTTP W] LLUACKZ1E HTTP & P w5
HTTP I 55 % 22 (8] 54 535 SR R0 B A RS

Alice [i] Bob 55 & (5 R S 2] HTTP 52 (1 14-2), Alice IAGHFSZ
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Ja i P HRATEH, XNE S i (Web B SE 4y ) s 25 (5 H K545 8 HTTP 35K &k 45 IR 55 %
a5 gl 2ok “HE T AR ST D HTTP A I 9 45 25 7 i o

A, R ERERRTERIE, [FHF ORI, T — 1 RA PR RS i f X
S AT 5

http://......
Alice Bob# |5
HTTPZE F i o HTTPHR 5528 ) |
E A (Webiikge ) 4 (WebBR%% )
HTTP HTTP | | e
':|,>
“BNEHAFS212345678 "
\ (%) )
b
“Ue B, SAERITE"

B 14-2 A{EA SSUTLS £ {EH-FSER

"14.2.3 f SSL/TLS &% HTTP

2 Web WSS KX EHFSH, FEHARSHEIESIENF P ImERERARES. RE
(FNERE G Eve ATGilL, Eve si&B2IGEHES

T2, FRATATLLA SSL ( Secure Socket Layer ) @# TLS ( Transport Layer Security ) {F A%}
BEHITIENENY, REENZ ERBEHTTP (& 14-3), @B R GETE&m, AT
A] LAXE HTTP (438 {5 (IR Ama g ) $E47 s, M B 1k %5 7. @i SSL/TLS #4738 {5 i,
URL DA http:// FF3k, WL hitps:// F3k .o

LI st SSL/TLS I A4,
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https://......
Alice Bob# &
HTTPE Pl HTTPERS5 88
E 4 (Webil %3 ) 4 (WebMR%3) =
HTTP HTTP |
®#) ssums (ne ®z) ssuTls ()

:D
[ K1do+a—{eal[*-g*en<<+;"N |

\_ (I mFENIFKR ) .

—E

[ YwoP+)z>T-2~]+tE<nj+>)NiM+-uy |
X ( 33 hows 6 06 RY )

B 14-3 [ SSU/TLS #&& HTTP, XtigsRkFnnesz#tiTng

Y1424 SSU/TLS WTIE

TERET## 7 SSL/TLS ZJa, FA k¥ — T SSL/TLS #|JiEfa seMbse T4E, i1 Z L
) ot A M P Web 100 %8 257 1R) R 48 | 11 Web IR 45 2%, I & 4niils . AAREF L7
K, Alice Al Web M3 Bob BIEREGFEHES, X, BRITAILNLIE
TR A [ L,

(1) Alice FI{5 =5 Ftuht 76 &% %) Bob )5 Hyt B ARES ST T .
(2) Alice HI{5 K S Mt 7E & %% Bob )5 AL 72 h A BB
(3) HRINIEE XTI HY Web IR 55 852 E1EAY Bob 45,

TEXH, (1) ROUEERIRE, () ResbmmlE, i) 2R E ",

AT X e, LERATERS RN TR PRI,

LWEILE N, TLEHANRER, fTREBNFEAAS T E i, R i1E
FHOABEAN B B 28 ok A B . A SR X PR A I B B R AR R X 52, ] LA A ARGl
# Diffie-Hellman %435,

FRHIE N, SRR TIAE, AT LM B IAERD ., 14 S AR 2 fd H B [a) B T R Ok

@ (2) Fe 3) L TAEEANIEG R, P (2) RHIEIAIE, (3) A& FRIAIE,
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SEIRAY

EXHEEA R EFTAIE, o] DU 2 S e & 4 AT A i E s .

i, TEEZ&SF T, TmAEZEH—1 “HEZR" (framework ) ¥ ix 26 T H A A sk st ol LA
T o SSL/TLS PpSCHSCHin 6 1 X FF—FEZRM Mo,

"14.25 SSL/TLS Wl R E b HY

WA F A 192 3 ] SSL/TLS 7K#k HTTP {5, X Z&FH K HTTP & —F R P, Hs
SSL/TLS LAY A LAZKE HTTP, ] LUREHAMBE ML Flin, AXmp:adfEH ) SMTP
( Simple Mail Transfer Protocol, & SHREA% 5 il ) Fndc il {# F #9 POP3 ( Post Office
Protocol, WM ) #BAT LA SSL/TLS #A7TR#E. TEXFERIIEA T, SSL/TLS #inT LAXTi % i)
MR T OR3P

FH SSL/TLS 7&#% HTTP. SMTP #1 POP3 [W&5# 4N & 14-4 Fims ., —MBB i MR A4 nT
DA ST A 326 A T R A 3 T Fp i, HESc R R 49008 T SMTP & S 3 F1 POP3 % 17 3 3k 9 A
fita.

HTTPZ /i SMTPRPOP3ZE Fif
( Webi b5 28 ) ( EBFEREFIR A )
HTTP SMTP POP3
SSL/TLS

14-4 P SSL/TLS &% HTTP. SMTP #1 POP3

“1426 TWEH

SSL/TLS #2{tt T —F il {5 FIMELL, X FMFE SSL/TLS H i X FRETS . A%
BUrs 4 . Pmis) RS, #R T LUR R — R TR Y . el 20, iR & Pl
Pl S RS E AR AR5 5, AR A B X — Rt T B i aT LA T

S, WA RULETA AR T LA ke i T ICPRaE T X E 0 & i AR 45
WA FHAE R B RS B AR A BB T (5, BHUL ARt T E b, wiuE LR R SR O R 2t
I, SSL/TLS MG 8 RLir i) & IR—AE, e T —2®miEAR “HHFEER", XfiEEE
BB EY ( cipher suite ),
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"1427 SSL5TLS WIRS

AT AR SSL Al TLS 1EA—#4% ( SSL/TLS ) KX Fo

SSL ( Secure Socket Layer, H£EIEIZ ) J& 1994 4EH M 5t ( Netscape ) 22 Bl 1% 1A —Fh
W, FHAEZLA FIRY Web % 2% Netscape Navigator 17 7558, BifS, TR Web MW 2RAR %
HTX—WML, FHACH T HE LT kbrdE. SSL 2T 1995 4F &1 T 3.0 fii4s, {H7E 2014
4, SSL 3.0 Uris #k & BUAE 75 7] fE S 2 POODLE X ifi (1443 7 ) 9% 2 iF ( CVE-2014-
3566 ), itk SSL3.0 E4ALET

TLS ( Transport Layer Security, f&#i/Z% 4 ) /& IETF 7€ SSL 3.0 #3&at [ iiabnl. 7
1999 4E4E 4 RFC 2246 & AifY TLS 1.0, SEZhr EAHYTF SSL3.1,

2006 4, TLS 1.1 LA RFC 4346 LR &AM, XA 7 4% CBC i fuxt s, I
JMAT AES XSRS, TLS 1.2 FF T X GCM (8.5 77 ). CCM iAIE/N% ( Authenticated
Encryption ) f32HF, BLAMEHE T HMAC-SHA256, JFMIFR T IDEA #1DES, #fhBEHLeR %K
( PRF) BN HET SHA-256 HS0HE

=" 14.3 {EF SSL/TLS #t{TilifE
TN RA A — T H SSL/TLS # T @E{F AT . M ARG ARSI R, AT E

FEREE) 14477, MEHE—F, AWRHAEREIET TLS 1.2 (RFC5246 ) i 51y, FFRATAEH
SSL/TLS iX—#& %, 12 EHESE TLS,

11431 BERiLsthg

TLS i 2 i TLS i s# #p i ( TLS record protocol ) 1 TLS #& F #41¥ ( TLS handshake
protocol ) iX W JZUME MMM . 7 THEZH TLS icg#ind fasedefrngg, mfi T LJ28 TLS
18 5= Ph SO0 £7 5T B n % DASR A A A FhRAE. B2 TLS BF MU LL4 R 4 A~F M
TLS Pl E 2R EEH N E 14-5 Fis .
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HTTPE i ;
(Webi#38 ) T
HTTP
TLSIEFHMY
N
" h
B B mEhW R PR Y
TLSHMY T ‘ Y EEBY : T
! ! TLSIZ R !‘“ "l
1 1 1 1
| I 1 I
\J \ / \ 4 v

14-5 TLS thilME RS

AT A A G — T HA ST RE

me 1 TLS 2Rl

TLS @R MHA T TLS B F Pl f0 TR, 2 00 3 6 PR AR A5 TR 31 3047 0 838155
o

TLS B T B S A BATERD, (LR LA 3 AL S A IR i 5 T
B R T NI 45 BRI P 32 I MR D

w2 TLS #2F Y
TLS B F Mo AT 4 AT 8 FUML . SIS AR E ML, B UhsCRn R R
mb‘{o Tﬁﬁfl]ﬁjlﬁﬁﬁ_.jl\ggo

me 2-1 BEFHY

EF UL TLS B F A —3 0, ATTER P AR 55 4% 2 (8] U gy o s Rk At
F. ETUEBAPAERFERAX MR ER. B 4 TP RER—1.
XA EMBOREUH = T F X B i

P R, IREESTRM A HSEMAA RSA/3DES, #(# DSS/AES, il 1{d Fm—
RIS EREEY?”
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MR452%: “UriF. T 158 RSA/3DES ¥ {5, X ERIER.”

TEMR S5 25N % P2z [EE AR T —8 2 5, i E Rk BG5S RUHREW, 1R
& WSS 0956 T B4 A0 R AR AR L
we 2-2 BREMEETEY

TR EE B ISUE TLS 8 FUMIE—E5r, 757 68 (50 S AE R R E R T A HE S
Al s, WURRMIXS 7ML “1, 2. 31" EAZ,
XAPHT A A RTHE, KEGRET T RBIRE

P U, RATERRIA A EUHRELE, 1, 2, 317
MM R A RR, SUeEA S S UL R AR T

e 2-3 EEMY

ESHIUE TLS B FUNUK—#0 . B PMUATTHE R ERRIE IR IR G5
AP AR HTH S, KRBT T B Xl

R g54% WA O TH B ICHE IE i ek
ARV AR R, WIS HT w AR B PMOR A TR R

me 2-4 [ FREERTNY

N FAEIEEUE TLS B F MU —E84r . N EIRMGER TLS L Ak o B 15 ik
BTN D OE A 0N0) 30
TN T BAHFR IR, AR — F TLS M.

11432 1 TLSi2RHHL

TLS 2R 50IH BRI RS . s DL R EAR A UGIE, HACE RN 14-6 Frs .

B, HEBHEBIREABEA 7B (fragment ), SRJ50 004 BOEAT RS . JE4i5
ik B E X R PR RE

Tk, Sid/Egnmyh B LI BIAER, XA THRIUESE RN, ot T8 miAdiE.
8 BN E B A UERS Y MAC{E, "TRGRG Bk, SR, b 7Pk ER ek, EHRH
BOAUERSE , 0 b T A B R . SO eR UM S, AR SO IER i e A 36 S
b B X R PRI RE
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TR, it E4509 7 BRI B H B OGIERS & — il i x5 AR i b A& . n a5 4
CBC #i5(, CBC #zUimithfem i ( 1V ) ilid F %65 ( master secret ) (14.3.7 777 ) A, TMiXFFR
WG DA R T B S s (5 X S R R AE o

JE, LR s B m b B R . RAS . E 45 6 R AL i 4 Sk
(header ) S22 HHR SCEEE . Horb, BN TLS 10k UM &R E A 4 A>T HL (48 F-Hh
W, RS AR E MY, FE UMY RHEE N ) (I HEHApZ—,

He
EY s AR
SdEmEn R B LEGREN F B2
EHEGNAR  [MACH ) BHEGHAR2  |MACHK
B BX2
SIS £5_5E.
S 3 e
L .
S
X HIE

14-6 TLS i2RihrIAbIETE

"1433 2-1 EFHY

EFIHMUE TLS BF UL —ERr, ATTABIEERHU L HIES ., Hd, A%
PR THT WS, ASHIEREA TR E R0 A B TAE.

BEFHCX —ZFFH “4BF” (handshake ), JEARS 28 MIE P im7E 1938 (5 2 A sc e — 2t
WA Bk — R Hngy

i T8 F b 5 B A R IERA MBS T TR (BIER “AmE” X—%BE
F), Wl ud, TEX—0Mh FrBcR i A SR ER T BB BT T # Eve 50T, RINAEX —id
WA FH A5 80#H Diffie-Hellman #4755 #t

& T UM BN 14-7 s
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& P
( Webi 5538 )

AR 5528
( WebBR %528 )

(1) ClientHello

e, HAERRHTINEHHRSABDES, EDSS/AES, FEIH1EHE—T
FHEHHTEER?

o MR AT

* 4 A 8]

%Ykl Lt
~£1E1D

A ANEEELER
AT ANEGAAEE

(2) ServerHello
‘&, BANMARSABDESKHTESE, "

T
. i 55 |8
‘B B BN
151D
‘BRRenEs
BENEESA

(3) (Certificate)
‘i, ARBEMER, " (FEBBREN)

A

[-Enas

(4) (ServerKeyExchange)
"BRINTAXEESRBTBATIRE, " ( HERNEETEN )

“RSAHIINR T
LHEEESY
N (modulus)
En {expanent)
+Diffie-Hellman @& A MAW R T
FHTRNSE
P (prime modulus)
G (generator)

R 2% BE 9Y(G* mod P)
L ELET

(5) (CertificateRequest)
"HT, BARE-THROEBL, " (LEWEZP RSN )

P A EH AR
SN B RS

(6) ServerHelloDone
‘MR E R,

(7) (Certificate)
"RERMIER, " ( SWEEFEIEAN )

(8) ClientKeyExchange
"XEGEhENTEEEN, "

SENEOHEE &N
*Diffie-Hellman & £ 3 #6915 T
ZE P iRHY (GX mod P)

(9) (CertificateVerify)
"BREFRAEFRIERNEA,

| x5

(10) [ChangeCipherSpec]
"W, REREVRBED T, "

(11) Finished
"BFNBIEE, "

A

(12) [ChangeCipherSpec]
‘¥, REHEDHRELNT, "

(13) Finished
“EF B SR, "

(14) PR BI R BTN

B 14-7 TLS #EF#HY

345
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TERIEFE VR T U P ISR S 0 TETREIRE, RITAAIIHERE
AR F P AR 55 2 Z (A (B 3t

(1) ClientHello ( &P im—R552% )
& v 0] iR 55 4% A& 1% ClientHello 7H B -

&P b REEMAEISEMNHA RSA3DES, ## DSS/AES, i [A1FRAT{d HIWF—Fk
EHEFTEER?”

FF ClientHello B KL T /EFERIFATFS, £ SSL/TLS PMEIEH A E XK, [HA4S
th RS KX B s, fRIskdl, &P umen RS A% TIER.

o AIHMRAS

® 4[]

® K P a1 AR

® 2 ID

o IS E G $
o n] FHAY 45 7 I

At A RE CTTHMEAS" T B EMAER TR E R R W
AARTERE i (Web W BEAS ) BT SCRe T AR, BRI —F o7 20RE S, SRR
e A TEINR o

“YHTES ] FEEEAE) TLS hEAMERM, EEEIMUPAEATESEHX—FE. & W
BERLEC" 22—~ % P s A O A vl T A R LS, FRA 1R mTAP IR PR AR E .

"2l ID” MR P AR S A A R R Z AT A 2iE GAfRRRE ) I P HE R

(2) ServerHello ( & Fim— AR 525 )
X% P & 25 1 ClientHello H8., AR5 #%21& 71—~ ServerHello {H &
fie 55 4% . “URif. FRA18kH RSA/3DES R T#EFEE,”
IR %2524 T 51{% BB ServerHello 4.8 —& &% 1%,

o IR RAS
® Sijs [i]
® Jliz 55 bl
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e Z:ifID
o i
o {ii FH Y 46 77t

Ik 55w AR 45 % 7 YA ClientHello JHE P A0 i R AO(E B o S P RH “RAS” %Y
B 4R

“ETHSE]T FERACE) TLS FPREAERE, H EEPATRESEHX—ER-

“Mie 55 AR BEALEC” 1~ IR S5 e A AR A AN AT T B FEALA . XA~ BERLERL AT S 2 P s e 1
MIREHLEC G, FAMER PR HERRIE.

(3) Certificate ( & PumRF=T )
R 3548 & i% Certificate 4 B«
R4 2% “4F, XEREIES.”
i Certificate 1 8., M4 #EE% FuR&% FIIEA.
® jEiE T

HEAS T Lt — X.500v3 IEHFS, HSCAX IR S5 4% (AiKT7 ) BES, ARG ST
BN R 55 g A8 2 BAUEN LM O TESS
B 208 1 55 i ACK R RE-B A TIGIE . Y RARE A D7 Gl (RS, A% Certificate THE. .

(4) ServerKeyExchange ( &P im<— AR 5528 )
ik %5 #% 41X ServerKeyExchange /M 8. .
MR %548 “FRAT Tk s f5 B ok A T4 AH A g

4 Certificate 14 EAS 2 LA R TR AT, MRS #%2fid ServerKeyExchange 11 B 1] & F o & 1%
— S BE R . BRI A5 B A 2R BT H B S s = A BT AN ] .
YT B (5 AT, K ALk i% ServerKeyExchange 14 &

(5) CertificateRequest ( & P im—AR %3S )
file 55 #% /2 i% CertificateRequest {H 8. .

o5 ds: “X T, EHEE— FIRAIERIE.”
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CertificateRequest JH 8 H T M55 % 1) % P omim Kb, 2N T T8 PIRIAE, @itiX
—HE, RFEEHFSmE P m AL FIER

® Jliz 5 A AE I HL R 0 UE FI ISR TR A
® JIi 55 e REAS BRI BUTAUEATLAL 48 BT B

MAMERHE P umiAIERS, A2 k&% CertificateRequest TH B .

(6) ServerHelloDone ( & i« AR5 2S )
il 45 2% % 1% ServerHelloDone 7H &. .

k5545 . “InEEtgt "
% —iHEFRM ServerHello 14 BTG I — ZR 5 B A4S,

(7) Certificate ( &P im—HR%=F )
% P & % Certificate JH . o

P X IEF AR

LR (5) PR FE#$ AL T CertificateRequest 1.8, & imast B & AYUEF[R] Certificate
TH B — AR L AR 55 A%

PR 5 BEEU g ) UE - - T 9 IE

Yk 5528 A &% CertificateRequest {H S0, % Pl A& &% Certificate JHE.

(8) ClientkeyExchange ( & Fixr— AR 528 )
% P &% ClientKeyExchange 78 &

B XSRS N T

M ELF P4 RSA B, 2:ff ClientKeyExchange i 8 —it ik 2 MBI &,

%% 5% & F b 42 % Diffie-Hellman % £ 28 #eif, 2 ClientKeyExchange i1 & — it &
1% Diffie-Hellman B9 FF{& .

T £ %HS ( pre-master secret ) /& H % P UnAE A BENLEL, 2528 FVEA: Bl 3= % 6 i f
T EMES MRS 4R A TN E AR5 R S5 8% o TR 32509 00 A B 3R A DR RS

4.




14.3 fEMASSUTLS #m@fs | 349

HRIGT# F0, RS S ME P ima it B AR ) E 8, SRS FARE A T 3 L
FrFo CEHEREM ).

® RIS 1) ]
® I SR Y
® XTFRERS A CBC AP i AT iRk i (TV )

| EF%%%B&%&%%&%%W%E@&J& ﬂﬂ@ﬂ’l”%ﬂé& i
E‘]'Z}%HE’JHIE”

(9) CertificateVerify ( & Fixn—AR5S2% )
B P & 3% CertificateVerify 1H 8. .
B TR R P E B R A AN

% P S A R S5 45 %3% CertificateRequest 14 BB 44 & 1% Certificate Verify JH 8. X/ H
S E SR AR 55 2P B C F#RFA % P imiE 5 RV

N TSR — B, FPmeitE CEEAET M ETFCPEERHEE” WEgIE, Jf
b A C BT G KRG IR S A%

(10) ChangeCipherSpec ( & Fix— R %3S )
% P it & 1% ChangeCipherSpec 74 B .

B 0, BEIRE IR T

SEPRE, ChangeCipherSpec {HEHARIETFHIYANEE, 2B EHLHEE.

#£ ChangeCipherSpec B Z 0, & FumAllks 4 2B D258 7 A T HMENNFE
. PIAECRNX —TH R, 2 o AR 55 2 W] I U040 3 0 o

EX—HEZ)G, TLS il gt da 6 X0 itk g i B E 5 =l T .

e

(11) Finished ( & Fim—Ak 5528 )
% i A4 1% Finished JH B,
B R MBS R,
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HTFELEM T EMYIR, [Fit Finished {HE & AV G MFBEEFREZXER. L
TMFBEAERE TLS id# L.

Finished JH & 9 A 75 2 [ a2 A9, (R I IR 55 4% 1T LUKE Wi 3 4 %5 SCff %, Sk i A B iic 31 Y
Finished {5 B2 & EM. #idixX—HEE, M UMIABRFIUETIEFSR, BHEGMYIHR
IR

(12) ChangeCipherSpec ( & PR %38 )
XK A B ARk 55 7% % 1% ChangeCipherSpec {HE T .

Hess . “UF, BRAEFREUIBERS 1"

(13) Finished ( & Fim<— AR %38 )
ME P owm—FE, IRFA512 %% Finished JHE..

AR 55 4% 98 F- ORI B MeAs
EX—HE RV ENEAR L, ERRATTNERERR TLS igx .

(14) ¥ Z iz FE R TN

TEMCZ 5, % P i AR 55 % 22 0D F O P B MU TLS A0 SRS T B iS0E 15 .
IEERRE, BFHGER T FIHRE.

o EFumdkiG T G EEL, ST RFAIAE

o 5548318 T & PRI EIE A, ST & P imAOE ( 5T EE P imIAER )
o X Fum AR 55 x4 T a5 TP B L

® B P b R A5 A A T TH S A UERS Hh i FH O S S 8

7E 4 TR, BFIHRERERE, TEHERIPRAERR T 3 T

" 1434 22 BWIABRTEHIYL

TLS ML MAE T E Y ( change cipher spec protocol ) f& TLS {8 F WM —& 4, HTHE
A9 D] (iEs 2

B2 R At A XA PSS Y B RS RS FRE P, TR S A E A AR T E BN R? X EF A
BMEEFMEGFEHRZE, &P iR %548 4o o] LU o B3R FoOR B SUE BN EM . thti
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3, fERIFERAEHE, &FPmMRSSEEH “AnE” X -HEHEFRTERR, FHHEERE
WA B AT I .

¥1435 2-3 EEHHYL

TLS A& 3L ( alert protocol ) J& TLS B F MU —EB4r, T 24 & A H iR i A {5 %
%, BEFOUAS RS ERE, SEREHBINIESE R . B850 IO 1 46 55 (]
2EFZ ML

Y1436 2-4 FAHEHY

R A BER IR TLS B FUMU—ER4r, FTFREEE XS 2Z B4E 3% 0 HEE .
24 TLS 7Z&#k HTTP Bf, HTTP AiE R Fnme R k203 TLS #9572 BdiE s TLS g g
K HITIE%

Y1437 FHH

F SR TLS % P v AR 5 25 2 (B U A 1 SR i) — MR A BUEL. X EUEIE R &2, TLS
FHSIE 5 PLEPEFI BRI E 2R X N UE . EHISE—1 48 7 (384 FUke ) AURKH,
{54 .

3A D9 A9 E7 59 03 FC 41 E4 06 DD CA

59 93 CF CC CO 7E 16 E3 D2 43 12 3A

B5 AB 6E DB 05 AD 3C 37 58 2A AC 71
85 0D 7D AE 95 B8 2D BO 9A 28 66 14

me o ERORITE
TR P 5 AR 55 AR HE T 515 BT kA .
® Filss E &

® & imBEALEL
o it 55 AR BEHLEL

WAdi ] RSA ALY, &S TE K% ClientKeyExchange 11 B}, F2eid i i
FEWG—E LG IRGA.
Wi ] Diffie-Hellman %52 H0T, & P4 {E & % ClientKeyExchange {H B}, % Diffie-
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Hellman H/AFHE B AL GRS 4% WIGXAME, B imfRGaas A5 mmeE 2%, K
TR P im RS 25 AT AR A B AH RN AR, TES 0L 11.5.2 EIINE.

B P v TSR Al 55 4 BEATL B AV R AR S F By 1B X 3 5 R R S R4k

LARIE T 3 AT, TR AR TSR SR BT pR R (40 SHA-
256 ) KSR BEAL PR %L ( Pseudo Random Function, PRF ),

& P BEH L AR 55 28 FEA £
MEEHD
Ex
SRR M A HRINERS K CBCHRA M ¥Itafkm &

14-8 FARMBKHEX R

we EEEPE-
FEEMHTEMTF] 6 Mz E.

o JFREMEYEH (B k54 )

® XIFRERS I (P iRk 4% )

o HEIMEMSHIESH (F P im— RS54 )

® JHE ML ES] (% P iR 548 )

® PRSI CBC T IRt m & (& P im— AR %5 4% )
® X FrEtH) CBC B ry oIt fbm & (% o548 )
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14.4 3 SSL/TLS 898

X IRATHE TLS Hofli FH A 8 A AR e 25 PIMSCRE BIAY, T 3% 14-1 FlLE 14-2,

F® 141 TLS EFMUPERANBTERAR

l

353

EREAR R

INCERAT MEEEEG

B a1 53 R 8 Mk PhREATLE A A28

HrEH YIE AR 55 28 A0 P i B IE 3

DO REA &4 Al a8 30BN ERAT
RIBEHNEMTR ( BB )
AR IR AT

F 142 TLS ERLPERAMHTRER

BRI {ER

XAREDY (CBC 2= ) iR A RO

JHBINIEES iR B ST B HEATIAE
TAMENDE ( AEAD ) HIR A BRI T BRI ITIAME

=" 14.4 3} SSL/TLS WM&

T IR PR — T Y5 SSL/TLS X5t .

T1440 HENEEEARNKE

FEX) SSL/TLS " IS R BORMIGE, 2 ERACX SSL/TLS WXt . #in, g

AEfE R3] SSL/TLS vt FHE X FRAERSAY 55 5., BEAH S T4R3] T SSL/TLS @ EHLE M55 45 .

SRIfT, SSL/TLS 1 AHEARF AR I R AE X B REUS 45 LIABL . SSL/TLS F A T 3 Fhds
SEMVETSHAR, MR ERFRESAES S, 455 RERFEAL A IZREN N ELENS
SEATLA T o iXBEIR— S OLES AR, HEE X MR F 3T L T .

mf 14.4.2 OpenSSL #:0fE H M ifFiR

2014 %, Google Y Neel Mehta &8 T |1z {ff Fl 8% 5% T. Hf1 OpenSSL " 77-7E—> bug,
X A T 17 FR 4 o0 B 0 ( HeartBleed ). O I Y 1f 3 A~ /& SSL/TLS Wil A B f dhild, 1l 2

OpenSSL iX— S8 F Al
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HARFE, T OpenSSL 7E TLS LBk FEIIRE o FideR BB /N dEf e s, M
SEORKE A SR TC MR BUR MK, SOt O M il o Mook e k[ £l
H T A& % OpenSSL Ik 548, #LnT LATE— & L FE N a7 BUR 5545 LR R -

XA, SR A 2R IRSSE 2R TRm, #EFRCYRA 17% 19 SSL/TLS ik
St A X —wil. BT X Wi S s RR AT E L 2GRS 4 L Edeitss, ik
AT AN ST DG Y™ E R R

BT IX—UwiA , AT LK OpenSSL BEFT I C i B O BE B i s il B R4S, 558 b AR OBk
3" JE BT S 4% OpenSSL, PF1% 12 Il CVE-2014-0160",

" 14.43 SSL 3.0 WiRiF5 POODLE ik

2014 4, Google #J Bodo Méller, Thai Duong Fil Krzysztof Kotowicz &3 | —F MR This
POODLE Bites: Exploiting The SSL 3.0 Fallback {113 ( Security Advisory ), ik T —Fhétxf
SSL 3.0 il ik ii——POODLE 3¢t .

SSL 3.0 H1%F CBC BN i (9 7 4 S FE AR A A i AT AR R , T ELIE 7 804 i e 3
P A 2 3B S AERS A - §7, POODLE I i 1F 2 Al T X — U 1 >k 55 BURB %5 15 B .
POODLE M (A gt 2 3% A TAT I CBC A=A 4 e B I i don ey (4.4.5 75 ),

B A Rl R, FERLSE TR, B & T LORHE (S PSR AR ML TLS 5 i P4 3 SSL
3.0, WELREYL, RUEH SRS T TLS UM, BAB8RA 7] HERR T %3] SSL 3.0, T3
FEA{E 783 POODLE X it KUK

B, BAMIEH POODLE Hoili, w445 SSL 3.0, P2 Il CVE-2014-3566" .

444 FREAKIEFESZBE~mAHAE

2015 4, —HffF5T 4 A B SSL/TLS HAFfE—MNwill, I X —kw i ) B8R FREAK
I ., FREAK 42 Factoring RSA Export Keys ( H} 4% RSA S5 RIAEMA ) W4E ©, Kok
B om I SSL/TLS R 45 28 F — #1144 9 RSA Export Suites HI9R E AL B EEM:, B9

@  OpenSSL #iF # & 5 ( CVE-2014-0160 ) : https:/cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
@ https://'www.openssl.org/~bodo/ssl-poodle.pdf
( #7# % %) POODLE 2 — A% 5, {2F i & L ¥ poodle —# & “FTE K" 9 F %, HHizHM “This
POODLE Bites” ( X &I £ KA ) —FRK, FAE)
@ Padding Oracle On Downgraded Legacy Encryption attack ( 4+ F&28 e 5 ik A A4 =i & ).
@  SSL 3.0 #iF & 5 3t (CVE-2014-3566 ) : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
& M #H F 4 kA, Factoring RSA Export Keys 2 @1 55X A “A”, 4% 5 5 FREAK & 4 7 A= 3t i ¥
“freak” (125 ) HARK
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FREAK Jifi, BT 7 % SSL/TLS R4 # BA %, [FIRHATE 2 A9 Web W ¥E28 (HTTP
H P ) 4532 {dH RSA Export Suites 7 7l {5 .

X EE M FEW R A R B R, B b BEAR K e A R
MO EA(ZEBEREOFH ), HF 20 e 90 FR 5 WX —BOR A A Argg f1. RSA
Export Suites & —F LA 10 PRSI BCE 55 L B S E( . RSA Export Suites "{#H 1 512
FLAER) RSA F1 40 HAFA) DES, X — & 7E 40 AR ig H, SR 2 T BU7E & 2848 06 AN i% (i
T . B350 1, e RiE AR 2L Web IR55%% 704 1 RSA Export Suites, #fi% OpenSSL
45 SSL/TLS T HALAE ST b A 28] RSA Export Suites, X {fif5 FREAK Bl il b T AT fig.,

FREAK Xt & —Fpeffa] AXes, SU0YE 255 Web IR %5 #5 U3 SSL/TLS M % i E (41
(B 138 15 N &0 B #m e ), Tt & Mallory ] DAAE A, i il AU 75 {8 RSA Export
Suites, AN AFFI Web e 5545 MU7 A HL s %l , R4 e A1 254% M Mallory B8 2 F UG (11
F RSA Export Suites #E17iH {5 . MHE W, FEFWMEMHEZF, A7 RGP0 mE,
X B Mallory I iZ Jo i e Wr Hob a9 N 25, #RT A T RSA Export Suites 58 & 4E & K, H it
Mallory W AR JJ ML 8, DM RS XA N 22 2 A5 4 A B A TR . 31X — iR A 9 50
CVE-2015-0204 ,

FEST = S AR SEAT 20 42 )5, FREAK il ) s b i B LE O

"14.45 IHBEHIEE RSN E

1995 4E, Jn M KA 58 4382 (1 BF 28 4= David Wagner Fl Ian Goldberg % 3 " Netscape
Navigator ¥ WS — 1~ bug . 1M ELABA 11 [ B S RS bR O, T2 80 ol — st AT LA
NIRRT SR XA bug 19, (ATTRRX A bug BIFERHE#ETT T2 8985 .

XA bug FEE TOUREHLECE s b . T SSL i FH (0 D BEHLECA: A% 0140 78 it 18] Fi
HEFR G 5 S5 T PO AR R, DR O A 38 A 2 A R S B AR /N

(14.46 FIREBHIREE BT

SSL/TLS H, % Pz i FH AR 55 # AR 0 IR S5 # HEAT AR . FERX Al v, & 7 24
FE A UERIURE B8 2 BH kA3 Pl B A %507 28 44 BEA TSI

IEMIRATHESS 10 AT BN RYIRRE, S0 UEUE A5 7 L0 BT Y CRL CUE AR R A ).
1T Web 0] % 2% QA A A SRR BT AR CRL,  BIME{EH] SSL/TLS Lok b (511 42 42

(@ http://www.cs.berkeley.edu/~iang/press/
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=" 145 SSL/TLS AFMEEHEM

SSL/TLS &AM 128 H M) — R il (5 77X, ARG R ZE ] SSL/TLS fi24a X} 4
21,

" 1451 FERMEBHEN

7E SSL/TLS t, FRATRESEE i UE X AR 55 #F#EA TIAIE . AT B AYIAIE, HE#fA TlfE
XGRS AEN AR IR S 2%, T HASBER A E A& Al LAFIZGHE {5 X0 R T L 2 EL Y
k. WA L, ERMEXM THESENIER, BARKRMEMATUBOHEEEHAFS,
PR SSL/TLS S TEikf AN 2 A 7E 5 HI-R VESRAY .

SeAh, AENUE BT AT AR N S B IAE S AR R S, 5 ZAT A A — T IA DL Y
b 55K

Jy T $ & SSL iz i T g, — A~ 44 24 CA/Browser i 3z 1Y 4 4L 5 1 EV SSLE
$H ( Extended Validation Certificate ) #ii5, T¥{# 12 W, http:/www.cabforum.org/.,

" 1452 HEEEZ NSRS NS RPN

SSL/TLS {%H {5 i F2 v (9 8He R4 7 04, oz P {5 A i s

fihn, 4 Alice FEZy Al ii[al—~32 SSL/TLS {47 () Mt , Alice [a) i ™l A 3% 1~ A 15 B
EZERY, SHEER M TR Eve TLHERBUX LN AfE B

SR, NS4 Alice 7EM W25 i A X 2ef5 B, FEA AMBENTE, SSL/TLS Btk
P Alice I AER T .

11453 EREEZENERERAZRPN

SSL/TLS b Gk R4 38 15 Z e &)

fFlan, Alice [)) Bob M FHE k% TACWEH RS, FEEFEdR D, FHESEZE
SSL/TLS {471, SR, M5 HES & %F] Bob BIEAIMR S 282 555 L wg? %FF Bob 45
i AT B AT B A 45 TR 5, SSL/TLS R 58 LA FIM .

WA Bob FIEHE P (5 H K S ETFE Web IRF 45 LA0IE, St EE P GHES
75 AU

Zil, “mT{EH 7 SSL/TLS, BHEILn] LABULHL &GRS SR Bk a1 it 7 & 1k
T kUL, Rz i T T SSL/TLS, WG ESASABEIBRIHE=FK



147 MNBEHER | 357

B, s RS R 2 AT T, LR EAE 2RI, sl W b A B A A
AT REMEIE A AERY o

=" 146 FEIG

A, Ff112% 2 T SSL/TLS MAHDCHNR, THf T & P AR 55 #8538 58 i — 2e 0 245
S S PR 1 A9 2

SSL/TLS J& xR his . ANEH%0 . M iy s . THEOAUERS . DhBEPLECE g . 207
B SR RS A R SIS o IeAh, SSL/TLS 38 0 LATE 3 Y146 3 65 2 1 ofe fff F i F o
o PR S I

AT ITEAE ] Web W48 280 IE A2 R3] SSL/TLS MR TAE S, BRI LIS, BT
fRAE%E 4, SSL/TLS &M TAEH & 24 mAL . .

Tt RA RSG5 7, RAPEEH B — A5 A @ smmaaAR, IR

SCHRAERE UL, SR TR HOR BRI I AT DL SASBE R X A N 2

~Fﬂmﬁ¢ ﬁﬁm@%%” | s
(1) #FA SSL!TLS "Tu%%f%ﬁf&ﬁ’}m%f?ﬁa : .
@ #ESSUTLS &, ﬁ%ﬁi*%&#%MQﬁﬁﬂﬁ%%ﬁc L |
'-masanm¢nm$ﬁ%7@%@m&%@%ﬁm&m @k%%ﬂ&im%mmﬁ
E—mOAEXR, - - _
ES&NS¢!$?&%%W§%&%% I%EP%%%%%EH%%%TMﬁ%
SBHFTINE, .
-mﬁﬁs&m&%&T%TPm E&TMM@%&%F%%%

7147 DRMER

INIEE 1 MER: BEEERME (14.3.377)

P ALT| RS K%M Certificate S8 BN BIRE R N/A4EM, Certificate JEE D
BERERMITEE, MRSBITERERSBHAAENN LINTVEME TS FTAMRN,
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NS 2 BYESR: SSL/TLS BIEAHANIA (14.6 )
O (1) {5 f SSL/TLS o U#A 5B 15 AL & Mo
(2) 7 SSL/TLS &, FRHEFEL/HARINEBERTHEH

x (3) 7 SSL/TLS b, BF AT AR HEBRATHEAR, EHibthREEERS LRI
— SR EXR,
SSL/TLS &as5{EHA TAPRRRERATREAEER LS ZS, BoRhmEILSE
ﬂ%Mmﬁﬁﬁ.KE%ﬁT%ﬁM&ﬁE&%%iﬁﬁolﬁ,ﬁﬁﬁﬁﬂ%$7ﬁ
T 6 DY BEATL S 4 PR 28

x (4) 7 SSL/TLS &b, BFAPERESRE RN, AREPREBREEAAARTUNRS
SR HETIAIE,
HTHBERBRZBTROEBHTINL, BPHEBEFENZEREBHIMENENE
FEAS, Bit, ZPHEEFSEEEIASHNERT, REANREBHATIMEN,

x (5) ff SSL/TLS AT REEM, BT HEXEAFS,
BMEfEF 7 SSU/TLS, hAREERIZASIRETREH,
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=" 15.1 FEFIMAE

Agrh, RATEXA BB

B, AR~ FAR TR BESEOR, JFEE T ENEARKN IR SRR, %
ok, FRATHA 48 B HOA A O FH—— KB UL BT 1T O T, 0 8 B9 47— T B O S8 SR R 1Y
AN & Z MR E T EEANR T B &5, BRIEFRT—T “CROEHESAREAAE A
TR NES HMEELMERN LM X5, FFERBEABHNE.

L

5" 15.2 BRI GE

i
il

Afidr, WAOINH T HEMEEWELEAR . AW HRONTEE ) — FRIEAR 6 FEIIA,
FEI— FENZEEHEX R

11521 FEEFROIEHE

A, RATH “SiFRN TEA" X SR E R 1 6 FIEARNFHLE AR,

ot BB B — ol AR ] A 58 AR R A T I AR B, TR ORIE B UILE R, EXTAR
PRE T, BT EEM AR AES, KRR B e H R B APLEYE, (A7 EMIuk
fif 8 8 A % R HR AT 1Y) 3 B T 2K )

SNSATRED e — Pl TS [R] 00 35 UL A7 s Fofe 2 iR A, FRHRR 0 — B T Tl £ 75 B G
e, RS Z R A S E R RSA, FRILZAMAA ElGamal F1 Rabin 53k, DI
5 HARSE Diffie-Hellman %54H 254 ( DH ) Fiff (5 i1k Diffie-Hellman %1384 ( ECDH ) 554K,
TR ERDAR L, AT EE AR, B — RS FRE S 4 R & % Rk
(i FH . 285 T B A e TR X R 2 A P 1740 5 B A e () i, (L gt v ) N o O 2 1) UG
PH I XA A BT A W A T TIAGIE

B8 1) B 51 oR B — F O B o B ME R E R, T HRIE B e B . 7R
I RELI B T, SHA-1 ) 2, (HlFAMESEM T —L5 N2 H ke Al
frvdeti X, B RA R A TR SRRV ZEEFEHNAEEERRIT
ZAE) I @A) SHA-2 ( SHA-224, SHA-256, SHA-384, SHA-512), LUK EA 2B/ K
SHA-3 ( Keccak ) Bk, Hmalis| phinl AR, 0 r] IR DTHBIAIERS . 8724 LA K
PhBE ML L A AR 2 T 2SR .

H R IAERD 2 — AR S U513 5 0 5 & 2% B0 B B E M A ER AR, T RUEHEE M
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SEREME, DLW B AT IR, T B A TERS A B T, e 09 2 A B 1) B eR B
HMAC, HMAC R AR T 5 —Fh ELAA B B ) B0 eR OO0 o U DA DIE RS B A Yo} 18 1 X 42
HEATINIE, (BT SE —Jr iAAE. A, BEARIEERT k&A1 E A UERS s n] AT ke se 3
AIENN

BFPEZ S PR 8 = T BOAE, FERESE B 138 {5 % S t0E T A IE R A
A% 2 0554045 RSA| ElGamal. DSA. il 2k DSA ( ECDSA ), ZfE1E2514k DSA
( EDDSA ) %%, A3t ( PK1) PEHAIES, RIS ASIN L IAIEUR 095072 4 irtl
Y. ERAEAANBFEES , Tl AR R RBOAIEYLAE A B AR A .

ThBEAEL 4 B8R 2 —FRAB S A L 25 AN T T A9 LA B AR, P R[5 S
BEFEANI R, PARAPLECA: RS T A %80 . #04616 17 i 1 nonce 5.

WK TEA PR AT R A 15-1,

A
m%%mﬁ%l
S BIAERS BFES
| rammas | (ﬁfuﬁ)
b T Bl < HHEH St AIE
FH ML S SHEE R
IERRE
%ﬁﬁ@?ﬂ DO EE
GRLE BT B
B {5
MHHES | RADNEG APB
- 4 .
C &) s B E MELEDS
. % B £ l
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B
4R ST 4 F B4R
HEA DOBEALE 4 A 38 WA
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] FbFot{E
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. S [ weR
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B 15-1 ZRFERMIEE
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Y1522 BESIAE

YR BIFAEORNS, AR R SRR, HEAESERN TRRRE, ERRARE
A5

fln, AHEMRE -MREEREAR, [HUREERIAE S RA AN GEE, B2
TRRAMINEM A, AHEMRICEZEER .

Ak, B AEfd o BE O B R SR M R DL M RO TR B T, IRORAF R R R R TG X
P 3 oL A 1 % SOR B A SO R AR BBl r sk 7ESXFMEOL T, FAT7E 20 R A9 3 30
TN, FIBCHZ AR kR NS B AR iU R A, IXREA A AUt i (R 15 B ARIBLER T

15.2.3 R ARMIEZRW

AFh 2R THERX AU . HEAL AR SR AR X Horb Rl T B B AR BT
. —FOCEBARMEFREE, BF KU A, HHXFEMERE, HZEER
THRARHER, SRR LAXT Hh AR A 58 s O BAR T e, IR SR R i PIL 8 21— HE

i, WHEIAERE S HMAC M8 fo i o 8 e 8] s B h Bk dh A T8 . %8 H i
(i FH g B 1) 15087 R B AE 55 B, FRATT AT LA R At ) 0 1) 5030 e 50 E BTG EE HMAC

ILAh, 16 PGP, XEFRERS, AFE . B P R B AR AT LAY . #E SSL/TLS
Hr, &P AR 55 A AT LU R FUMSGHATIEAR, I S3gPee Brfl F a4

fili FHAEZE REAS 1R R SR RGN B ITE, RBS4 & RETATRIE . 37T LA 2 AR %
AR A A B0 B B H AT OE R B A B, (R LB A B RS
HERERAR B THA B, T LA It 4 B8 240 4 0 27 A 1 Dl i e ) AL,

R R AR BT PR ARk, JERET E T, BRI R
HE e,

AR, B e A fa) L R AT X RE B4, 2014 4F & LY POODLE Xty #t2FIH
SSL/TLS 7E4E T rh#f 58 S04 AL S X v SR R AS HEA T35 R PR R A (14.4.3 45 ), x|
PList 2 —FhEE Xt SSL/TLS HEZEAS B Bt

"15.24 FBEARSEREEA

TR DRHE —A A #R A 5 R
AR TEA, A NHEAREAE — 13L&, IR T8 LIE BE—/ “E
AR, WHER 15-2,



16.2 EBYFEEARNG

BA3C

AR REA A EEAE L,
HERFHNINEEER S

E L B A6 ARG

3L

%=

HE

BB NESNTEMARL,
KEHIENEERES S

B L FRAT6E A B e e 5 e

HE

BAE

HE

FORX BANH B TIAUEAR EE
MMACEHTIMEES 5

Bt F A 5 B H B IAE RS

HE

MAC{E

HE

FOx BN H B TIAEAE L,
NERZHTAEERS

B FRAME AR FE R

HE

BEHL¥S

FORS R M BEVLE S A AT B4R EE
BRI FAFRAIBRNNEESS

B E AT {58 A O BB AT 380 A A 28

lplkvedl

TR ‘ \
4— RO T

B 152 THREAMBEEEERAR

| 363
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TR R PR R A AT, W AE A SRRt T REH A B SRR Y
DL AR EXE, RFRAT T B0 W SO B 3. X —2, AT LR A SCA L T,
FIXT s, FRAT T Z ARSI ot B 8, B PR B R B SR R B B O, X b
HOAEEE AT ARR D LB M R R 48

L O PR RO T EIA S B . ROTA LA KE I E B, REKARSIE
SLAEREARIASERENE 1. A A B AR EDR BB R R B SR SE 8, SRR Rk AT AR
e BERIES .

HEIAER AR T A AR TAERROR, HIRIDEARERE B K ATHEA S H#ITIA
iE, TR B BTH B S A SRR, B RS CGAERFS ), i A ERF
SHATINIE. 7EIHEAERS, MAC HIRMERS;: MERTEL D, EANRNENFS.
3 i B B EAT SR X B BT B TIAIE, X FE A0 AT AR E R R 48

B2 A BERLEA: A8 MO ERER VR Y TEONREHLECAE st b, i A iR 64 AN ] ol e
WEER, BRE A R E AT A BV AR B R, TORIATE R b A DB AL
BoE ey, AR B&A T B DhBETLES . WatRvl, T X DhBELES B A ol Bull i,
FAVEH 7 REHLER T, XATLUAFC AR BMERI RS . Sl ki, DhBEHLECAE a2 il
Fir B AN ] INMEREA T T 979K

XEAMARER, FHHRMNMA—TAEREE—T.

o FHHEILEIERREE

o HIFI{EZFERIERIAF IR

o MEFFS (MAC HFZE ) EINERIEE
LR ¥ N B ik

i AR, RZALZA IERARE S AERT S R T2 EH R TIE (F 15-1),

F15-1 FHRRAMRBEREA

T ERE

TR BX - 47 L B R
NATE BAC — %47 HLE 1 R
BEMHESE 2000 R — A R HES

4 BIAIER REER - IMERFS (MAC &) A #9E 48
MPEZ HE - WERFE (%) IAE Y E 4

L e PHBEH 5 - HF FaT B E
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Lu"15.3 EMEH—ILkdm

FHEIENTAEAZ B — T IR RS2 ER BT i ——Lb 4™ ( Bitcoin ), KT H4F
MEAFZMAEN, AREFETUSE, KAWHNESE TROINMF ST, UK
FAF i34 2 © ( Bitcoin Foundation ). Bitcoin.org@ . Bitcoin Developer Guide” Zg k. it T
P AR S IR T HE TR, Rt b T 2 o i #R AN RE B e e TR OB 5 R

"153.1 fHARitiE®

FeRr MR —FB s M, R Eag-A 08, Lueeial DA B B A i, (G ot 6 o sl ]
DA, i HHFLER R, 15/ gsc s HhnrE,

HAS T (G SE B T— A R AT 58 AR B B 0 A BT R B — R385, AR F 2009
R CPrE L Bl A RS E A TR R . 2015 48, EEIFFE TR B8 K dEm
A2 5 i Coinbase® .

I Lb %% 758 4 5 /F 1 bitcoin 5% 1 BTC™, F 152 g% T — BN, Hop
0.00000001 BTC #2471 satoshi, X2 LA HbAEHEMGIE SCRIVER M 0. FEHA SRR —8E, AR
M AR E R AEA WAL, 2015 4F 6 ARY, 1| BTC RZMYT 3 FHIG,

F15-2 Lh4shmvsa(

ReE 0 RD(ES)

1 bitcoin ( BTC )

0.01 bitcent ( cBTC )
0.001 millibitcoin ( MBTC )
0.000001 microbitcoin ( uBTC )
0.00000001 satoshi

H AR RE M AR5 222 terFmac 5y, Hep [, ENEEJEPUE . % i 56 I 2 A% o fd
A ET

@ W A4 & Bitcoin: A Peer-to-Peer Electronic Cash System: https://bitcoin.org/bitcoin.pdf

@  https://bitcoinfoundation.org

@  https://bitcoin.org/, https:/github.com/bitcoin-dot-org/bitcoin.org

@  https://bitcoin.org/en/developer-guide

®  J8.% Satoshi Nakamoto, P CH—fkifFh “P A", B LH—-MFHE “PARFL", FHE

® Coinbase Exchange : https://exchange.coinbase.com

@ ERFE T RN —H 4R 56 bitcoin, AT A TR A S R snr — A4k M F8 X5 49 Bitcoin,
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HABAEE L AT, (HHR4E 2014 £ HABUF I GREIL, HRFMTE B ARPIER T,
mAEBAMERT A, BRI R EBE W FHTARLE TN, i, MRER—H,
AT B 22 5 T BB

HoTR HAMZE M, HERmIFARaENEZRERRN, WA ph RmiTsd
2, Hi, fFHRSEER AT DOERTAM, BTSSR ERNORA— Bk, FrCEkm
AR EITN MR v wtr s

¥ 1532 P2P [

BEAR LLFF MR R A b AT, RATTS B A MBI A e E A E? HAFmZ
FFLAREAS IR —Fh AL R T, SE i T2 iR BT s AT 408 P2P B% Y ( Peer to
Peer Network ), HigfjEii, AtFAA LAFM A BT EL (node 2i# peer ) IL[FE{RTF . Kk
I H S R AR R BT A L EZ(F B .

HHUIRFTE—FEH, ANk mE—FET P2P MENINEERSE, IHESL
TR AT, e AP A e X — SR R G LB T B, it
A LEARE T 5T ARHE,

"15.3.3 it

PEAE T 32 B 2 7E bl A T ik 2 (8] 52 BE ( LA Foie Mk AR ik ). B Alice E
Bob ik I 3K i -, I HERFRORSZA, WAL .

® Bob )54 ALkl B

® Bob f/E¥HbE B £ Alice

® Alice A aliibhE A

® Alice M\MHitit A [ Hihk B SZAH5E5K

XAl Alice 25 Bob & —H i TR MAEZEA L, 1E AN FHEE75 2 7E I~ HRAH Hoht 2 A%
HE—FE, AT S REE R k2 B TR . Aad, FIHEFEHEEARFE, KEHER T AN
SN —R AT GO EAR R AL, 25k, TERWGSESRT, WESREFEHR— .

Fes T o (i A A b 2 el AR B ROCIME A R . Bk UL, B R £ DSA A8 %A
SHA-256 i RIPEMD-160 P 1~ £ [i] # 31| R FOk oK 8FME, K H 0 — 245 B 5 i o

@ P2P MG —iad5ti XA P RREB, GENTHNANLBZATERN M 446945648, P2P ML H R 2
WeAF AT A AR K,
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Base58Check #1149 t5, S8l 7/, KN T B IEIRYE, Base58Check 4wid i ANl HEFZE
(0). K50, KE1LMNE L

filhn, 4EREFEEE A Jimmy Wales T 2014 4 3 A 7 HAEHER: &AM T F il XHE—4
sk v,

1McNsCTN26zkBSHs9fsgUHHy8u5S1PY5q3

E EEBEF R, R a4 sk ( Bitcoin pubkey hash ) B2 LIEFE “17 FF
KH.

"1534 %8

R % T MR A e TR P, AT S MR, TERMEAFmES
Ui, XFE PR E (wallet), FHFATLITE A SRRV REFHL L R T,
AT LA o 4R At e AR 55 6 S R (o EL AR T

P R BB, JFE A B LTS . Hp, AP TR T,
VBT AT HeAsh . RIRAFESR A, M—RIEHAXTRERT %8, ARElEERA.

11535 ik

M2, HAFTRAESBRE A TR, BEEMX — 5, IRATFFESi—dF bR b &
HE A — S —X B4 ( block chain ),

ki, ERERBRFEETLHBLZEROLOEKE, S RMEH R MmHETHH
FRGEBICREX — ANk R, LR L, RKEEst R 5 IRy A H 4Rk,
HIERLANFE 15-3 P gy iX i —HREE % .

K42 H K43 H Rixa ]—»[ K45 H X k6 ]

15-3 Xk

AT LRI LR 22 5 A fi@ o KHEERSLELR), BATPREE—T “M Alice Ayl
A [7] Bob Atk B 2% 1 BTC” X FE— Mgk, SERMEXHE—UCAT, MY FdT FEmf
k.

® jiht A BB AR U BRI /> 1 BTC

@  https://twitter.com/jimmy_wales/status/441634501265862657
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o Hifik B FATRENS AT Eeds g in 1 BTC

WYL, ATAAERE Kbk A R B S B ke B TR, ik, WRIATA —
AN, 0 T HAFTHAR TR ML =4 0 (EFFENE S, B2 TEE— Ik, &
{ITERREAS T s 2 5 e A 09 LR MACRE , T IR B IE R A T S X — H X A 2 R IK

QR BERE TR a5, R MR EER AR (A XCHOBE A A 220 T HAs T Rt it
HE IR,

15.3.6 XIREYFMN

HART B ATRUR AR B (transaction ) A BARIETHY, & TREHZWEIFN—TIKIR,
AR X ERiE T . 24 P2P MZEBHIAXBRAES NG, HIRLHISE o st aliar 1 .
Bl 15-4 Ffra A JLA DXCER e o 2H L X B (T

X1 K R2
XiRsk2

SCTE
W

[

1

‘ #AHMEH3
e

L

HOETS |

e e

i g
|

R R

B 15-4 Xikst

— AR T RIS U B — A XS BT, RS R T L— KRB X R
SKHBEIE" . DA 15-4 s X 2 D], Forp Bk 2 ipRAFE RIS IME H2 50RAR I8 i i HY
DX 1 Rk 1R IR,

oAb, Rk PRRAEE A KT 325 R I B, Xk 2 B
T2 BRI Xk 2 Hig SR A 38 5 Bt i3 th i B ME

Xk R RAFE — 44 nonce MUMETRUE, LASRREIEL (Eh a0 ) SER.

D ix —# 9| 15454 merkle root, 4% A &% SHA-256 H ik,
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B XH 2 g R — R HTE) 1 S HerrgiEsk, IBARTIE T2 B EEHITHE, X
B KBk 2 N E L KR, RIKECSK 3 RRYBOIME H3 W/ EHEHITHE . Witk
B, — B DX HUEE b i B EAT AR A 2 gl , R TR Al s i X B2 S BT A DX B R
ARl AL, DXHR Sk v RSO (A 25 0 T LSS X R B RO O MEE

THEEITEE —FRXHRPICFENZ S EIERA AN, FHEAcS, S “A— bk m
B AR T 20 T X — AR,
filfm, 1Bk Alice M Bob [&)JEME T/ fh, 7522 Bob )5 ZfF 1 BTC B

® Bob i) BIE AN (2440 B fFAEH b)

® Bob FiJLRHE/ASH B A st B, FA£4 Alice

® Alice BIEAHEAXT (A8 A i a)

® Alice |25 5 “ MMt A [t B &i% | BTC”, AT, Alice ﬁﬁiﬂ\%ﬁ a W5 %E
G

® Alice BHiX 55505 KL% P2P M4, Bim &t R X RS

® [fif5, Alice flEHIZ S 5HAM LG —EEEIF A1 K, FHFgama| X ket $

o WINEXHewk P2P MZSHIIAG , “MHihE A bk B &% 1 BTC” MIZEH ML T

I, ANFIFAEIEE “A 2 Alice f9#ihik, B J2 Bob @)k HbiE", {HE Alice 7 Z[f] Bob
LR, Bob M5t EM Alice AR, FH X RS BIE 2R AHE, 2D Alice Ml
Bob fiJEZZAER .. Alice fl Bob FiJ5 Z[E M S iHiA, T E@E /4% . MBI
HHFEN R G ZIMY IR R AT

MW E X, R mE XReEis, ik A BB A E&BEE/> T 1 BTC, 1
ik B BB AT BN T 1 BTC, XSSt AT i kiR LG MR E L.

ARG EH TRFELEAR ., R M EHNBTFEAREIMHELZL DSA, H
(i FH A B B 2R 7 72 0 ="+,

"15.3.8 #H"

Bl EMNIE, RAICET M T bR a1 55— A Mk ki . SR, 385 s BB
T — 7 A — R AT HEAF T

B et A R A B AW N, XSz AWE K, XalEWRE P2P M4 1EY
CHEANT TERTORORT R RSN S X EE . AR, R X e X aE" X—17Hm,
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EFRAE ST “OLEH A A MRS Kk bR KRR &0 P IZ i BeRem — 4,
H AR T (mining ), MMNFIZT B ANFRAF I ( miner ).

T X e — Skt , e AN rE e BB s RAEm i in—A~ X e, 38 HedF
MU RLRE , AR DX RS 3 X Sk 0 TR RASHE 225 ( reward ) DA BGZ X IR PG 32 5 Y
F4H (transaction fee ), 2015 4F, A KB H 25 BTC (275 FHIE) .

N Tk eRE g thE, U T AAIER B C# SR T AUE B R TAE, XRHIEMFRY TIE
EiERA ( Proof of Work, PoW ), T 4EHUE it B ERZIH

T KGRI X3, § TR EAMRAEHRIEL, H KBk “F— KRy
E” M EAEIEN, ERRIES T RELaih 0. Flan, B 15-4 MBFI1E H2 fTRER T
T X FE Y {E .

000000000000000007780B6F7817C431309EDED44F51223352D86A4436023913

X Hesk i Z B AT B — PR A nonce BEREUE, SUEN T8 & L X FE AT A T oA
o 0 MESIE. R, 7 LR EABER nonce #1TEIK, HEITRHAFSZ R
Bk,

XA R S B b AR O W B 1 S R AR AR, X RO TR TSk
BATKEMHTERBERZRTAE, MIFARERA T EBGE RS KB, RFmRFEH KR
A 10 2B m— XS, AT RBXENEEER, HRRER (BRIFrTE 0 i1
B AW HREE

F1539 @A

H T2t R A KR TAARK IR X8, R R AR — i G A 2
TRNHEE THASEROBEIE, KREMA TR E5r 3. BT HRFTE—1 P2P M4,
A I TV R S MR — S XS aR BB L, AR 1 FTRESRIRE KB A, 9 5 2 Al RE e 3!
X B, XHEBSHEAT A 1A A 2 X R . BURBA XHA RZ a2 X 3
BEFRUR? P2P MIZRTE X ILAECL FINT, XA SERCOI®RIN. 2740 S, P2P RIS HY &
REEFETRER AR RS T, MMM XREERSE 45037, P REREEENT
TR AR RERTEENT THAMA TR RE, BRI HARGEEUIERZ/EN
Hij# .

O ARBHF P BT, T LKA EF 4 F2RF—K, BAT6 25 BTC 2 £ 2012 F 11 A&y %5
EWRFZ GG, BT RFME, BARkIET LEH 50BTC, —iF#iE
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() (e (e ) ()

B 15-5 XS X

¥153.10 EgH

FATTRELE W TS RELZMN”, MTXEN “B4”, RITLFERER.
R, TR A AL, BRATRE B XA B T R Sy (14 . BB HAL ) HEAT K,
A LERE NSRRI, MXAE L R, TS R EZ .

SR, BT LEHRAROSZAEME, ST B AT A I RATE R,
Ml FL3Z 510 2 Uk i B e K B 1o BRI, SE% P AR 2R R — Nt 2 R 755

Mok, BRES hARREEE —ERE L ATRMEE, PRIRUWEIEKEIR .
WER, RERIZEGIMEEAR XAHMALRR Alice 197, IBAM X —Hul BT T2 515
BAUSBZ AT, TiH, P2P MZMTEFRYE TR &35 X BT & 1P RHERHORM, X
7= A T —5E B KUK

AT, 7E Blockchain.info Rk [ ] LA i X BRE A BT Bl . SRERATRIA 512610
Jimmy Wales (i1 338, {400 AERAT LAZE i) 5% HEARE T A R 5 5B %,

45 38 HOARE T UL 2 I S 42 M S [

f153.11 {EEMEY
R TR B L — T HAST SR, oA A7 R R e B [ SR oh AT, R4
RATEVCRERREASE ASTVE? 7ML, RATREFARE “f5E X NARE L.
FH=A 5" 8RS RN, HARER.

(1) HIEEEH R TR S BT % .

(2) fRIEHFFTIZE S P .

(3) fRfEELRE T R %5

AR LA MRS BXER” SEEFEHREHITESINEREAZH, XBORLT

@  https://blockchain.info/
@ https://blockchain.info/address/| McNsCTN26zkBSHs9fsgUHHy8uSS1PY5q3
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IR AR AR Xy S BT 2R R eI BB o B — i b, HAS TR —
BE, URERG AN 2R, WRXTIT S TG,

MEAEHAT ST SRR RIS,

b TN, I T A TET A, A LB R AR TS F, B
(AT LA SR TT (5, SCHPEE R T e 4 2 S, SCRR L, 2014 4 KT%ES)
B Mt. Gox 3% T ERCETIZ FI 720 HOA T 662 W e O

TAEHRET R AT (5 bR B P B R LA BT T B S 8 R )
AP

HAST RS T UL b2 MR RASHOR L ATF O SR, Hh A0 AT
W R AR . WA LR, T RGBT,

At WEBIITE AT B2 M2 B A — P (R ZE s 0 U TP L
FRARMMIS, HHTILE A AIEBHIIR, BBk Ll R T AR KRV 40
o ARG

BEoh, AHECHCR T RGEA SR, MR G A S E 2B,

T15.3.12 te4ETNG
BT e AT T 8, BRI a8 ss—TF .

o MR —FIIET P2P LIS A4 RYE, (0t /A Gt B ML 2 (#1752 5

o FEMHY £ b M it e IR DI 7 20 R

o JIT A 935 0 FAMRAEAE A TEUCHE (K ek ) by, A A AT LR L P 090 ST 0
(BB )

@ 73t Y 160 ) R XX A B e o R

o it TAFRAEIBT Lk s T K S A 5

o TGRS, " THE I HATTA T HAS N 0 HORF& R PERIBEIE (4557 ), IS
OTRIBTIX S, B TAA8 B — s MR FLA A

WL L/ NEERATAT LR, R sl T AR A 3R & M soR

,u"15.4 BEIREENBEHHEAR

FHEBENDER PAH—THERN “EEROBFEHEAR” HETEDME TR, 11
el A/NCE R L T SRS RU T Py o 0F 5 NI 2/\B % 12 B A €5
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KT EFEEHRTRENAN, 7E Singh FrE R (EBEEFE) —BH BB SERT4,
B PR TR TR mE T E AR L.

sk, BIFRTRTESHE FITREIBNESE T Singh B (FHEEFE ) DIRAHRR
(BT ).

"15.4.1 BFZWH

EFEHEAETE THIEHMEEEAR, i Bennett #1 Brassard T 20 140 80 402 H . R4
WA BT XA, (B E IR IROR B MR R, AL E A B A ]
ST B, AT DA A — AR R0 E AR SE Ui R M i

ERWETHES, RMHT FAIRIFEL,

(1) AR B, FTRERNHXTFIERAE.
MR —F e, ATLLEB R RN A ES A ER.
(2) METAXSSIBATFIRTRELE,
MRAEX — 32, BCE AT LUAIT 3l (5 S B i o

HENEIEZ T A E S HET VT, RE RS TR ARG X —178. AW, & %D
BRI ERNARE, WRGVIE Eve fEBF R P#T TH0, W-—PMEIESTRaE, &
e m] LABE I 22 56 ATEHHA TSI

TR ZE A — T 4 TTE R S ——— IR PR AN . — IR PR S AR B K R AE T34
DAE A SCRE AR EHRREEH. R, MREHEFEMEREERH, BBCEHT L
PN EHREEEGT . Wit R, BTSRRI AR ST T —2% .

BT HA RN EEMR 2T, BB84 MY 4 MR FE 1 EENEE;
BO2 thSUAFI AN IR E 1 AR H(5 .8 ; E91 UM A1 BB84 U254, (BT 2R AHHE 24
(entangled ) MI—XPETRLHM, BTFHEE—FMETIHSE, REMEH P —EFIIRE,
AT AT AR BE ARG 0 55 — SRR .

1989 4F, FEMINLI T 32cm BRI E M B FHEHEEF. ZAHERAARE, 2002 4 H
AR ZZFRAURI L T YR R KRN EFELER, BEEEN 87km,

2007 4, NTT WFFFTHHF EASTF & T 2240 R B T 4II% ( DPS-QKD") ik, I
shifiit 200km VLR 1E% T BT %4 @,

(@ Differential Phase Shift Quantum Key Distribution, —— 4%
@ 2014548, TEESHAFLEEHREZKAAEE FTEZTL, ZABERLTLE, LHIE
# ik 3] 2000km., FFiE
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¥15.4.2 BFITEMN

MEGE T FEEEFFROEN TR, BARFHENSEFBEIFENAR T,

MEFEN—F, BPrEEAHTEFEE, hREYHE2%EZK David Deutsch T 1985
R, RIEETHEE, FTr RS ZMHRE. REHEA SRS THITIHE,
W o] AR B 58 i 2 PR S B THE . SR | AR FRESETHER O A1 1 BRRAE, IRAR] 128 i
BERORLF-RE AT LARIBE T3 22 AhRES . i, R — A gorTitsn .

®AVAGE, REEHESK, BHERMSBAK, B BT EALT MR8 S 28K
B, SR, A AR EREFTEVORBGRES, dTFrll—UatEZMRE, Hik
BHWHMES AP AT ASER T o SR, FIEAEN L& FiHEAE A R SR

Ait, 1994 4 Peter Shor KF T —FHE FitEALHTIE R AR M RAOBR L. e
2001 4, IBM PR ¥ BA 55 0 ( Almaden Research Center ) LI SEHL 7485 15 430 3 x S AY
FRHEE TR . B, TR FITEVIBIR R K it 11

2011 4F, D-Wave Systems 2> 5] &7 T i HHE T BAHULRS D-Wave, D-Wave A2 —Hill
FHEL, R Ao s Ak DS w9 & i E AL, £ B XHE R K ( quantum
annealing ) 51T T 5. D-Wave 7] AN FH F M RARILRE . PLER7 . EURIRIFEZA
G, (HIFASRE B BEHT B RS

115.4.3 B—HFEARSEEHNT A

n R & TR i AL A SRS, W AT DR B A R R L I — IR AR,
M= S KBS AR . BT —REFSATE R FRTERER, EEpEfFEHE A
Pl RO 73S, B RME & iR UL AB et 5 iU S, o ok ) i 3 e R — 4~
ARIEFHEH .

SR, WREFIFEVLCE FER eI A, W B e 2 RSB AR T AR B SC
W2 2P

FEEFIH RIS E KA BERIBEFN LRI HEFERNEEEFES (Post-
Quantum Cryptography, PQCrypto ). HH A —FHEZEMEZTZERAAFE ( Multivariate Public
Key Cryptosystem ), EFIFHZE NP T2MBE AR, RN E—FigxiiE FitH®
VLB RS, FEHIES R (CHEe SR )® L Eg% ] —8.

O ZxEAHBLETRBRL,
@ RELAIHITEELHAGE ], SEFABEK(20165F6 A ), HABATiFER, —FHiE
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="155 HAFAREMNED, FATEMA

W, WMREETHEEEATHOEE, RIMAEELHTEENZ W7 R, XEATTHE
W, BEAEZ RS, HEEAREEENEERIEEARN. ARRARSNERZ 2,
NE— B K55 05

A, WATKEH LR —T BArZEBEARAPARERZOET, BT “HIHET”
BBCR . BJa, WA ELSHANBEERER, RE—-BENRAG R AR, — 6T 2%
Wridi it PGP I MR, 75— A-NZ2FE(EH SSL/TLS HRss EEiirfE K5

11551 BiLRREEN, HLEREMN

FHERN TEER L LXCE T/ BESFENEFET, A TXETHE, AFESFINETE
S AR AR — K, FRATH AT LASE B 58 R ML PE RTS8 R RDAIIE TIE? R, X HE—A4
WME . AT EERESRES, RNFEMHAABEN, A TXAHHFTINE, AT
WEINEV A DI, B TR, BAODHERNT S LRE AP R B C B
TREEN, WO meEs —~MENF T,

LR, A EEEA, BATT DRSNS, WRBILAMEERENES, HEXHAE
R FRAT AT LA SE I 52 6 AL M AN 58 36 BIAEE

PR A Bescds, EoAEA TIHHENL, RIVBRES RN “"XHMEARREEN", 2R,
ROME 2R bAESEERY, TEHTELC i A it s th 3]

A NG, REMHANELS. B, mAEEN . Bl EEYE S aEE L
TRENNIE, 281, RAHAYEBRIAERAR (EYIRAIAIE, biometric authentication ) tIFA
& 78RR,

BHATEYIRBIGE, BAAER B s KA YIS B N RS, T SE R TAIE
T3 A e e e 1 HU R R AR SE R . BRI, SR SE LR SRR BT B, sE s FEH RE B fan = Ak
HRIRE R, MH, M—REARAR, EVEBRIGESER, ERRATRESE H E s
B PR, WAAES—MRER Y

Y1552 BFELARKTLE, WHEAERW—A
T iz AR L LT R ML e, XAGEE0T ERRAE, (BH A A E AR

@ £ (158%4 142 )[Anderson] —H P, HH NG A EREK BICRE, AR NGER KL
ERAERERX—2&,



376 | #15% BREASHLHES

IR, e “BiomR AR TAE, Wb RERE—A,

HNTIRBRGELSE, AT Tl fe & AR, i X FhE A R 220 24 /Mg
BT, B—Hm, BXh—1R%, WHRERD—FAEBBBGEE S, wE R B
— BRI BB LE AT LASE R T o i X —= 3L, KRENZAT B R A TR, Bahh Bfs
(OEASN:f7 %

A2 —1 AT Rml— ST, BEM_EA— A 1000 4F 7, @ 04 rAdE
MRS, Eahih# Mallory IEERAENHP RARX —RE ., EXFHENL T, Mallory
HATEXIA 1000 AP T, M2 RERREER—PMARTLT .

Bob HiAEX 1000 A H ) —4~, X AR,

BB RAGMERMA LS, KKEHOSRMECNATE, RIEBRAHAANSBAHLL
NS AR, i, ROEREREARFHAEEZNER, MREAR T LB,
PRl B RN E— RO SU T .

{HE, XHREZEEIRREER.

Bob HHL i L AT RERI B BEA TH AR MER, HEARZAZEET, Mallory \TLITEA{R Bob
W IZ )5, %5 Bob YL (EN R R fth R R AT BEAR .

TEPIA B [ ) R AAEDL I B R GEF, BIE 1000 P BA 999 AR L 2FIRRE,
HERI TR 1 PABRABMERZ2EHE, BTABESBAREEARRENBEA, BhEHE
FEMe FR Ge b B s 1) — AT LA T

515.5.3 I&ﬁsﬁﬁu 1: 233 PGP N0 FHob 4

FHBERARFERELZEN 8. N TIiERFEH X — W s, RIPRE x4
WS PGP N B MR R T B

A Alice LA TEAEA ] I Bob &% —HlR{:, Fahrdi# Mallory A SERGX £
HRIFE 2. Alice JEH BT, b PGP XTHE{4 % /5 A4 %% 4 Bob., JB4 Mallory i%/E47»
Wg? BRIEF PGP INERIREY:, fhaARe22il%t RSA Hrd FEAR AR A A B4 T ot R B o g 2

Mallory KMEEAR X FEM, Bob H IR B H AR SRR UL, BAREHMFEAMNIGE
T

Mallory A] LA{E Bob [ 2 J5 A 1% Bob A HL NI 57 BLE £ % ML, 2& 87T LIE Bob
AR, MELIRATE$EE] Bob AL EEATED kA B ( Mallory AT LAZEE ETH A A HIIRFER A
IAE ),

BEAMA T LLTE Bob FIr{l FH 924 Bl N ERAYFTEN IR 55 2% L HAELREERF, XHE—¥K, Bob
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PR AT BN PN 25T 25 il ot I 4% A& 1% 45 Mallory o

A EANEZNSE R . Mallory 7] PAFE Bob BIMRFEF 25727, ¥ F PGP iR
B 2 I s R R B W A% 45 Mallory,

AR AR Bob A HLGAR FIME, AT LABEE Y Alice A% T AR A HRAE

Dear Bob,
PRETIE X R A Tl R 7
FARIF oMk, FRAAEMRARE R T, Bk HEAT LB .
From Alice ( H:5Z /2 Mallory )
[ FHf4: funnygame.exe]

Bob Rt iX M T B L — XNk, M SEhR X AR R 2840 Mallory BUER), #EiafT
(IR 2 e 7 b — DT

4k, Mallory i A] LAWK Bob A RIM ARG EH G, iHFTAE Bob Ry IR I Z3 B SR
o WEE— AR S— 6 GRS RSA WSO RIEEREEZ T,

BAERAATEZBCE A, Mallory H C A AIhE AR S 2 57 )\ Bob M B HEEH 1
4, RS T L (social engineering ) s i9—Fh A=k, _

PAEHE, HERE, JLFA] DI H JCER 2L Alice MIBRARI L. H, X&EHFEY
PGP i MBS IEZ TR, N T B Mallory BXFRIEAT ATEMEGE, 75 B ZIRFFE
WA 1T,

(RFHEMS) —HREEREN - R RE—NAE: "RREREETREME~R", &
TIARER AW SE T Z2/ Mt AT LR EE T, AL S REGAE G B A 5 i 8 O
HRMELEEIRAT,

11554 WEHEEHI2: A SSUTLS MBS A+ES

T EFRA1F — g FH SSL/TLS ) M A7 oo 59 7,

Alice 7£ Bob M I FiJ5 M i, #RM GRS, 48R, Bob 155 1 Rk 2l
FH SSL/TLS AT 1)

FEh i # Mallory FHEGTEL Alice WG K5, MEEFEMOR? b X408 SSL/TLS By4E
Fol, B EHMFEREMS, RE L2 RSA AHBEMH Diffie-Hellman 4 8H 35 #
37 A, Mallory A ANEXEEM

Fbanisi, Mallory AT LAAAR Alice BYHLIN, 482K 0 SCF, EAE SR E] Alice A&
BRI T RAGEHFRS.
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MEXHRAFEEH RS, Mallory B AL, fhnl IFE Alice /9 Web MY 48 A AEE
BRIF, X4 Alice 1j[A] SSL/TLS {£41 B M 1T, Web MW 2ssio B %M. Alice AHEX LR
RIFFETE, TEJLIXVin] SSL/TLS M 42z e, MieRBldERE4.

Alice : “i%, SHEET , AL RAOIHESE AR 00"

YESE =RINEZ G, B Alice JHIG FHRHM I, WEHE T — T Bob HIHAIKH,
AT X

“Toifdi F SSL/TLS B 2517 X B

TR AR W4 S AR 2 £ — 1N F1 SSL/TLS 19 5 T AH [R] 9 B 3l T 1720 A 3 368 I 77

Alice 1i[n %A i SSL/TLS fRIFEIM T, XA TFIER B/RHET, i r—H0X, W
ATHEHES. X6f, 7EMEEREX—FRA Mallory SUEMAHLIES] T Alice H1F%5.

SEPr |, Mallory % FARELE Alice A Web M K25 LHIARRRF, tWa] LML A%
i, IFAE Alice iXEi/IA] Bob $3J5H SSL/TLS M ULHT, [A] Bob )ik HAR 55 #% A% HACFERE
NI KERE, FRERGMEL, X Alice Ujn1 %A #id SSL/TLS fRIFFIM TR, Mallory & F{%
LB HATE

% Web IRF s E AV, Bob PEAIREH S AR “BFREARE, HEINBED
XA XEERE A, 51 5% P Ui A E L SSL/TLS R AR TT, Mallory & FIiX M)
WA E RS NS, KX b EERT LAGT U EI7E Bob 43)5 FITHRABF M KEFGHES 1.

& TR RELE P oAl AT A iR 95 O Mot PR oM $E 48 AR 95 L i ( Denial of Service Attack ),
HFRH DoS iy, 1E48 RS Bt 2 —REl % AR 55 7T & ( availability ) A2 77K

4 Al 55 Bk A R R T RS MBI A X 468, MLt RS sk, M
PHRES A AR TSR IRS . hetRil, @ik st LIRS s HAth
Wit EA 5T,

— kUL, LIRS EGE BAEE R R ARG, EAT ERBAECE)RHE, WATERE
MBS EAR, B—FAEE E RN L 7, MAREEREEEN & L —#, BE
HAEF AR

L mEFf1RR T % PGP A1 SSL/TLS #4739 F, {H Mallory BEI A % PGP, kA
i SSL/TLS, g, 7€ Lmpm e+, FrdtfTisid SEMERERHRZTLXREN,
BIEFRAT A PGP #1 SSL/TLS, TMZ&EHE T, XA EEZZT,
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nu‘ 15.6 ZEE/S

AERALIRERTEA RS EHEOR, BMES] PRI, XEERSAR PN
MR

SR, BMEREFTTAL, B SCHlsE R MBMER . thsh, RMERBA TR LA,
WATREL IR L et . XRPABARESH NS, BIAERNEKNSHHA.

A TEMEEANEXARREZ G, FATHEESEAGPANZE BAGETEL,
RENOZ T E R 2 T 2R,

AEABRE SRR R T2 A IRt i,

OB AP .







B R

| WEdSEEm 00
BRSNS _
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THRA HEGLEE

TERR S 1 AT PR R E A — T AEE 2 Bih, AN T rh B8 i HaER 28k .
UNSFAE TR A T R IR R, FTLASE (RO EIBR S ) [ B | (it
MBItk ) (RS | GO ITRRRFELEAR )Y DemisE | SE5F, i, XTH
FREGETHR, 5 (A t: SRR ) [ S | —Hh it T,

| 2 2mmmEm

HH[E| h 22 %55 ( Elliptic Curve Cryptography, ECC ) /2% HIHi [l dh 28 3k Se o i F S AR 1 4
fr, REATEWA BB WY, ERE L EELRR EAEUL TR

o LTI £ A A G
o SETHEBIHZ T2 4
o LTI 2 e A

o6 5 il £ 2 6 H AT IE B 2 R, BlandE SSL/TLS H, #ifdi 745 th 4k Diffie-Hellman
%4H3cH: ( ECDH, ECDHE ) FIffi[R 28 DSA ( ECDSA ), M7 HbAFm (153 47 ) shufdif
THaE HhZ DSA.

IR 2R 2569 T LA e RSA AR B SR SCBL R S i . that/2il, HE M EZEnEH
WMERES. FlW, BWHKE N 224 ~ 255 WM E dh 2 F65, SHEHKE R 2048 AR
RSA B4 JLF RIS eE ©,

JiifE—$2, #EEI#Z ( Elliptic Curve, EC) X MAFRES IEABAES] “WEE", (B3R
AR th 2 BRI A BB . Wz BT LA R ph 2k, A b SRR, BPRS R dh 2R IR B
TR R I A [ AR 4 4 S e 8

— BT, MR R R Rk E R, Hha b e, d HREKY,

E:y'=ax+ bx’+ex+d
@, Ma=1,b=0c=-2,d=4F, FriG2IaMHE LR .
E:y=x-2x+4
R LR £ B EURNE X-1 Fias, o LLE ARA A R EIE .

O BELAH [ ARBTDRF L BB AHEER (201656 A), kA PER, —iFHiz

@ BRHELA[7FIRZLAZDINDPLDOBFTHA L Bk A+ diR (2016 56 A ), HkbiPiF
A, —idEiE

@ AR4E NIST SP800-57.,

@ f2a#0, ax+bx’+ex+d=0 %A FAR,
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L_////
\/ X

B X-1 BB RG] (E:yP=x"-2x+4)

ELEEE=

TEBEA R HEGR R THEL LA 28,

HAREmE, HEE X2, ML LA 4, BE—KELZL, REEL SR &AL,
BAVHEZIE ST x RO B G E XA 4 + BT, ATRERF A Rt AR S AN 25X
BERE LWR?” TERFKY HMASF sz AME, £XE, MDA 4, BiE LRI ERGH
M, BRETESCHIERINE ERR A + B XFERYIETERR D MR 2 L RinEa i,

it ABHESZ

\

B X-2 #HEE L Rk

D BAMEGEEFTEPALEY A, ARMBEEHXLKRET x x4k,
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B, bibke XREMBE A +A4, BB SESREN, FOPYMSESE, Tkl o
PSR ER”, TEXFEOT, il X-3 Fras, BATE ke s 4 ML, REHREIZY)
LR HAIR 2 028, BT x BN BRI E R G E SN A + 4, WHlE 24, XFERZE
ol “HRR I R —RREET .

B dh %
W BhEkES A LTI

R

/’“\\\QA
B X-3 #EME E—EiEE

Ak, AT A 4 XTF x RIXTFROLE B sE LR —4 (B X-4), XPEREHEFRR W 2k
ERIERBGER

E dh 2k

B X-4 #HEMZE FHERDRRER
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M2, WUERTCATHE 4 F 4 HIINEE AREVE? ARYEHAR Mk ik X, A% T 4
1 —A 10 28 SRR 20 3e i, (Bt A4 Rl —A B9 B2 SHEIRI AR 22 18] AT A Rl -4 X324,
TRIATANX AL SRR BRI A" AR EHIZE . X TO R A e U - 1 R ok
A HEICE 0, ATAKRH, FERRIEA O MFEFIFIEE 0 #HIE, A+ (—4)=0 RAGERSIH ",

(@R, FRATAHIERIZE |08 (4G ERGE S ) B9 B8 17 TEX ., %M FHE A
RV ik, M4 R A AR LA B s A, FRATTRERT LA AR BRHEATAR N . — 4%, iF
U (38

KT 3R ST M, AEmBE s LR G, RATRAT LR 26, 3G, % s Ak
$5. 2GS F G A%, 3G M YT G + 2G. BRI, MAEH G, “THa¥ixkK4
xG W FEAREME, (AR, “BEHE xG KB x fRIE" NIHE# A, SRR th 2
F b ARG I 2 L A s B R

| s romgagiam

TEMR R 2R s b, FROT1 9 e — MM, SRExTMBImhg LRy —o s (AR
PRI & ) Z (Bl S8 T S, X B8 R TR EOAR A TTE,

B BN AE T ik 28" b “HEME EMNEBIEEE" WERE, SR RSA
FIHT R EZE, LK ElGamal %91 Diffie-Hellman %5 A A T “HHR
S b ) B RO R R R B —FE

W1 £k A BT BRI ( Elliptic Curve Discrete Logarithm Problem, ECDLP ) iX/~ia]Wt
AARRE, HARERRURE CEHE xGoRE x (ORIRE” . P, CHEE MR b B O A R
ESURE “CRMEMK E. E FI— G, LR G xffsixG, Kx7,

s A S S e dLE

® LA

o WEIfZk E

o Wk E L —s5 GOEER)

o WilRlhek E Fa)—xG( G HY x %)
® K

o B x

VU WHRAWEAESAY OATAFAMEZS, ALEMABZGESEE—BRREERSLIFO,
@ A FESL EHET AL TFEAAWE A EAA SABR IR 56 E A Leg T N B (B, X
ANBEARIRIR B O % #8457
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| sma rmmmsEy

FIX BN, KFEMT “WEMZEE" D “HE L EAsExT R E" MizESs
T— KRB, BT RMNESEE R, Ho, RSB AnmR %z s,
HARTE E— P Fri e oG ik E e THy.

10 1 i 2 ) PR B B — AR N L, AR x, y IOZ0ERR SR, B “SERUE R EAOHE
(21];115 -

A6 1 T £ 2 R T {6 ) A (B 2R R HEAE S8 R b, TR EAREEF, L, ARKEF, &4
S FRABERTE p, B0, 1, p—1 3 p PICEFFE BB S e Lz s .
A PR 2B A RRANTE 5.5 WP Az, KREITUERZ-TEREEAp 1
BUFimbeh, XD BB TIMRAERRE R . EEW— SR, sURABREORITRE AR, I
RS RBRLL p SRV

MRRFERAKIERE “ARWF, CROMERMZL”, BARE—BE8 6+

Exy'=x+x+1
YA 2k B, AL T8 R ERF, HERINE X-5 iR, 2R,

y

/TN

B X-5 HE sk £, FEREER EAEK
E#%ﬁ%%@ﬁh% Ez- l:L’lﬁz_]:ﬁl;Ebszzs _l:ET]‘, I—E}'FE

Ey;y'=x+x+ 1 (mod23)

O AHFP R THAESA T p 695K GF(p), 6 E ol 5 % 8 P i T ol B AESh 27 6937 kX
GF(2").
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BZEf] * 54 x° +x + 1 AZ5RERLL 23 BIREHS, X S5EhEE L 23 AHEAIER R
(. FEA BRIRF,, | B[R th 2k R an & X-6 Fim. XAMEBRT, x, y #RAEER 0 3 23 Z[Alf) %
¥, FULEGIFAR &gk, Wikt REsms ¥ B X-6 thig— NS mabs (x, y) iR
“VERLL 23 IR ST X+ x+ 1B 23 AREC

14

b (0, 22)

(11, 20) (17, 20) (18, 20)
(5,19) @ ° o ‘
* 0 @ :

(6,19) (12,19) :

e | (19,18)
o (1,16) pe ® (13,16)

(3,13)
hd (7,12)
°

L ]
(3,.10) .

- CHo) (18, 7)
e (1,7) ® ®

1= (19, 5)
(5:4) (12, 4) »

e * 173
(6,4) i ki |

(11, 3) (18, 3)

(©:1) (4,0)

X-6 WEMLE E, EEREF., FrEK”

MRBATUUMGE M2 E, FAYE G=(0, 1) MES, HEMEML 285" W 26,
3G, 4G, 5G, -+, Z5RWNE X-7 s

BMAEFEAKRENZ—T, #EML EOESIER S ECH G xG K x BRI, KA1k
A, BHE G=(0, 1), 5 23G=(18, 20), 3K 23, X2 — MR A2k b A2 EOT BRI
1EX BIRATIT K p=23 2—MB/NOE, B AN REBGEAER, (HY p JEH Ko, ZfX
A ) R R RIXE R o

L NIST HEFZ9—FiifhE 4R Curve P-521 ], FERH p B FEXMEE 157 fios ”,

521
p=2"-1
= 6864797660130609714981900799081393217269435300143305409394463459185543

1833976560521225596406614545549772963113914808580371219879997166438125
74028291115057151

D it 2in, HAOATDEY “BERBE" LERRLIME, LR2 WS,
@ BX6MAXITAET(ZaAFR)[(TwhF |
@ A TRFHIEack, NIST A AHERAE (RHEERL), FlemBagP2s6 P, p=2""—-2"+

192

24271,
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RIRIFEAIM R TIRZAE, HEARFK R PRl LT .

® i[5 fH £ b A BT RO BOREL R TR G A XG 3K x
o fE AR 2k b A O Bl R AR A R

g

tZ?G
216G 145 23G
86 ° e @
e @ ®
2G 18G H
9G
13G
111G ) 4G
3G
* 226G
@
™
25G
Ay 6G
156G 24G
017G ® ®
19G
o
20G 10G
e e @
7G 5G
TG 146G
o > X

B X7 LLG=(0,1) AFEIHE 2G, 3G, 4G, 5G,-HIER

| #me4 Diffie-Hellman =4z

MIRIERATTA 2R T R 2k B s Bnl R, 8 T RIN TR —F RN BB LR
fISCEii) . & S ATRE —F R L Diffie-Hellman % 83cH . HSLRR T2 AR fhZoX —
ZAh, ERiS Diffie-Hellman #4AZCHAIRARE (11.5 97 ) HA H MR

JEMIR g £& 749 Diffie-Hellman %5 $H 3845 BT F1| FH A /2 -

o Uy WL, B GH G modp R x BIE 2B (A FRI - oY B O %n) 55 )
FHXT L, B[R £k Diffie-Hellman 254H 28 36 BT A1) FH 4 ) 2 .
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o TEMEEIMNZL |, B G xG K x BYEFE (HEE thk L i B Hn) i )

AR MBI Alice #1 Bob T EILZE MR FEEHEH, AT ZE @A ELECE
#HITE Eve 10T T, XHF, Alice 1 Bob A] LLif it DA F A E# 76 [E B2k Diffie-Hellman %4/
A, MMA LS (& X-8 ),

Bob

aG bG

1
|
1
( AlicettiFA48 ) i ( Bob&y/A4s )
:
1
:
G | G
|
]
|
]
KW ¥ a | K% b

( Alice9FA%A )

HE
X-8 #EE £ Diffie-Hellman Z$A T

(1) Alice [7] Bob &Zi£xi G, s G # Eve HIHEME LR
(2) Alice &= BEHE a. X MEUEA LELUF Bob, tHARELL Eve HIIE ., FATEE o T H

Alice IFAEH .
(3) Bob &mBEHLEL b, X PEEA WLEEF Alice, tWAGELL Eve M., Fef 148 b FR N
BOb EI‘J*AI%;] o

(4) Alice [a] Bob 235 aG. 5 aG # Eve AWK XL E, T4 Alice A4,
(5) Bob [a@ Alice ZiXm bG. % bG # Eve HIEHE LR, /& Bob HIAH,
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(6) Alice 3f Bob REM R G ITEHEEWHEME £ a EH S, Alice 7EMH R ik L5
a(bG) = abG, T Alice 55 Bob HItEE854] |

(7) #8xiit, Bob X Alice ZIEM R aG iTHEEME ML b fE89. Bob 7EME Hhk I
HH b@aG) = baG = abG, EFEE Alice 55 Bob MIFLZHEH

M X-8 FafLIF i, Eve BB GITBIMEE—ILH 314: G, aG. bG. T “HhE £
LB GHMxGRxEHEM", HELEH GMaG EERM a, B G MG HIEK N b
HEt &, Eve TiLITHEH abG.

FHXTH, Alice F1 Bob % B A A a M1 b, FEBLXUTEPGEHARYE G, oG, bG T abG.
Alice T 78 a(bG) = abG, T Bob MIHTH LN b(aG) = baG = abG., ZitiXsei R,
Alice 1 Bob i i THZ%4H abG, MG #H Eve HILHEIKIE .,

g LRk, W[ 4R Diffie-Hellman % 8H 22400 11 2 55T 1 R i 281 i) 2 00 ) L 0 222 2 P
e v,

TEME th 2k Diffie-Hellman Z8HACHe P, AL E R AT EM ML o, b, WREBIGE
REME A E M BELEL, WAL ERAh S BOr ., XAE—3k, BMEAE AN A 5 15 AL
YRR, T ERERGFHAMEZEEHEARR, RO ICT LR 2Z 60 i3 15 S R
X FE A RFHEFR A BT B & £ 1% ( Forward Secrecy, FS) sl ZF T2 H @ &L 2 ( Perfect Forward
Secrecy, PFS). fil4n, 7 SSL/TLS " (8] th £k %5 79 A, 4k ¥E$F ECDHE_ECDSA Al
ECDHE_RSA #913c#fiyk, wal LIREaTHZen %,

| mEes ecama ma

BAEERF LB, @R fh4k Diffie-Hellman #4H3¢#:, Alice 11 Bob figfigA: iiidt =%
8l abG. FIFILZEHEH abG, WATHOT LIRS 5 1 B R Hh 28 ElGamal 515,

{Bi% Alice E[6] Bob K% —4&1HE, Alice il HCEREM NS HME L Foy— 15
M KRR (SEBR R A RAZ A x ABAR ).

=

(1) Alice F A CHIFLEH a L4 JZ Bob B4 bG, XHHE MBS M + abG, WE M + abG
BMAREE L.
(2) Alice B8 X M + abG K754 Bob,

@O Sk, HEBE LB RATHFAGELERGIER “Co G, aG, bG MK S a, b”, {2k kiE
B “E40 G,aG,bG LK M abG”, EHEEZHIMER, X EZH H B,
2 ECDHE ##% %% & Elliptic Curve Diffie-Hellman % 4A % 4% ¥ 4% /i Ephemeral ( 42443 ) %44,
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R%E
(3) Bob £ E|% X M+ abG.,
(4) Bob H Alice B934 oG LA K A S ALV b B HILEEH abG.
(5) Bob B BB M + abG W% abG BEITHE M,
HTEW# Eve TiLiHHE Y abG, HILEMEGTHE|® L M+ abG, WIEHEITEHEE M.

I #E fhZk DSA ( ECDSA)

ftf FE A R B 22 3 1T L S BRBF254

% Alice ZXHHE m I FEFZ 4, M Bob HFERIFIZEL., UTEH “iHE” WD
LKL p WELHTHINES

ERBFESR
(1) Alice HRIEFEHLE r F1FE S GRS rG = (x, ).

(2) Alice HURBEHLEC . 18 m (GBOE b FAH o 3 o0s = 222
(3) WmJa, Alice ¥{HE m., B rG=(x,y) fil s Ki£4 Bob, Hi b rG Ml s MERFESA -

RIEHFER

(4) Bob #ZEWEREE m, &4 rG=(x,y) f s,
(5) Bob ARIEIHE m R EFIE Ao
(6) Hefi, Bob R FiR{EE, H Alice BT FitE.

h-, x
sG+s(aG)

HHEERE rG T
WRECF A IER, WEHREREAN TR,

h X _h+tax

sG+s(aG) s G
_r(h+ax)
T h+ax

=rG
T X # Mallory ¥4 Alice R a, HILTEHITE B E&HEE s 1A, BIERXTFIH
—%HE, HENERILE r, MSRIMNEFESE A2 BEE,

G
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ik WELTLD / BHRASZESMNE

HRB EEEASAMR

AR Bt s S P T B A B R EOR o AR R RO I B R TR A 8 R 7, AR
WA

212 wneous
= B

)
(2)
3)
4

(3)

EES
(1)
(2)
(3)
(4)
(5)

BB ENAENARH “HHBREE", EfE?

N ZATHTHEFR A BT, EFG?

meE . EEGEALR R “EERL, EFg?

KT 20 tHheg 70 48, AENERN K — KB EAEBEAR R “WREE",
(EBfG?

TR E BN N ANk, 4 B/ —MiH B A S REEk ek, —M8
FrA crytography, 1ERERDS?

RIEWh. BHEBEE EBREMNHIA, MASEEFEATHANF Y sIE. (K 1257%)
1EH .

1EH 7

AIERG. KT 20 2 70 548, HFMERH R - REENFBEAR “AH%EHE".

AIEH#f. cryptography 8 HIRLR RS, HiHBA G REGERMITERA “REAR", (I
1.6 97)

225 merweme

& B

(1
(2)
3)
4)
)

e A SO R BRI — B RO R SR AT I R RS M A A7

il [ BT A AT R B9 %5 B LA IERR B 1 0 B BRI R M AT A7

M 26 FEEEL 10 MFEHFE—E (RIFEE ), —HA /Ml RErIHRE?
e R SR FREREF RS — KRRV ES A7
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